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1 Reason for Change

The SCWS 1.2 Requirement and architecture documents have introduced the ability for the SCWS to trigger a remote administration session thanks to an OMA SIP Push message.
This change request provides the technical specification to implement this new requirement.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the members of ARC SCT to review this Change Request and to update the technical specification accordingly.

6 Detailed Change Proposal

Change 1:  Update of the normative references (section 2.1)
2.1 Normative References

	[HTTP/1.1]
	“Hypertext Transfer Protocol -- HTTP/1.1”, RFC 2616, June 1999, 
URL: http://www.ietf.org/rfc/rfc2616.txt

	[OMA Push Enabler]
	“Enabler Release Definition for Push Version 2.2”, Open Mobile Alliance™, OMA-ERELD-Push-

V2_2,

URL: http://www.openmobilealliance.org/

	[OMA SIP Push Enabler]
	“Session Initiation Protocol (SIP) Push”, Open Mobile Alliance™, OMA-ERP-SIP_Push-

V1_0, 
URL: http://www.openmobilealliance.org/

	[ISO7816-4]
	“Information technology -Identification cards -Integrated circuit(s) cards with contacts Part 4: Interindustry commands for interchange”


Change 2:  Update of the version description (section 4.3)

4.3 Version 1.2

The Smart Card Web Server 1.2 enabler introduces the references to latest versions of TLS (i.e. [TLS 1.1] and [TLS 1.2]) and a new requirement confirming that another removable web server operating in the same terminal can be accessed.

The Smart Card Web Server 1.2 enabler also provides clarifications on the implementation of the Smart Card Web Server when using TCP/IP transport Protocol.

The Smart Card Web Server 1.2 enabler introduces the notion of Granted Memory associated to a card administration agent. It allows restricting the amount of content associated to an authorized entity administrating the SCWS content.

To trigger a remote administration session, the Smart Card Web Server already defines the use of a secure SMS sent to a card administration agent. With the Smart Card Web Server 1.2 it is now possible to send this triggering message thanks to the OMA SIP Push Enabler.

Change 3:  Corrections in section 13.3.2.4 Remote triggering of an administration session
13.3.2.4 Remote triggering of an administration session
To start an administration session a card administration agent in the Smart Card needs to be triggered in order to start the administration session. A remote administration server, or a delegated authorized entity, SHALL trigger the administration session by sending a secure triggering message to the Smart Card to tell a card administration agent to start an administration session.
The triggering message can be either a SMS-MT (see 13.3.2.4.1) or a OMA SIP Push message (see 13.3.2.4.2).




The remote administration server SHALL include a remote administration request data structure (see 13.3.2.9.1) in the data payload of this triggering message.

If a parameter (e.g. a TLV) is present in the configuration resource and also in the data payload of the triggering message then the parameter in the triggering message SHALL be used.
If any parameter (e.g. a TLV) is not present in the data payload of the triggering message, the card administration agent must use the parameter value from the indicated configuration resource. If it is not present in the indicated configuration resource then the card administration agent must use the parameter value in the default configuration resource.
Upon the reception of the above triggering message the card administration agent SHALL start the administration session as described in [13.3.2.1].
The following are examples for the payload of a triggering message:
EXAMPLE 1: Use default configuration resource 
81 00 //Remote Administration Request
EXAMPLE 2: Use default configuration resource but with a different administration URI: “/otherurl”
81 0F //Remote Administration Request

83 0D //Card administration agent configuration parameters



89 0B // Agent HTTP POST parameters

8C 09 2F 6F 74 68 65 72 75 72 6C //Administration URI parameter
EXAMPLE 3: Use configuration resource “/scws-admin-agent/config-resource” but with a different administration URI: “/otherurl”

81 27 //Remote Administration Request


82 20 73 63 77 73 2D 61 64 6D 69 6E 2D 61 67 65 6E 74 2F 63 6F 6E 66 69 67 2D 72 65 73 6F 75 72 63 65 
            // Configuration resource URL: “/scws-admin-agent/config-resource”



83 0D //Card administration agent configuration parameters




89 0A // Agent HTTP POST parameters




8C 09 2F 6F 74 68 65 72 75 72 6C   //Administration URI parameter: “/otherurl”
13.3.2.4.1 Remote Administration Request sent using a SMS-MT
When using a SMS-MT, the triggering message is formatted according to [3GPP TS 31.115] and [3GPP TS 31.116] (or [3GPP2 C.S0078] [3GPP2 C.S0079] for 3GPP2) with authentication, integrity protection and sequence numbering (i.e. card shall reorder each part of Concatenated SMS if needed). The TAR of the envelope SMS PP Data Download command must be the TAR of the card administration agent in the Smart Card.

The card administration agent SHOULD be able to register several administration requests.

The card administration agent SHALL return SIM BUSY status (9300) if it is not able to immediately store the administration request. This must be done prior to verifying [3GPP TS 31.115] security in to order avoid security counter de-synchronisation.

The card administration agent will respond with a proof of receipt, if demanded in the received message as defined in [3GPP TS 31.115], (or [3GPP2 C.S0078] for 3GPP2) to indicate that the message was well received, well formatted and was correctly secured.

The remote administration server SHALL include a remote administration request data structure (see 13.3.2.9.1) in the data payload of the envelope SMS PP Data Download.

13.3.2.4.2 Remote Administration Request sent using an OMA SIP Push Enabler message

When using the OMA SIP Push Enabler, the triggering message is formatted according to [OMA SIP Push Enabler].
This triggering mechanism requires the implementation of the OMA SIP Push Client and of the SCWS Push Gateway in the device.
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Figure 3: Administration session triggering using the OMA SIP Push Enabler
The OMA SIP Push message containing the Remote Administration Request is sent to the OMA Push Client in the Device. The OMA Push Client SHALL forward the OMA Push message to the SCWS Push Gateway, which is an application in the device, registered with the OMA Push Client to receive OMA Push messages. The SCWS Push Gateway in the device SHALL forward the triggering message to the card administration agent using a HTTP POST request.

The OMA Push Message SHALL be formatted according to OMA Push Enabler and OMA SIP Push Enabler with the following parameters:

· The Push Resource Identifier SHALL be “push.uicc” 

· The “Content-type” SHALL be “application/vnd.oma-scws-SIP-push-message”

The content of the OMA Push Message SHALL be a HTTP POST request formatted as follow:

	POST /SCWS/ TriggeringRequest HTTP/1.1 CRLF
X-Admin-Protocol: oma-scws-admin-agent/<scws-admin-version> CRLF
[Content-Type: application/vnd.oma-scws-triggering-request-102225 CRLF]
[Content-Length: xxxx CRLF] or [Transfer-Encoding: chunked CRLF]
CRLF
[Triggering message formatted as a Command Packet as defined by [ETSI TS 102 225]]


· The remote administration server SHALL use the “X-Admin-Protocol” request headers with the given version to enable backward compatibility with evolution of this standard. The current scws-admin-version is 1.1.1.

· The Command Packet as defined by [ETSI TS 102 225] is formatted with authentication, integrity protection and sequence numbering. The TAR of the Command Packet SHALL be the TAR of the card administration agent in the Smart Card. The Secure Data part SHALL contain a Remote Administration Request data structure (see 13.3.2.9.1).
The card administration agent SHOULD be able to register to several administration requests.

If it is not able to immediately store the administration request, the card administration agent SHALL respond with an HTTP response message with Status-Code = 503 (Service unavailable). This SHALL be done prior to verifying [3GPP TS 31.115] (or [3GPP2 C.S0078]) security in order to avoid security counter de-synchronisation. The SCWS Push Gateway may implement a retry policy to send again the HTTP POST request to card administration agent.
Change 4:  Updates in section 13.3.2.9 Tag descriptions
13.3.2.9 Tag descriptions
All the following Tags are defined using the same coding as the [TS 101 220] COMPREHENSION-TLV data objects and must be found in the data payload of the triggering message, in the indicated configuration resource or in the default configuration resource as described in [13.3.2.4].

Each TLV element may be found in the corresponding structure according to the following rules:
The M status indicates a mandatory entity in the TLV in which it is found (e.g. the tag of TLV, the retry counter of retry policy parameter)

The O status indicates an optional entity e.g. it could be absent from all configuration resources and also from the data payload of the triggering message.

The C status indicates a conditional entity e.g. it must be present at least in one of the configuration resources or in the data payload of the triggering message.

 These Tags SHALL be provided in the given order in the description chapter.
13.3.2.9.1 Remote Administration request
The Remote administration request TLV is present in a triggering message that triggers a remote administration session 

[…]
Change 5:  Updates in chapter 13.3.2.9.7 Retry failure report SMS-MO
13.3.2.9.7 Retry failure report SMS-MO
If this TLV is present then the card administration agent SHALL send an SMS-MO in case of an abort of an administration request (as defined in section 13.3.2.8).

	Description
	M/O/C
	Length

	Retry failure report SMS-MO tag
	M
	1

	Length (A+B+C)
	M
	1

	TP-Destination Address parameter
	O
	A

	Service Center Address
	O
	B

	Alpha Identifier
	O
	C


· TP-Destination Address parameter (see 13.3.2.9.13):
If no TP-Destination Address is present in this TLV, it SHALL be extracted from the TP-Originating Address of the triggering  message when available.

· Service Center Address:
The Service Center Address. This parameter is in the same format as the “address” Comprehension TLV definition in [ETSI TS 102 223].

· Alpha ID:
The Alpha identifier to use during the administration failure report SMS-MO emit. This parameter is in the same format as the “Alpha Identifier” Comprehension TLV definition in [ETSI TS 102 223].

All the other parameters (as defined in [3GPP TS 23.040]), which are needed to submit the Retry failure report SMS-MO SHALL be extracted from the triggering message when available.

Change 6:  Updates in the SCR table in Appendix B

Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for SCWS Card administration Agent

	Item
	Function
	Reference
	Requirement

	SCWS-AC-001-M
	Using BIP or TCP/IP
	Section 13.3.2
	SCWS-AC-002 OR SCWS-AC-003

	SCWS-AC-002-O
	Administration session over BIP
	Section 13.3.2.1
	

	SCWS-AC-003-O
	Administration session over TCP/IP
	Section 13.3.2.2
	

	SCWS-AC-004-M
	Admin-server settings:

Default configuration resources
	Section 13.3.2.3
	

	SCWS-AC-005-M
	Triggering of the administration client by an SMS MO
	Section 13.3.2.4
	

	SCWS-AC-006-O
	Trigger the administration session by a local event
	13.3.2.5
	

	SCWS-AC-0XX
-O
	Triggering of the administration client by an OMA SIP Push message
	Section 13.3.2.4
	

	SCWS-AC-007-M
	Verify that all mandatory fields of HTTP POST request of card administration agent are present and valid
	Section 13.3.2.6.1
	

	[…]
	
	
	


B.2 SCR for Remote SCWS Administration Server
	Item
	Function
	Reference
	Requirement

	SCWS-AS-001-M
	Implement the “SCWS full administration protocol”
	Section 13.3.2
	

	SCWS-AS-002-M
	Support for PSK-TLS
	Section 11.1.1
	

	SCWS-AS-003-M
	Support for Fragment Negotiation in TLS 
	Section 11.1.3
	

	SCWS-AS-004-M
	Trigger the administration session by sending a secure SMS to the Smart Card
	Section 13.3.2.4
	

	SCWS-AS-0XX
-O
	Trigger the administration session by sending a secure OMA SIP Push message the Smart Card
	Section 13.3.2.4
	

	SCWS-AS-005-M
	Verify that all mandatory fields of HTTP POST response of remote administration server are present and valid 
	Section 13.3.2.7.1
	

	[…]
	
	
	


[…]

B.5 SCR for Device
This is the device that connects to the smart card (e.g. Mobile phone with a Web browser that accesses the SCWS).
	Item
	Function
	Reference
	Requirement

	SCWS-ME-001-M
	Support for local transport protocols with the Smart Card
	Section 7
Section 8
	SCWS-ME-001 OR SCWS-ME-004

	SCWS-ME-002-O
	BIP transport protocol:

IP Address of the Smart Card is 127.0.0.1 for local communication with the SCWS
	Section 7
	SCWS-ME-005 AND SCWS-ME-006 AND SCWS-ME-007

	SCWS-ME-003-O
	BIP transport protocol:

Mnemonic names associated to the Smart Card IP Address 127.0.0.1
	Section 7
	

	SCWS-ME-004-O
	TCP protocol:

Smart Card has its own IP Address for local communication with the SCWS
	7.2
	

	SCWS-ME-005-O
	BIP transport protocol:

Establish BIP channel when receiving the “Open channel related to UICC server mode” command 
	Section 8.1.1
	

	SCWS-ME-006-O
	BIP transport protocol:

Be able to open at least 2 BIP channels in “TCP, UICC in server mode” 
	Section 8.1.1
	

	SCWS-ME-007-O
	BIP transport protocol

Be able to open an additional BIP channel “TCP, UICC in client mode” for SCWS administration
	Section 8.1.1
	

	SCWS-ME-008-O
	ME implements a “trusted execution environment”
	Section 12
	SCWS-ME-009 AND 
SCWS-ME-010

	SCWS-ME-009-O
	Retrieve the ACP from the SCWS
	Section 12.1
	

	SCWS-ME-010-O
	Implement a SCWS ACP enforcer
	Section 12
	

	SCWS-ME-011-M
	Support for Conditional GET based on the If-Match and If-none-Match request header related to caching mechanism
	Section 9.5 

	

	SCWS-ME-012-M
	Support for ETag response header related to caching mechanism
	Section 9.5

	

	SCWS-ME-0XX
-O
	Support the OMA Push client
	Section 13.3.2.4
	

	SCWS-ME-0XY
-O
	Support the SCWS Push Gateway
	Section 13.3.2.4
	


Change 7:  Updates in Appendix D Overview of the Transport Protocols

Appendix D. Overview of Transport Protocols
(Informative)
	Type
	Usage
	Comments

	TCP/IP transport protocol
	Operational mode
	Can be used for browsing web pages on the SCWS from a client through a direct TCP/IP connection on top of the UICC’s IC USB Interface as defined in [ETSI TS 102 483] and [ETSI TS 102 600].

Please refer to chapter [7.2].

	TCP/IP transport protocol
	Administrative mode
	Can be used to transfer and manage web pages on the SCWS from an Administrative Entity through a direct TLS connection on top of a direct TCP/IP connection over the UICC’s IC USB Interface as defined in [ETSI TS 102 483] and [ETSI TS 102 600].

Please refer to chapter [13.3.2.2].

	BIP transport protocol type “TCP, UICC in server mode”
	Operational mode
	Can be used for browsing web pages on the SCWS from a client through a CAT BIP connection according to [ETSI TS 102 223].

Please refer to chapter [7.1].

	BIP transport protocol type “TCP, UICC in client mode”
	Administrative mode
	Can be used to transfer and manage web pages on the SCWS from an Administrative Entity through a CAT BIP connection according to [ETSI TS 102 223].

Please refer to chapter [13.3.2.1].

	Concatenated SMS
	Administrative mode
	Can be used to transfer and manage web pages on the SCWS from an Administrative Entity through an SMS channel. Used also to trigger a Full administration session of the SCWS.

Please refer to chapter [13.3.1] and [13.3.2.4].

	OMA SIP Push messages
	Administrative mode
	Can be used to trigger a Full administration session of the SCWS.

Please refer to chapter [13.3.2.4].
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