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1 Reason for Change

This CR aims to provide content for “Access control level” for Security Considerations Section.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends ARC/SUPM group to accept the proposed changes in SUPM TS Core.
6 Detailed Change Proposal

Change 1:  Text to be added in section 7.3 "Different access control level".
7.3 Different access control level
The SUPM Data shall support role-based access control function, in which permissions are associated with roles, and Data Consumers are made members of appropriate roles.
A role is a semantic construct around which access control policy is formulated. A role is both a collection of users on one side and a collection of permissions, these particular collection of Data Consumers and permissions brought together by a role is transitory.
A permission is an approval of a particular mode of access to SUPM, it is an combination of authorization, access right and privilege. Different permissions delegate different control levels. 
SUPM SHALL support the following model:

· Three components: Data Consumers, roles and permissions;

· A many-to-many permission to role assignment relation;
· A many-to-many Data Consumer to role assignment relation
Commonly, each role to be assigned at least one permission,  and each Data Consumer to be assigned to at least one role.
SUPM SHALL provide user interface for pre-defining roles, permissions, indicates what role includes which Data Consumers, and which permission have what attributes of authorization policy, access right to SUPM data resources. 
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