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1 Reason for Change

This document proposes the new High-Level-Functional Requirements – Security Items.
R01: separated a charging requirement and removed a sentence in Authorization.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly request the ARC group to review the CR and agree the changes.
6 Detailed Change Proposal

Change 1:  Add Requirements on Security
6.1.1 Security

This section captures High-Level Functional Requirements – Security Items.
	Label
	Description
	Release

	
	

	

	ENCapM-SEC-001
	An OMA API SHALL be able to provide a third-party with secure access to the exposed network services/capabilities.
	1.0

	ENCapM-SEC-002
	It SHALL be ensured that the network services/capabilities are not disclosed to unauthorised parties and that user privacy (avoid e.g. trackable and traceable identity information of the concerned Device) is maintained subject to user agreement, Network Operator Policy, service agreement between Network Operator and third-party and regulation constraints.
	1.0


Table 2: High-Level Functional Requirements – Security Items

6.1.1.1 Authentication

Application and user authentication is out of the scope of ENCap-M2M.

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



6.1.1.2 Authorization

Authorization is out of the scope of ENCap-M2M. 

	
	
	

	
	
	

	
	
	

	
	
	



6.1.1.3 Data Integrity

Data Integrity is out of the scope of ENCap-M2M. It MAY rely on a bound protocol.

	
	
	

	
	
	

	
	
	

	
	
	



6.1.1.4 Confidentiality

Confidentiality is out of the scope of ENCap-M2M. It MAY rely on a bound protocol.
	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



6.1.2 Charging

The OMA EnCAPM2M Enabler supports following charging requirements.

	Label
	Description
	Release

	ENCapM-CHG-001
	The EnCAPM2M Enabler SHALL permit to count the invocation of NetAPI.
	1.0

	ENCapM-CHG-002
	The EnCAPM2M Enabler SHALL permit to generate the needed information (e.g. Event Data Record) to properly document the invocation of NetAPI per Application/per third party.

Informational Note:  Charging information is generated for intra-operator use, and also for inter-operator settlements.
	1.0

	ENCapM-CHG-003
	The OMA EnCAPM2M SHALL support at least the following list of Charging events for Monitoring: 

Monitoring Event configuration request, Monitoring Event modification request, and implicit or explicit Monitoring Event deletion request, Monitoring Event response messages.

Informational Note: This does not exclude the generation of other types of events for other type of network and API functions.
	1.0

	ENCapM-CHG-004
	An OMA API SHALL be able to provide a third-party with chargeable access to the exposed network services/capabilities.
	1.0


Table 7: High-Level Functional Requirements – Charging Items

Change 2:  Add a normative reference
7. References
7.1 Normative References

	[3GPP RD]
	TS 22.368 Service Exposure Requirements, 3GPP

http://www.3gpp.org/

	[oneM2M RD]
	“TS-0002-Requirements-V1_0_1.pdf”, oneM2M

http://www.onem2m.org/

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/


“Authorization Framework for Network APIs”, Open Mobile Alliance™, OMA-ER-Autho4API-V1_0, URL: http://www.openmobilealliance.org/

	
	

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt
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