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1 Overview

OMA ARC would like to thank ITU-T SG13 for their LS on Identity Management Mechanisms in NGN.
After reviewing the draft recommendation, OMA ARC has some comments listed as below:
1) In section 6.2.5.6, the terminology USIM is restricted to the UICC. It is not possible to use the term USIM for a USIM application on the terminal.

Definition of USIM is given in TR 21.905 "Vocabulary for 3GPP Specifications":
Universal Subscriber Identity Module (USIM): An application residing on the UICC used for accessing services provided by mobile networks, which the application is able to register on with the appropriate security.


Last part of the following sentence shall then be removed:

Although the AKA mechanism is typically used for authentication of the wireless devices that are equipped with the smart cards (e.g., UICC), there is nothing in the AKA specifications that would prevent the use of the mechanism for authentication of the fixed devices that are capable of running the USIM application. 

The same terminology is used in Appendix III (step 4 of the AKA message flow). 
2) The Draft ITU sent us for review seems to have large functional overlap with GBA w.r.t. establishing shared secrets, in particular in section 6.2.6.3. The ITU specification references GBA in section 6.2.9; why did ITU consider not to re-use GBA for that purpose?
3) In section 6.2.8, there is no mention in the OpenId part of the split UE (User Equipment), introduced in the white paper 3G Americas (attached, see section 4.6.2) and standardized in 3GPP SA3 TR 33.924. This split of UE is very interesting since there are no more constraints on the client terminal, and so being in line with OpenID philosophy.

Split UE functionality is introduced in the 3G Americas whitepaper («Identity Management – Overview of Standards & Technologies for Mobile and Fixed Internet”, January 2009) and also in the 3GPP TR 33.924 (“Identity management and Generic Authentication Architecture (GAA) interworking”) as a mean to separate the browsing (Browsing Agent BA) and the authenticating (Authentication Agent AA) functions of the UE to locate them in 2 distinct devices. In TR 33.924, the former UE is split into a Browsing Agent (BA) that for example may reside in a PC and an Authenticating Agent (AA) that resides in the ME (Mobile Equipment).
OMA ARC is surveying existing mechanisms for the delegated authentication for web services and will consider the mechanism “Integration of OpenID-based authentication with IMS” defined in this recommendation for OMA Enabler SEC_CF (Application Layer Security Common Functions) v1.1 in some scenarios.
2 Proposal

OMA ARC hopes to continue to collaborate with ITU-T SG13 on the work of Identity Management Mechanisms in NGN, especially on the work of the delegated authentication for web services.
3 Requested Action(s)

OMA ARC requests that ITU-T SG13 to 

1) Provide responses to the comments listed above.
2) Inform OMA ARC the work status of Identity Management Mechanisms in NGN
OMA ARC next F2F meeting:  April 12 – 16, 2010, Bangkok (Thailand).
4 Conclusion

OMA ARC would like to thank ITU-T SG13 for the ongoing co-operation.
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