OMA-RD_Identity_Management_Framework-V1_0-20040919-D
Page 7  V(1)


[image: image1.jpg]«“+OMa

Open Mobile Alliance






Identity Management Framework Requirements

Draft Version 1.0 – 19 Sep 2004

Open Mobile Alliance

OMA-RD_Identity_Management_Framework-V1_0-20040919-D









Use of this document is subject to all of the terms and conditions of the Use Agreement located at http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not modify, edit or take out of context the information in this document in any manner.  Information contained in this document may be used, at your sole risk, for any purposes.  You may not use this document in any other manner without the prior written permission of the Open Mobile Alliance.  The Open Mobile Alliance authorizes you to copy this document, provided that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials and that you comply strictly with these terms.  This copyright permission does not constitute an endorsement of the products or services.  The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.  However, the members do not have an obligation to conduct IPR searches.  The declared Essential IPR is publicly available to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at http://www.openmobilealliance.org/ipr.html.  The Open Mobile Alliance has not conducted an independent IPR review of this document and the information contained herein, and makes no representations or warranties regarding third party IPR, including without limitation patents, copyrights or trade secret rights.  This document may contain inventions for which you must obtain licenses from third parties before making, using or selling the inventions.  Defined terms above are set forth in the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.

Contents

71.
Scope (Informative)

2.
References
8
2.1
Normative References
8
2.2
Informative References
8
3.
Terminology and Conventions
9
3.1
Conventions
9
3.2
Definitions
9
3.3
Abbreviations
10
4.
Introduction (Informative)
12
4.1
Strategy and Approach
12
4.1.1
End Points
12
4.1.2
Co-ordination
12
4.1.3
Topics included in the Identity Management Framework
13
4.1.4
Process
14
4.1.5
Identity Management Framework Requirements Document
14
4.2
Identity Management ecosystem
14
4.2.1
Components in the Identity management ecosystem
15
5.
Use Cases (Informative)
19
5.1
A Complete Scenario
19
5.2
Use Case 1 <Service Category>, Single Sign On and Authentication Contexts
21
5.2.1
Short Description
21
5.2.2
Actors
22
5.2.3
Pre-conditions
22
5.2.4
Post-conditions
23
5.2.5
Normal Flow
23
5.2.6
Alternative Flow
23
5.2.7
Operational and Quality of Experience Requirements
23
5.3
Use Case 2 <Service Category>, Federation, Single Log Out, and De-federation
24
5.3.1
Short Description
24
5.3.2
Actors
25
5.3.3
Pre-conditions
25
5.3.4
Post-conditions
25
5.3.5
Normal Flow
26
5.3.6
Alternative Flow
27
5.3.7
Operational and Quality of Experience Requirements
27
5.4
Use Case 3 <Service Category>, Delegation of Authority to Federate Identities, Bulk Federations and De-federations
28
5.4.1
Short Description
28
5.4.2
Actors
28
5.4.3
Pre-conditions
29
5.4.4
Post-conditions
30
5.4.5
Normal Flow
30
5.4.6
Alternative Flow
31
5.4.7
Operational and Quality of Experience Requirements
31
5.5
Use Case 4 <Service Category>, Seamless Attribute Transfer and Usage Directives
32
5.5.1
Short Description
32
5.5.2
Actors
32
5.5.3
Pre-conditions
33
5.5.4
Post-conditions
33
5.5.5
Normal Flow
33
5.5.6
Alternative Flows
34
5.5.7
Operational and Quality of Experience Requirements
36
5.6
Use Case 5 <Service Category>, Anonymous Attribute Transfer
37
5.6.1
Short Description
37
5.6.2
Actors
38
5.6.3
Pre-conditions
38
5.6.4
Post-conditions
38
5.6.5
Normal Flow
38
5.6.6
Alternative Flow
39
5.6.7
Operational and Quality of Experience Requirements
39
5.7
Use Case 6 <Service Category>, Transactions
40
5.7.1
Short Description
40
5.7.2
Actors
40
5.7.3
Pre-conditions
40
5.7.4
Post-conditions
40
5.7.5
Normal Flow
40
5.7.6
Alternative Flow
41
5.7.7
Operational and Quality of Experience Requirements
41
5.8
Use Case 7 <Service Category>, Identity Brokers
42
5.8.1
Short Description
42
5.8.2
Actors
43
5.8.3
Pre-conditions
43
5.8.4
Post-conditions
43
5.8.5
Normal Flow
44
5.8.6
Alternative Flow
44
5.8.7
Operational and Quality of Experience Requirements
44
5.8.8
Short Description
44
5.8.9
Actors
46
5.8.10
Pre-conditions
46
5.8.11
Post-conditions
46
5.8.12
Normal Flow
46
5.8.13
Alternative Flow
47
5.8.14
Operational and Quality of Experience Requirements
47
5.9
Use Case 8 <Service Category>, Affiliations of Service Providers
48
5.9.1
Short Description
48
5.9.2
Actors
49
5.9.3
Pre-conditions
50
5.9.4
Post-conditions
50
5.9.5
Normal Flow
50
5.9.6
Alternative Flow
51
5.9.7
Operational and Quality of Experience Requirements
51
5.10
Use Case 9 <Service Category>, Device Management and Enterprise Solutions
52
5.10.1
Short Description
52
5.10.2
Actors
52
5.10.3
Pre-conditions
52
5.10.4
Post-conditions
52
5.10.5
Normal Flow
52
5.10.6
Alternative Flow
52
5.10.7
Operational and Quality of Experience Requirements
52
5.11
Use Case 10 <Service Category>, Instant Messaging, Presence, Group Management and PoC
53
5.11.1
Short Description
53
5.11.2
Actors
53
5.11.3
Pre-conditions
53
5.11.4
Post-conditions
53
5.11.5
Normal Flow
53
5.11.6
Alternative Flow
53
5.11.7
Operational and Quality of Experience Requirements
53
5.12
Open Issues
54
6.
Requirements (Normative)
55
6.1
High-Level Functional Requirements
75
6.1.1
Security
75
6.1.2
Charging
75
6.1.3
Administration and Configuration
75
6.1.4
Usability
75
6.1.5
Interoperability
75
6.1.6
Privacy
75
6.2
Overall System Requirements
76
6.3
System Elements
76
6.3.1
System Element A
76
6.3.2
Network interfaces
76
Appendix A.
Change History (Informative)
77
A.1
Approved Version History
77
A.2
Draft/Candidate Version <current version> History
77


Figures

13Figure 1: Vision for Evolution of Identity Management Specifications in the OMA

Figure 2: Actors involved in Identity management interactions
15
Figure 3: Model of relationship between the components of the IMF
17


Tables

13Table 1: Topics Included in the OMA REQ Identity Management Framework RD

Table 2: Affected Areas for Single Sign On and Authentication Contexts
21
Table 3: Affected Areas for Federation, Single Log Out, and De-federation
24
Table 4: Affected Areas for Delegation of Authority to Federate Identities, Bulk Federations and De-Federations
28
Table 5: Affected Areas for Seamless Attribute Transfer and Usage Directives
32
Table 6: Affected Areas for Anonymous Attribute Transfer
37
Table 7: Affected Areas for Transactions
40
Table 8: Affected Areas for Identity Brokers
42
Table 9: Affected Areas for Affiliations of Service Providers
48
Table 10: Affected Areas for Device Management and Enterprise Solutions
52
Table 11: Affected Areas for Instant Messaging, Presence, Group Management and PoC
53
Table 12: High-Level Functional Requirements
75
Table 13: High-Level Functional Requirements – Security Items
75
Table 14: High-Level Functional Requirements – Charging Items
75
Table 15: High-Level Functional Requirements – Administration and Configuration Items
75
Table 16: High-Level Functional Requirements – Usability Items
75
Table 17: High-Level Functional Requirements – Interoperability Items
75
Table 18: High-Level Functional Requirements – Privacy Items
75
Table 19: High-Level Functional Requirements – Security Items
76
Table 20: System Elements
76
Table 21: Requirements for System Element <A>
76
Table 22: Requirements for Network Interfaces
76


1. Scope
(Informative)

This Requirements Document addresses the OMA Identity Management Framework Work Item Document (0049) that was accepted by the Technical Plenary in June 2003. The intention of this work is to tie together all existing efforts relating to Identity within the OMA in order to create a single Identity Management Framework to be used for all OMA enablers. According to the agreed WID [WID], “The framework sets requirements for … technical working groups of OMA: all Identity management related issues should be done according to the framework”. The benefits of a single Identity Management Framework for all OMA enablers are:

· Management and use of Identity or personal information is easier for all stakeholders: End Users, mobile operators, enterprises and Service Providers;

· End Users do not have the burden of having to understand different service-specific Identity solutions;

· The same Identities and personal information can be utilised by multiple services;

· Privacy protection can be enabled more easily using a common Identity Management Framework;

· The OMA will not be seen to publish specifications with disparate, conflicting Identity management solutions;

· Identity needs are the same (or very similar) for all enablers and so by creating a single Identity Management Framework duplication of work is kept to a minimum;

· New enablers in the future with Identity requirements will be able to benefit from the existing Identity Management Framework;

· Greater interoperability between enablers;

· Improved time to market for those enablers that use the Identity Management Framework.

As mentioned in the WID there are additional benefits if a standardised mobile operator subscription-based identity is used for the Identity Management Framework:

· Mobile operators already have an excellent trust relationship with millions of End Users due to their high level of security;

· Mobile operators can offer content Service Providers simple, event-based billing services suitable for low-value transactions.

Therefore a key overall requirement for the OMA Identity Management Framework is to enable (at least) the use of existing mobile operator Identity solutions for Authentication and End User Authorisation, covering (at least) SIM Smart Cards, R‑UIM Smart Cards and IS41 software solutions.

This Requirements Document includes in its scope the following types of Identities:

· End User Identity: relating to the provisioning of and access to End User Identity information and related Attributes in the operator, Service Provider, enterprise infrastructures and in the Mobile Terminal. This includes the management (e.g. conflict resolution) of several simultaneous Identities (for one End User) that enable multiple End User profiles, such as employee and a private customer profiles. Delegation and sharing of authority is also included in scope in order to enable the role of an intermediary agent (e.g. for some enterprise situations).

· Provider Identity: for Authentication and to support delegation of authority.

· Mobile Terminal (device) Identity: to enable topics such as digital rights management, for example.

· Application / Service Identity: to identify enterprise applications, for example, or enable the use of Identity Containers.

It should be noted that all OMA work is contribution driven, so it is always necessary to prioritise topics in terms of which are specified within the initial phase of work, and which are listed as requirements for a future specification phase.

2. References

2.1 Normative References

[WID]
OMA-WID_0049-IMF-V1_1-20040810-A

[RFC2119]
“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

[MWS NI REQS]
OMA-RD_MWS_NI-V1_0-20031120-A

2.2 Informative References





<< Add/Remove reference rows as needed! >>

3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendices, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

Access Control Policy


Access Control Policy


Access Network


Account
A formal business agreement between a Principal and a Provider, which allows for regular dealings and service consumption.

Address



Affiliation
To be added

(see e-mail from Miguel to MWS on req 62127, from 29/07/04 for good description)

Agent
Mentioned in req 016

Assertion
There was a note in req 047 that says we will get this definition from PEEM.

Attribute
An attribute is something that describes a Principal.

Attribute Broker


Attribute Class


Attribute Provider
A special type of Service Provider, whose service is to provide Attributes about a Principal.

Attribute Transfer


Authentication
The process of verifying an Identity claimed by (or for) a Principal.

Authentication Assertion
A set of information that can be sent from one Provider to another Provider, which describes a successful Authentication of a Principal. An Authentication Assertion may also contain information such as for how long the assertion is valid. (Also need to mention chains of Authentication Assertions.)

Authentication Class



Authentication Context


Authentication Domain (or Circle of Trust)
Two or more Service Providers that have business relationships and operational agreements, and with whom Principals can transact business in a secure and apparently seamless way.

Authorisation


De-federation


Device Management


Device Management Server


Device Management Tree
See req 61

Discovery Service


Discovery Service
 Provider


End User


Entity
(Need definition. See requirement 012)

Event Token
An Event Token is a token that could be used (for example) at a ticketing gate to access a theatre, for drink purchase, as a reference to a user's account, or to enable the processing of payment for a user's outstanding account balance.

Federation
The binding of multiple Accounts (at various entities within a Circle of Trust) for a given Principal. Federation does not imply that identity Attributes are being shared - it is simply a joining of two or more Accounts (e.g. for Single Sign On), after which Attributes could then be shared.

Group


Group Host


Identifier


Identity
The essence of an entity, often described by its characteristics (or Attributes).

Identity Attribute Discovery Service


Identity Broker


Identity Container
(we may need to change all references to identity containers into ‘Principal Agents’ – see ecosystem components for why)

Identity Credential


Identity Provider
A special type of Service Provider that creates, maintains, and manages Identity information for Principals, and can provide an Authentication Assertion to other Service Providers within a Circle of Trust.

Mobile Terminal


Non-repudiation
Need to fill this in. See e-mail from MWS on Aug 9th for definition

Principal
An entity that has an Identity, that is capable of providing consent and other data, and to which authenticated actions are done on its behalf. Examples of Principals include an individual user, a group of individuals, a corporation, service enablers / applications, system entities and other legal entities. (Source: [OMADictionary-v1.0])

Principal Agent


Provider
(there is a definition of this from Tapio Kaukonen to add)

Pseudonym


Rights Object


Service Provider
An entity that provides services and/or goods to Principals.

Single Log Out


Single Sign On
The ability to use an Authentication Assertion from one Provide at another Provider, in order to ease the burden (for a Principal) of having to authenticate to each Provider separately within a single Session.

Smart Card


Usage Directive
Definition




3.3 Abbreviations

IMF
Identity Management Framework

MWS
Mobile Web Services

OMA
Open Mobile Alliance

OMA-MWS-NI
Open Mobile Alliance – Mobile Web Services – Network Identity

SIM
Subscriber Identity Module

4. Introduction
(Informative)

Identity or personal information is needed in most mobile services for identifying the communicating Entities; controlling access to services; personalization; charging or billing. Communication can happen between an End User and a service, between two or more End Users, or between two or more services. In all cases the questions to be answered are:

· How can Identities or personal information about other parties be discovered? 

· How can Identities or personal information be transferred from one party to another? 

· How can the owner of the information control the availability, visibility, and use of their Identity or personal information?

Various proprietary and standardised Identity solutions are used today. However, as mentioned above, there are several benefits if all services use a single Identity Management Framework. The high level objective of this Requirements Document, therefore, is to capture the requirements for an Identity Management Framework suitable for all OMA enablers, covering Identity discovery and transfer, and management of Identity information availability.

The choice of the word framework implies the need for an extensible structure that includes a set of concepts, methods, and suggested technologies required for a complete product/service design and implementation, but that can evolve to meet business and cultural changes. The first step in defining the requirements for the Identity Management framework is the creation of an ecosystem representing the key Entities, roles within those Entities, and relationships between those roles.

4.1 Strategy and Approach

The task of creating the right set of requirements for an Identity Management Framework is faced with the typical trade-off between completeness and consistency on one side, versus resource and time-to-market on the other side. Furthermore, the development of requirements in the OMA must also deal with the reality of the input contribution driven process. As a consequence of these realities the creation of these requirements was achieved through an iterative process, approaching the total applicable scope as a continuum and addressing it in steps governed by the above-mentioned realities. In order to manage these steps the end points for the work must be defined.

4.1.1 End Points

At one endpoint (the start) of the total applicable scope for an Identity Management Framework it is necessary to define the Identity ecosystem. This definition must include all information required to ensure that all Working Groups of the OMA (and ideally the whole mobile industry) have a consistent understanding of Identity Management. The definition must therefore include (at least):

· All components of the ecosystem;

· The relationships between the components of the ecosystem;

· All Identity-related interactions between the components.

At the other endpoint (the end) of the total applicable scope is a complete and consistent enabler or set of enablers, driven by a consistent set of requirements, that address all interactions defined by the first endpoint.

4.1.2 Co-ordination

In reality the process of creating an Identity Management Framework was started before this strategy was in place, but all work completed prior to the creation of this strategy is consistent and supportive of it.

Before the creation of this strategy the OMA MWS Working Group identified an immediate need to address certain aspects of Identity Management (Single Sign On, Single Log Out, Federation of Accounts, Identity Attribute Sharing) in the context of Mobile Web Services. Therefore the MWS Working Group produced a set of ‘Network Identity’ requirements
 [MWS NI REQS] to address this need. These requirements were approved by the OMA TP in November 2003.

The MWS Working Group also developed a specification
, as part of the OWSER 1.0 MWS [REF HERE] candidate enabler, to address the first half of the MWS NI Requirements (those requirements relating to Single Sign On, Single Log Out and Federation of Accounts).

Due to the success of MWS in creating a specification to address the first half of the requirements in a timely and efficient way the OMA Requirements Identity Management Framework breakout group recommended that the MWS Working Group should create a specification to address the remaining, TP-approved requirements. This work was progressed in parallel to the REQ IMF breakout requirement development work. Therefore, in order to ensure alignment between the MWS NI specification work and the Requirements IMF work, joint meetings were held to discuss and agree how the existing MWS NI requirements would be adopted in the OMA IMF RD.

The vision of the IMF breakout group is that the evolution of the specifications should be as follows:



Figure 1: Vision for Evolution of Identity Management Specifications in the OMA

The IMF vision is to ensure that the Requirements Documents and the Specifications all build upon each other, in order to ensure backwards compatibility. It is also intended for the IMF RD to supersede the OMA MWS RD, and likewise for the IMF v1 specification to supersede the OWSER 2.0 NI Specification. After completion of the IMF v1 specification, all future development of Identity related topics should be carried out within the development of future phases of the Identity Management Framework.

4.1.3 Topics included in the Identity Management Framework

The following topics were discussed regarding their possible inclusion in the IMF analysis work. The discussion led to the selection of those topics shown as high priority for analysis within the scope of IMF v1.

High Priority
Medium Priority
Low Priority

Location
Data Synchronisation
Broadcast (covered in Download)

Download and DRM
WAP Push
OMA Service Provider Environment (covered in EPEM)

Device Management
Browsing
Integrated Messaging

Push to talk over Cellular

MMS

Presence

Creating a business agreement on the fly

Execution Policy Enforcement Management

Standard Transcoding Interface

Mobile Web Services

Multi-Modal

Enterprise

Proxy-based redirect

Charging



Privacy



Group Management



User Agent Profile



M-Commerce



Content Screening



IMS



Instant Messaging



Gaming



Table 1: Topics Included in the OMA REQ Identity Management Framework RD

Having selected the high priority topics to be covered within the Identity Management Framework, these choices were socialised with the wider OMA Requirements community.

4.1.4 Process

The existing, TP-approved Network Identity requirements from the MWS Working Group provided an important building block in the set of requirements for the Identity Management Framework. In order to build on this work to the fullest extent, the Requirements IMF breakout approach was to take the MWS NI requirements as a base line and, where appropriate, add more requirements to address the requirements of all OMA enablers. These requirements were derived from two sources, as follows:
· Exploration and analysis, from an IMF perspective, of existing use cases and requirements documents available from other OMA Working Groups. 
· Exploration and analysis, from an IMF perspective, of new use cases and potential requirements submitted to the REQ IMF Breakout Group by member companies.
The actual process for extracting additional requirements to the existing MWS NI requirements was as follows:

1. For every use case submitted, the potential relevance to an Identity Management Framework was highlighted.
2. For those use cases deemed relevant to an Identity Management Framework an analysis was conducted in order to:
· Categorise the issue as either: authentication; authorization; attribute sharing, or ‘new category’;

· Determine whether the issue was already addressed by existing MWS NI requirements;
· Determine whether the issue contradicted existing MWS NI requirements.
· Capture any new requirements not covered by the MWS NI requirements.
Had there been any contradictory requirements, then a decision would have had to be made whether to change the existing MWS NI requirements. However, this was not the case.

3. Review by the IMF Breakout Group to determine whether the proposed new requirements should be added to the IMF requirements.
Using this process it was possible to develop the existing MWS NI Requirements Document to include the Identity needs of all the (high priority) OMA enablers.

4.1.5 Identity Management Framework Requirements Document

This Requirements Document is a single, coherent set of requirements for an Identity Management Framework and this document (or future releases of it) should be used for all Identity needs within the OMA, including any future specification work by the OMA MWS and Architecture Working Groups. All existing MWS NI requirements are included in this document (although the wording has been updated to ensure consistency, and some duplication was removed).

All of the requirements in this Requirements Document are owned by, and the responsibility of, the OMA Requirements Group.

It is not thought that the current set of requirements will completely address all feasible Identity related aspects of a particular set of relationships between components of the ecosystem. This is due to the nature of the realities described above, and the desire of the IMF Breakout Group to release a set of market-driven requirements in a timely manner. However, the current set of requirements achieves the important goal of creating a framework on which to build new, future concepts.

4.2 Identity Management ecosystem

The identity management ecosystem is described in two steps. The first is a diagram (see Figure 2) that shows the different actors involved in identity management interactions. The second step consists of the definition of the Identity management components that the different actors can implement. One way to understand these components, using an analogy from object oriented programming, is to consider them as classes. Identity management interactions between actors will actually consist on exchanges of Identity-related information between instances (objects) of those classes.

The purpose of the ecosystem is to clarify the scope covered by the IMF and to introduce the terminology that is used throughout the rest of this document. Its definition is based around the IMF components that are realised by the actors that participate in Identity management interactions, and on the types of interactions that occur between those components. 

To carry out their duties, the components of the IMF ecosystem may need to make authorisation decisions and evaluate other policies (i.e. they may have to perform functions that belong to a Policy Evaluation and Enforcement Framework). In that respect, the IMF might constitute a source of requirements for the interfaces of such a Policy Evaluation and Enforcement Framework. 
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Figure 2: Actors involved in Identity management interactions

Note1: we are still missing a descriptive text accompanying this figure.

Note2: The yellow ovals in figure 1 (if present at all), should correspond to the components defined in section 4.2.1.
4.2.1 Components in the Identity management ecosystem

The IMF provides the mechanisms by which the actors in the IMF ecosystem interact to exchange Identity information. Such mechanisms comprise:

1. The ability to discover Identity information.

2. The ability to control the availability, visibility, and use of Identity information. The associated provisioning aspects to enable such control of the access to Identity information are also in scope of the IMF.

3. How identity information can be transferred from one Entity to another.

These are the components that the different actors of the identity management ecosystem can utilise:

· Principal Agent

A Principal is an Entity that has an Identity, that is capable of providing consent and other data, and to which authenticated actions are done on its behalf. Examples of Principals are human beings (End Users), organisations, etc. They are the owners and only sources of Identity information.

A Principal Agent is an IMF component that represents Principals in Identity management interactions. Examples of Principal Agents are user interfaces in terminals, SIM Smart Cards, the business support system of a mobile operator, etc. A Principal Agent can be thought of as a delegated source of Identity information.

· Identity-based Services Consumer
An Identity-based Services Consumer is an IMF component that, in order to perform its functions, uses a Principal’s Identity information to access other Identity information or Identity services. Most services and applications will include Identity Service Consumers.

For example a provider implementing a weather forecast service will implement this component to request location information that provides localised weather reports. In order to do that, among other Identity-related actions, the weather service provider is going to act as an Identity-based Services Consumer in order to obtain the location of a Principal from a provider of such information (an Identity-based Services Provider).

· Identity-based Services Provider
An Identity-based Services Provider is an IMF component that provides Identity information or Identity services when invoked through or using a Principal’s Identity information. An Identity-based service is a service that acts upon some resource to either retrieve information about an Identity or Identities, update information about an Identity or Identities, or perform some action for the benefit of some Identity or Identities.

An Attribute Provider is a special type of Identity-based Services Provider; it provides access to an Identity-based service whose functions are: creating, reading, updating, and deleting Attributes of a Principal.

For example, an Enabler includes this component when it provides Attributes of one or more Principals. An Attribute is a distinct characteristic of a Principal and a Principal is described by its Attributes. Examples of types of Attributes include location, presence, personal information, availability, End User agent configuration, etc.

· Identity Provider (IDP)

An Identity Provider is an IMF component that creates, maintains, and manages Identity information for Principals and offers an Identity-based service that provides Authentication Assertions to other IMF components.

The service offered by an Identity Provider is a Core Identity Service because it is used by other IMF components to enable Identity management interactions between them.

For example, a mobile operator will support this type of component to offer an Identity-based service that provides Assertions about the Authentication state of a mobile End User in order to enable Single Sign On.

· Discovery Service Provider

A Discovery Service Provider is an IMF component that offers an Identity-based service for the discovery of Identity information and Identity-based services offered by Identity-based Services Providers. 

The service offered by a Discovery Provider is a Core Identity Service because it is used by other IMF components to enable Identity management interactions between them.

4.2.1.1 Relationships between IMF components in the Identity management ecosystem

Figure 3 represents the model of relationships between the components of the IMF. The description of the interactions between the different components can be found below. 
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Figure 3: Model of relationship between the components of the IMF

1. Identity-based Services Consumers interact with Core Identity Services:

· To manage the federation of Identities.

· To retrieve the Identity information required by the service requested by a Principal. This includes Identity information such as Authentication Assertions used to enable Single Sign On, or Principal’s Identities that the Identity-based Services Provider needs in order to invoke Identity-based services.

· To discover Identity-based services and retrieve the necessary credentials to invoke Identity-based services.

2. Identity-based Services Consumers interact with Identity-based Services Providers:

· To gain access to a Principal’s Attributes or Identity-based services, providing the necessary Identity Credentials. The definition of these interactions inside the IMF will provide a homogeneous access to Identity-based services. 

3. Identity-based Services Providers interact with Core Identity Services:

· To manage the registration of Identity-based services.

· To facilitate the request of missing Identity information along with explicit access permissions from an End User.

4. Principal Agents interact with Core Identity Services:

· To create Accounts and to manage their Principal’s Identity information (e.g. established Federations, delegated Authorisations).

· To login and logout. The IMF does not specify one particular Authentication mechanism but must enable the communication to Identity-based Services Providers of the means by which an End User was authenticated.

5. Principal Agents interact with Identity-based Services Consumers:

· To create Accounts, subscribe to services and manage consent to federate its Principal’s Identities.

· To login and logout. The IMF does not specify one particular Authentication mechanism but must enable the communication to Identity-based Services Providers of the means by which an End User was authenticated.

· To invoke services.

6. Principal Agents interact with Identity-based Services Providers:

· To supply, modify or delete Identity Attributes. 

· To approve or reject access or changes to its Principal’s Attributes. This may require interaction via some core Identity service.

· To manage the permissions to access to its Principal’s Attributes or Identity-based services. Although the IMF may introduce requirements for these interactions, these will need socialisation with the development of the Policy Evaluation Framework, because they fall naturally under its scope. Eventually, these interactions may fall out of the scope of the IMF.

4.2.2.1 Relationship between IMF and the Policy Evaluation infrastructure

To be completed with the feedback from PEEM.

5. Use Cases
(Informative)

Before highlighting use cases that each define a small part of an Identity Management Framework, a scenario is included here to show an example of a complete service offering that could be built using the various Identity Management Framework concepts. It is also included to highlight that an Identity Management Framework must offer the same security and identity functions for both B2B and B2C services, and that any Identity Management Framework solution must be both extensible and scalable.

5.1 A Complete Scenario

A large corporate company
, CompanyX, provides a corporate web portal for its 100,000 employees, 40,000 retirees and 150,000 beneficiaries. This portal includes a wide range of content both from CompanyX itself and from CompanyX’s partner companies such as SafeInvestmentAdvice, SOSHealthcare, and CompanyCarCo. The portal service offers its End Users a variety of identity management services such as Single Sign On (so that the user can browse from one site to the next without having to remember multiple different usernames/passwords or login to every site) and seamless attribute transfer (so that the user does not have to enter the same personal information multiple times at the different partner company sites). CompanyX currently uses a username/password combination to authenticate its users, but it may migrate to a different authentication solution in the future (such as smart card based authentication) so the corporate web portal service identity management solution must allow for this migration.

Although some End Users of the system (retirees and beneficiaries) browse the partner company web sites directly (only using the Single Sign On service of CompanyX), CompanyX employees access all the information on the corporate web portal itself, with the same corporate look and feel for all of the different services. Therefore the portal securely pulls in content from the partner companies based on the user permissions and preferences that are managed by CompanyX’s HR department. While retirees and beneficiaries typically access these services via the Internet, using their own computers or public computers at a library, employees can access the services either using their CompanyX computer, using a CompanyX provided Mobile Terminal or, in some cases, their Personal Computer or personal Mobile Terminal.

In order to comply with CompanyX policies (which are driven by Government regulations, the CompanyX HR Department, the CompanyX IT Department, and by the business agreements that CompanyX has with its partner companies) the corporate web portal must be able to modify what content is available to users in different circumstances. For example, when an employee accesses the portal using their CompanyX provided Mobile Terminal all information is available for viewing, but only some information can be edited. However, when an employee accesses the portal using their personal Mobile Terminal, they can only access some information, and only very limited updates can be made to the information. The CompanyX corporate web portal also allows End Users themselves to select which content they wish to view in different circumstances (provided these choices to not contravene CompanyX policies).

Each year CompanyX negotiates new contracts with new partner companies and ends contracts with some existing partner companies. Employee status can also change (e.g. they retire) and new employees are hired and fired regularly. CompanyX may also decide to outsource some of its identity management systems (the authentication system for its beneficiaries, for example) to a third party company. CompanyX’s identity management solution must allow for all of these possibilities.

One service that is popular with CompanyX employees and retirees is the Keep Fit Programme, which is sponsored by SOSHealthcare. The Keep Fit Programme is a benefit that employees and retirees can take advantage of, but not beneficiaries. The Keep Fit Programme allows End Users to buy ‘electronic entry vouchers’ for any SOSHealthclub at extremely preferential rates. The End Users must buy these vouchers on the corporate web portal using their credit cards, after which the ‘electronic entry vouchers’ are issued either to their CompanyX provided mobile terminal, or their personal Mobile Terminal. At the SOSHealthclub the electronic voucher is verified automatically at the entrance, and a photograph of the End User appears on the health club access gate so that a health club employee can see that it is the correct End User. The CompanyX corporate web portal also allows Keep Fit Programme End Users to use their Mobile Terminals to find the nearest SOSHealthclub (both at home and when travelling). 

Whilst on honeymoon (before going scuba diving), a CompanyX employee wishes to change the beneficiary on her life insurance policy from her parents to her new husband. She is able to do this by accessing the CompanyX corporate web portal from her personal Mobile Terminal, which she has taken abroad with her.

CompanyX’s identity management system must manage all identity information and preferences for these services, along with very many other services that CompanyX offers to its employees, retirees and beneficiaries. Furthermore, the system must be capable of keeping complete audit trails relating to all transactions involving End User identity information, and it must also be capable of identifying all parties in these transactions. 

Use Case 1 <Service Category>, Single Sign On and Authentication Contexts
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Table 2: Affected Areas for Single Sign On and Authentication Contexts

5.1.1  ASK  \* MERGEFORMAT Short Description

The purpose of this use case is to illustrate how Single Sign On (SSO) technology can increase security and simplify an End User’s experience of using Internet-based services using their Mobile Terminal.

When accessing Internet-based services today, an End User typically has to authenticate herself to each different Service Provider (SP) using a combination of a username and a password (specific to the particular SP). This solution has the following drawbacks:

· The End User has to remember multiple different username / password combinations, which is both tedious and almost inevitably leads to one of the following:

· The End User re-uses the same username / password combination for multiple different SPs (which has obvious security flaws since knowing the combination at one allows access to all others);

· The End User stores their various username / password combinations in insecure repositories on their Mobile Terminal (or their personal computer).

· Username / password solutions only offer a 1-Factor authentication solution.

· Entering usernames and passwords on a Mobile Terminal with only a numeric keypad is tiresome for users.

Single Sign On improves the End User experience by reducing the number of username / password combinations that the End User has to remember (to only one), and by reducing the number of keystrokes required on the Mobile Terminal. Single Sign On can also improve security because it is more likely that an Identity Provider would use a secure, 2 or 3-Factor authentication solution than a Service Provider would.

In this Use Case, an End User uses her Mobile Terminal to access the services of a Movie Ticket Service Provider (MTSP). First she must authenticate herself to the MTSP site, then she selects a movie that she wishes to see, and finally authorises a transaction to purchase a movie ticket (initiating payment and the download of an electronic ticket to her Mobile Terminal – see Use Case 6 for more details). The focus of this use case is the Single Sign On feature and Authentication Contexts.

When authenticating herself to the MTSP the End User does not have to remember an MTSP-specific username and password because the MTSP uses the services of an external Identity Provider (IDP) to authenticate her. The MTSP simply requests the IDP to verify whether the End User has been authenticated and, if the IDP has previously authenticated the End User, then the IDP simply sends a message (an Authentication Assertion) back to the MTSP, stating that the End User has been authenticated successfully. Thus less input (i.e. keystrokes) is required from the End User before using the services of the MTSP. In this use case it is assumed that the Movie Ticket Service Provider service requires End Users to have an MTSP Account and authenticate themselves before using the service (in order to provide a customised service).

Authentication Contexts

In many cases a Service Provider may not be content with any form of authentication that the IDP uses to authenticate the End User, but may request a specific form of authentication to be used, or at least a specific class of authentication (i.e. level of security) to be used. The SP may also request the IDP to re-authenticate the End User regardless of whether the IDP had previously authenticated the End User or not. Such context surrounding the authentication of the End User by the IDP is collectively referred to as the Authentication Context. Hence an Authentication Context captures such concepts as:

· The ability of an SP to request an IDP to authenticate the user using a specific authentication mechanism.

· The ability of an SP to request an IDP to authenticate the End User using a certain class of authentication mechanisms.

· The ability of an SP to request an IDP to re-authenticate the user even if the user has already been authenticated by the IdP previously.

· The ability of an SP to request an IDP to re-authenticate the user if the user was previously authenticated more than a certain time interval (e.g. 30 minutes) previously.

· The ability of an IDP to inform the SP about what form of authentication was used to authenticate an End User.

Extending the example above (with the End User, the MTSP and the IDP), consider the case where the End User’s IDP is her GSM mobile operator. The End User has previously been authenticated by the operator (using her GSM SIM smart card) in order to register onto the mobile network. When the MTSP requests an Authentication Assertion from the operator to allow the End User to browse the MTSP web site, GSM SIM authentication is acceptable (according to the Authentication Context sent to the operator with the request), so the operator responds immediately with an Authentication Assertion. However when the End User wishes to make a purchase, the level of authentication required to authorise the purchase is higher. Therefore the MTSP requests an Authentication Assertion from the mobile operator and uses an Authentication Context to request re-authentication of the End User, this time using a more secure form of authentication. The mobile operator re-authenticates the End User, this time using both GSM SIM authentication and user PIN entry, before sending an appropriate Authentication Assertion (and Authentication Context) back to the MTSP.

5.1.2 Actors

· End User – using a Mobile Terminal

· Identity Provider – a mobile operator (or another Service Provider) that offers Single Sign On identity services

· Movie Ticket Service Provider – a Service Provider providing downloadable movie tickets. 

5.1.2.1 Actor Specific Issues

5.1.2.2 Actor Specific Benefits

5.1.3 Pre-conditions

· The End User has an Account with the Identity Provider

· The End User has an Account with the Movie Ticket Service Provider

· The Movie Ticket Service Provider has made the necessary arrangements (business and technical) with the Identity Provider in order to use the Single Sign On service offered by the Identity Provider

· The End User has linked her Account at the Movie Ticket Service Provider to her Account at the Identity Provider in order to make use of the Single Sign On service (see Use Case 2)

· The Identity Provider has previously authenticated the End User using GSM SIM authentication.

5.1.4 Post-conditions

· The End User has authorised the purchase of a movie ticket from the Movie Ticket Service Provider. 

5.1.5 Normal Flow

1. The End User accesses the Movie Ticket Service Provider’s service using a browser on her Mobile Terminal. The End User must be authenticated before being granted access to her personalised site.

2. The MTSP sends a request to the IDP for an Authentication Assertion for the End User, and requests (using an Authentication Context) that the End User is authenticated using either username / password or GSM SIM authentication.

3. The IDP sends back an Authentication Assertion to the MTSP (without re-authenticating the End User, since she was already authenticated using SIM authentication) and includes an Authentication Context containing information about how the End User was authenticated with the Authentication Assertion.

4. The End User is granted seamless access to the MTSP site and finds a movie that she is interested in.

5. The End User selects a movie theatre and time that are suitable and indicates to the MTSP that she wishes to purchase a ticket.

6. The MTSP requires End User re-authentication, using GSM SIM authentication and user PIN entry, in order to authorise the purchase so the MTSP contacts the IDP to request a further Authentication Assertion. The MTSP also sends an Authentication Context, requesting both that the End User is re-authenticated and that the authentication should use GSM SIM authentication and user PIN entry.

7. The IDP carries out the authentication directly with the End User, asking her to enter her user PIN.

8. Upon successful authentication, the IDP sends an Authentication Assertion to the MTSP, including an Authentication Context containing information about how the End User was authenticated.

5.1.6 Alternative Flow

-

5.1.7 Operational and Quality of Experience Requirements

· Single Sign On solutions must protect the End User’s privacy and must not reveal any more personal data to the MTSP than is required to provide the service. Any personal data sent to the MTSP must also be given only with the consent of the End User (in the form of End User preferences or direct End User permission). For example, one of the primary requirements relating to this is that two different Service Providers should not be able to collude and determine that it is the same End User that visited their sites. The name identifier associated with the same End User at two different Service Providers should therefore be different.

· Single Sign On should not be dependent on any terminal-stored cookies, in order to ensure that SSO services can be used from multiple Mobile Terminals – even if the Mobile Terminal is being used for the very first time.

· Single Sign On solutions must have a high enough performance to ensure that the End User experience is not deteriorated.

· The initial set-up of the Single Sign On mechanism and the control of privacy settings must be simple enough for End Users to find the services an attractive proposition.

5.2 Use Case 2 <Service Category>, Federation, Single Log Out, and De-federation
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Table 3: Affected Areas for Federation, Single Log Out, and De-federation

5.2.1  ASK  \* MERGEFORMAT Short Description

The benefits of Single Sign On were highlighted in Use Case 1. Using SSO, an End User authenticated at an Identity Provider is able to obtain seamless access to the services of every Service Provider that the End User has linked (or federated) her IDP Account to. This use case describes some of the background processes that enable SSO. Specifically, this use case discusses:

· Federation of an End User’s Account at an IDP with her Account at an SP

· De-federation of an existing federation

· Single Log Out (SLO) of an End User

Consider a scenario where an End User has an Account with a mobile operator (acting as an Identity Provider) and the operator has already authenticated the End User. The operator has entered into business agreements with several Service Providers so that the End User’s Account at the operator may potentially be linked (or federated) with the End User’s Account at the Service Provider, if the End User so desires. The operator and the set of Service Providers that the operator has entered into an agreement with are said to belong to the same Authentication Domain. The Movie Ticket Service Provider, mentioned already in Use Case 1, is one such Service Provider in the same Authentication Domain as the operator. Remember that the MTSP requires End User authentication prior to the End User being able to browse her personalised MTSP web site.

Federation of End User Accounts

When the End User sets up an Account with the MTSP, the MTSP determines that the End User has an Account with the operator (perhaps by displaying a list of supported Identity Providers that the End User can choose from). The MTSP then prompts the End User to ask if she would like to simplify her authentication process in the future by federating her Account at the MTSP with her Account at the operator. Since the End User would like to obtain the benefits of Single Sign On, she consents to such a federation being made. The MTSP sets up the federation with the operator (see Normal Flow, below). The next time the End User visits the MTSP web site, she is able to click on an icon representing her operator (for example) and then enter her Identifier at the operator to take advantage of SSO.

Single Log Out (SLO) of federated Accounts

The End User is currently authenticated by the operator and has also federated her Account at the operator with her Account at the MTSP. The End User may or may not be authenticated by the MTSP (either directly or via SSO). The End User then sends a Single Log Out request message to the operator, requesting that she is logged out both at the operator and at any SP site within the operator’s Authentication Domain that the End User is currently logged into (e.g. the MTSP). The operator carries out the Single Log Out instruction (see Normal Flow, below) then sends a response message to the End User confirming successful Log Out at all Providers within the Authentication Domain.

De-federation of federated Accounts

After the End User has federated her Account at the operator with her Account at the MTSP, at some future point in time, the End User decides to de-federate these Accounts i.e. the End User does not want these two Accounts to be linked any longer. This could be because the End User plans to change operator, or because the End User no longer wishes to use the services of the MTSP. This form of de-federation is termed user-initiated de-federation (see Use Case 3 for more information on network-initated de-federation).

For user-initiated de-federation to occur the End User must currently be authenticated by the operator. The End User then explicitly requests the operator to de-federate her Account with the MTSP with her Account at the operator. The operator then completes the de-federation (see Normal Flow, below) and sends an acknowledgement to the End User confirming successful de-federation of the End User’s Account at the operator with the End User’s Account at the MTSP.

5.2.2 Actors

· End User – using a Mobile Terminal

· Identity Provider – a mobile operator (or another Service Provider) that offers Single Sign On identity services

· Movie Ticket Service Provider – a Service Provider providing downloadable movie tickets. 

5.2.2.1 Actor Specific Issues

5.2.2.2 Actor Specific Benefits

5.2.3 Pre-conditions

· The End User has an Account with the Identity Provider

· The End User has an Account with the Movie Ticket Service Provider

· The Movie Ticket Service Provider has made the necessary arrangements (business and technical) with the Identity Provider in order to use the Single Sign On service offered by the Identity Provider

· The Identity Provider has previously authenticated the End User.

There is an additional pre-condition for the Single Log Out and De-federation cases, as follows:

· The End User’s Account at the Identity Provider is federated with the End User’s Account at the Movie Ticket Service Provider.

5.2.4 Post-conditions

The post-condition for Federation is:

· The End User’s Account at the operator is federated with the End User’s Account at the MTSP. This allows the End User to make use of the SSO services mentioned in Use Case 1.

The post-condition for Single Log Out of a federated End User is:

· The End User has been successfully logged out at the operator and at the MTSP site (and all other sites in the Authentication Domain that she was logged in to).

The post-condition for De-federation is:

· The End User’s Account at the operator has been de-federated with the End User’s Account at the MTSP. The End User can no longer make use of SSO services.

5.2.5 Normal Flow

Federation of End User Accounts:

The normal flow for Federation of the End User’s Account at the operator with her Account at the MTSP is as follows:

1. The End User accesses the MTSP web site decides to set up a user Account at the MTSP. The MTSP determines that the End User has an Account with the operator (perhaps by displaying a list of supported Identity Providers that the End User can choose from). 

2. The MTSP prompts the End User to ask if she would like to simplify her authentication process in the future by federating her Account at the MTSP with her Account at the operator. The End User would like to obtain the benefits of Single Sign On, so she consents to such a federation being made. 

3. The MTSP contacts the operator to request the federation of the End User’s Account at the MTSP with the End User’s Account at the operator. The MTSP includes an optional name Identifier (e.g. Sarah980) that it would like the operator to refer to the End User as when the operator subsequently contacts the MTSP about that particular End User. Note that the End User may be known by a different Identifier (e.g. smiller1708@operator.com) at  the operator.

4. Upon receiving the federation request from the MTSP the operator prompts the End User to identify herself (alternatively her Mobile Terminal and GSM SIM could handle this, for example) and then the operator authenticates her and verifies that she would like to federate her Account at the operator with her Account at the MTSP. 

5. Having obtained the End User’s consent the operator federates the her Accounts. The operator then sends a Federation response message back to the MTSP indicating successful Federation. (Had the MTSP not included the optional name identifier (Sarah980) for the End User in the federation request message, the operator would have generated a random name identifier (e.g. abxy35mn) to use as a pseudonym for the End User, and sent this pseudonym back to the MTSP in the successful federation response.)

6.  The End User’s Account at the operator has now been federated with her Account at the MTSP and the MTSP notifies the End User that this is the case. The next time the End User visits the MTSP web site she is able to click on an icon representing her operator (for example) and then enter her Identifier at the operator to take advantage of SSO.

Note that when the same End User subsequently federates her Account at the operator with her Account at another Service Provider, a completely different pseudonym will be used as a name identifier for the End User. The advantage of this is that different Service Providers cannot then collude to determine the service usage patterns of the End User.

Single Log Out of federated End User Accounts

The normal flow for Single Log Out of federated End User Accounts is as follows:

1. The End User is currently authenticated at the operator. She requests the operator to log her out at all Providers in the same Authentication Domain as the operator. Note that the End User may or may not currently be logged in (i.e. authenticatced) at the MTSP web site.

2. The operator sends a request message to every SP in that Authentication Domain, including the MTSP, requesting that the End User be logged out. 

3. If the End User is currently authenticated at the MTSP (either directly or via SSO), the MTSP logs her out and sends a response to the operator confirming the logout. This is also the case for all other SPs within the same Authentication Domain as the operator.

4.  The operator logs the End User out at the operator.

5. The Operator sends a confirmation message to the End User, confirming that she has been successfully logged out of all Providers within the same Authentication Domain as the operator.

User-Initiated De-federation of End User’s federated Accounts

The normal flow for user-initiated De-federation of an End User’s Account at the operator that is federated with her Account at the MTSP is as follows:

1. The End User, who is currently authenticated by the operator, requests the operator to De-federate her Account at the operator with her Account at the MTSP.

2. The operator sends a de-federate request message to the MTSP, requesting de-federation of the End User’s Account at the operator with the End User’s Account at the MTSP (e.g. using the pseudonym Sarah980 to identify the End User).

3. Having taken the necessary steps to tear down the federation, the MTSP responds to the operator confirming the De-federation.

4. The operator then de-federates the End User’s Accounts in the operator’s own identity systems. 

5. The operator sends a confirmation back to the End User, confirming that her Account at the operator has been de-federated with her Account at the MTSP.

5.2.6 Alternative Flow

5.2.7 Operational and Quality of Experience Requirements

Use Case 3 <Service Category>, Delegation of Authority to Federate Identities, Bulk Federations and De-federations
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Table 4: Affected Areas for Delegation of Authority to Federate Identities, Bulk Federations and De-Federations

5.2.8  ASK  \* MERGEFORMAT Short Description

There are many cases where an End User may wish to delegate authority to federate her Identity Provider Account with her (new or existing) Accounts at other Service Providers to the Identity Provider itself, so that the IDP may federate her Accounts on her behalf. Using this delegated authority, the IDP can federate the End User’s IDP Account with (new or existing) End User accounts at SPs without the End User having to be logged in (i.e. authenticated) at the time. Such scenarios are typically found in the enterprise or B2B area:

· Employees (as End Users) in an enterprise delegate authority to the employer (IT department) to federate their Accounts on their behalf (such delegation of authority would typically be part of an employment contract). This allows the enterprise to carry out bulk federations of employee IT Accounts at the enterprise with their Accounts at, for example, SafeInvestmentAdvice, SOSHealthcare, and CompanyCarCo. The employee can then take advantage of Single Sign On and, once logged in to the corporate IT network, can enjoy seamless access to the SafeInvestmentAdvice, SOSHealthcare, and CompanyCarCo sites. In this scenario the enterprise is acting as the IDP and SafeInvestmentAdvice, SOSHealthcare, and CompanyCarCo are all acting as SPs.

· In a B2B scenario, a mobile operator connects Service Providers to End Users. Each of the End Users has an Account with the mobile operator, which is acting as the Identity Provider. At the time of mobile operator Account creation, the End User may wish to delegate authority to federate her operator Account with (probably new) Accounts at operator partner Service Providers (such as a Game Service Provider). With such delegation of authority, as the operator signs agreements with new partner Service Providers, or ends existing agreements, the End User does not have to explicitly federate and de-federate her Accounts, as the operator can do this instead (probably in bulk Federations and De-federations). This provides a seamless user experience to the End User. Note that when the operator (as opposed to the End User) initiates De-federation, this is termed network-initiated De-federation.

The purpose of presenting this use case is to illustrate the benefits of an End User delegating authority (to her IDP) for federation of her IDP Account to other SP Accounts. The use case includes four scenarios:

· An End User creates a new Account at a mobile operator, who has business agreements with partner Service Providers (in this case GameProvider1 and GameProvider2). The operator automatically federates the new End User’s Account with new Accounts at all its partner Service Providers.

· The mobile operator quits its business agreement with GameProvider2 (and therefore de-federates all of its End Users’ Accounts with their respective Accounts at GameProvider2).

· The mobile operator creates a new business agreement with GameProvider3 (and therefore federates all of its End Users’ Accounts with new Accounts at GameProvider3).

· The End User quits her Account at the mobile operator (so the operator de-federates her operator Account with her Accounts at GameProvider1 and GameProvider3).

5.2.9 Actors

· End User(s) – (each) using a Mobile Terminal

· Identity Provider – a mobile operator (or another Service Provider) that offers Single Sign On identity services

· GameProvider1 – a Service Provider who provides a game service to authorised End Users.

· GameProvider2 – a Service Provider who provides a game service to authorised End Users.

· GameProvider3 – a Service Provider who provides a game service to authorised End Users.

5.2.9.1 Actor Specific Issues

5.2.9.2 Actor Specific Benefits

5.2.10 Pre-conditions

New End User creates an Account at the mobile operator

· The End User has just set up a new Account with the mobile operator.

· GameProvider1 and GameProvider2 have made the necessary arrangements (business and technical) with the operator in order to use the Single Sign On service offered by the operator

· The End User has delegated authority (in her operator contract) to the operator to federate her operator Account with (new) End User Accounts at all of the operator’s partner Service Providers (in this case, with new Accounts at GameProvider1 and GameProvider2).

Mobile operator quits business relationship with GameProvider2

· GameProvider2 has made the necessary arrangements (business and technical) with the operator in order to use the Single Sign On service offered by the operator

· Many End Users have Accounts with the operator

· All the operator’s End Users also have Accounts at GameProvider2, and these Accounts are federated with the appropriate End User Accounts at the operator.

· Each of the operator’s End Users have delegated authority to the operator to federate and de-federate their operator Accounts with their Accounts at the operator partner Service Providers.

· The operator End Users are not currently authenticated at the Operator.
Mobile operator creates business relationship with GameProvider3

· GameProvider3 has just made the necessary arrangements (business and technical) with the operator in order to use the Single Sign On service offered by the operator 

· Many End Users have Accounts with the operator

· The operator End Users do not have Accounts at GameProvider3.

· Each of the operator’s End Users have delegated authority to the operator to federate and de-federate their operator Accounts with (their) Accounts at the operator partner Service Providers.

· The operator End Users are not currently authenticated at the Operator.
End User quits her Account at the mobile operator

· GameProvider1 and GameProvider3 have made the necessary arrangements (business and technical) with the operator in order to use the Single Sign On service offered by the operator.

· The End User has an Account at the operator, and an Account at each of the operator’s partner Service Providers (i.e. GameProvider1 and GameProvider3)

· The End Users has delegated authority to the operator to federate and de-federate her operator Account with her Accounts at the operator partner Service Providers.

· The End User is not currently authenticated at the Operator.

5.2.11 Post-conditions

New End User creates an Account at the mobile operator

· End User’s Account at the operator is federated with a new End User Account at each of the operator’s partner Service Providers (GameProvider1 and GameProvider2 in this case). This ensures that the End User can seamlessly access any game offered by either GameProvider1 or GameProvider2 without having to initiate Account Federation herself.

Mobile operator quits business relationship with GameProvider2

· The End Users’ Accounts at the operator have been de-federated with their respective Accounts at GameProvider2. The operator’s End Users can no longer seamlessly access the games offered by GameProvider2.
Mobile operator creates business relationship with GameProvider3

· All of the operator’s End Users have Accounts at GameProvider3, and their operator Accounts are federated with their (new) GameProvider3 Accounts. All of the operator’s End Users can seamlessly access the games offered by GameProvider3.

End User quits her Account at the mobile operator

· The End User's Account at the Operator has been de-federated with her Accounts at each GameProvider, so that she is no longer able to have seamless access to the games offered by GameProvider1 and GameProvider3.

5.2.12 Normal Flow

New End User creates an Account at the mobile operator

(Note that this will happen twice over – once for GameProvider1 and once for GameProvider2.)

1. The Operator sends a federate request message to the GameProvider, including a (unique) pseudonym to use to refer to the End User in future communications.

2. The GameProvider creates a new End User Account and federates this newly created Account with the Account of the End User at the operator (refer back to Use Case 2 for more details).

3. The GameProvider responds to the operator to state that the Federation has been completed.

4. When the End User first registers (authenticates) onto the operator’s network, she is already able to seamlessly access games at the GameProvider.

Mobile operator quits business relationship with GameProvider2

1. The operator sends a bulk de-federate request GameProvider2, requesting that every operator End User Account is de-federated from the appropriate End User Account at GameProvider2.

2. GameProvider2 de-federates all of the End User Accounts at the operator with the appropriate GameProvider2 End User Accounts.

3. GameProvider2 responds to the operator to state that the bulk De-federation has been completed.

4. None of the operator’s End Users will be able to seamlessly access games offered by GameProvider2 any longer.

Mobile operator creates business relationship with GameProvider3

1. The operator sends a bulk federate request to GameProvider3 requesting federation of every operator End User Account with End User Accounts at GameProvider3.

2. GameProvider3 creates new End User Accounts for every operator End User and then federates these new Accounts with the appropriate operator End User Accounts. 

3. GameProvider3 responds to the operator to state that the bulk Federation has been completed.

4. All of the operator’s End Users will be able to seamlessly access games offered by GameProvider3 when they next authenticate with the operator.
End User quits her Account at the mobile operator

(Note that in this example this will happen twice over – once for GameProvider1 and once for GameProvider3)

1. The operator sends a de-federate request to each of its partner Service Providers (in this case GameProvider1 and GameProvider3) requesting De-federation of the End User’s Account at the operator with the End User’s Account at the Service Provider.

2. The GameProvider de-federates the End User’s Account at the operator with the End User’s Account at the GameProvider. 

3. The GameProvider responds to the operator to state that the De-federation has been completed.

4. The End User will no longer be able to seamlessly access the games offered by the GameProvider.
5.2.13 Alternative Flow

One alternative flow should be noted, relating to the scenario above called ‘Mobile operator creates business relationship with GameProvider3’. Imagine instead a scenario where an enterprise is acting as an Identity Provider (using its IT network), and it wishes to federate all of its employees’ Accounts with its employees’ Accounts at SafeInvestmentInc.

Whereas GameProvider3 created new Accounts for all of the operator’s End Users (in order to then federate the Accounts), it may be that the enterprise’s employees already have existing Accounts at SafeInvestmentInc. Furthermore, it may be that despite the End Users not currently being authenticated by both the enterprise IT network and SafeInvestmentInc (as would have to be the case in Use Case 2 for federation of two existing Accounts to occur) the enterprise and SafeInvestmentInc know enough information about each other’s End User Accounts to be able to federate them without the End Users’ (employees) presence.

5.2.14 Operational and Quality of Experience Requirements

Use Case 4 <Service Category>, Seamless Attribute Transfer and Usage Directives
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Table 5: Affected Areas for Seamless Attribute Transfer and Usage Directives

5.2.15  ASK  \* MERGEFORMAT Short Description

The purpose of this use case is to illustrate how an Identity Management Framework can further simplify an End User’s service experience by offering seamless Attribute Transfer as well as Single Sign On. Typically, an End User has to enter her personal profile information (her Identity Attributes) many times when using on-line services. For instance:

· When setting up a new End User Account at a Service Provider she could have to enter her name, her address, her land line telephone number, her mobile telephone number, her e-mail address etc.

· When making a credit card payment she would have to enter (at least) her credit card number and expiry date, the credit card Account name, and her billing address.

This is tedious for the End User because they have to remember the information and also type it in repeatedly (which is especially tedious when using a numeric keypad). By offering seamless Attribute Transfer an Identity Management Framework can relieve the End User of this tiresome task.

This use case also illustrates the concept of Service Providers including Usage Directives when requesting End User Attributes from Attribute Providers. By Usage Directives we mean a set of directives regarding how a particular Attribute would be used by the Service Provider once the Attribute has been released to it. By Attribute Provider we mean a Service Provider whose service is to store and manage End Users’ Attributes on their behalf.

When the Service Provider requests a particular End User Attribute from the Attribute Provider (and includes a Usage Directive in the request), the Attribute Provider only then releases the Attributes to the requesting Service Provider if:

· The specified Usage Directive in the request complies with the Usage Directive policy that the End User has established for that particular Attribute (based on the End User’s preference and permissions settings).

· The End User’s Access Control Policy allows it to do so for that particular Service Provider. (An Access Control Policy is stored at the Attribute Provide, and is used to determine whether a particular Service Provider can gain access to an End User’s Attributes, based on End User preference and permissions settings).

In the use case described here, a location Attribute Provider knows the current location information of the (mobile) End User and the Movie Ticket Service Provider wishes to obtain the location information of the End User in order to personalise its service for the End User.

5.2.16 Actors

· End User – using a Mobile Terminal

· Identity Provider – a mobile operator (or another Service Provider) that offers Single Sign On and Identity Attribute Discovery Service services

· Movie Ticket Service Provider – a Service Provider providing downloadable movie tickets

· Attribute Provider – a Service Provider who knows and manages the location information of the End User and (when appropriate) provides it to authorised requesting Service Providers.

5.2.16.1 Actor Specific Issues

5.2.16.2 Actor Specific Benefits

By storing such End User Attributes at an Attribute Provider the End User need not be prompted for these Attributes every time they are required for a service. Instead, the requesting Service Provider could seamlessly obtain them from the Attribute Provider (provided the user’s preferences and permissions are satisfied). This makes the mobile End User experience better.

5.2.17 Pre-conditions

· The End User has an Account with the Identity Provider (operator).

· The End User has an Account with the Movie Ticket Service Provider.

· The End User has an Account with the location Attribute Provider (AP).

· The MTSP has made the necessary arrangements (business and technical) with the Identity Provider to use Single Sign On services and Identity Attribute Discovery Service services provided by Identity Provider.

· The Attribute Provider has made the necessary arrangements (business and technical) with the Identity Provider to use Single Sign On services and Identity Attribute Discovery Service services provided by Identity Provider.

· The End User has federated her MSTP Account with her IDP Account, so that the MTSP can receive Authentication Assertions from the IDP.

· The End User has federated her Account at the location Attribute Provider with her IDP Account so that the Identity Provider may provide an Identity Attribute Discovery Service (to authorised requesting Service Providers) on behalf of the location Attribute Provider.

· The IDP has already authenticated the End User using a mechanism that is acceptable for the MTSP.

· The location Attribute Provider knows the current location information of the End User.

· The End User has set permissions (including Access Control Policy preferences and Usage Directive preferences) for the release of her location information to authorised requesting Service Providers. (Note that the End User may not use their Mobile Terminal (with limited input capabilities) to set up these policies and preferences. They may instead use a personal computer or some other input-friendly device.)

5.2.18 Post-conditions

· The End User’s location information has been obtained by the MTSP from the location AP.

· The MTSP can provide the End User with a customised view based on her current location.

5.2.19 Normal Flow

1. The End User accesses the Movie Ticket Service Provider’s service using a browser on her Mobile Terminal. The End User must be authenticated before being granted access to her personalised site.

2. The MTSP sends a request to the IDP for an Authentication Assertion for the End User (including an Authentication Context). The IDP sends back an Authentication Assertion to the MTSP. The End User is granted seamless access to the MTSP site (see Use Case 1, steps 1-4 for more details).

3. The MTSP wishes to obtain the current location information of the End User so it requests the IDP (more specifically the Identity Attribute Discovery Service of the IDP) for the Address of the location AP associated with the End User. (Note that this request could also happen in conjunction with the request for an Authentication Assertion.)

4. Upon receiving the Address of the location AP from the IDP, the MTSP requests the location AP for the current location of the End User. The MTSP includes a Usage Directive for the requested Attribute, and also appropriate information (provided by the IDP) for the location AP not to have to ask the End User to identify herself
.

5. The location AP checks the permissions set by the End User and compares the Usage Directive received from the MTSP with the Usage Directive policy specified by the End User for the location Attribute stored at the location AP. 

6. Upon determining that the MTSP is authorised to obtain the End User’s location information, the location AP responds to the MTSP and includes the End User’s location Attribute.

7. The MTSP uses the End User’s location Attribute to provide a customised service to the End User.
5.2.20 Alternative Flows

In this section we describe several alternative flows, which need to be considered with this use case:

Alternative Flow 1: Missing Attribute Value, AP contacts End User

In this alternative flow the desired Attribute value (current location information) is not present at the location AP.  Consequently the MTSP redirects the End User’s Mobile Terminal browser directly to the location Attribute Provider so that the End User (if they know their current location in a suitable format) can notify the location AP of their current location. The location Attribute Provider would then redirect the End User’s Mobile Terminal browser back to the MTSP site.

Steps 1 to 5 are identical to Normal Flow, after which we have:

6. Upon determining that the MTSP is authorised to obtain the End User’s location information, the location AP determines that the End User’s location Attribute was last updated too long ago for the Attribute to be of use to the MTSP.

7. The location AP responds to the MTSP with the location information available, but indicates to the MTSP that it does not have the current location information of the user (updated within the MTSP’s desired time window).

8. The MTSP seamlessly redirects the End User’s browser to the location AP, which requests the End User to enter her current (e.g. GPS) location. The End User can obtain her location information from her Mobile Terminal and so she submits her location information to the location AP. 

9. The location AP sends the End User’s (now current) location Attribute to the MTSP.

10. The location AP seamlessly redirects the End User’s browser back to the MTSP.

11. The MTSP uses the End User’s location Attribute to provide a customised service to the End User.
Alternative Flow 2: Missing Attribute Value, SP contacts End User

This alternative flow is similar to Alternative Flow 1, in that the desired Attribute value is not present at the location AP. However, rather than redirect the End User to the location AP, the MTSP itself obtains the current location information from the End User, and then updates the location AP with this up-to-date information. This alternative flow may be desirable for a Service Provider that does not wish to hand over the End User to another entity (in this case the location AP).

Steps 1 to 5 are identical to Normal Flow, after which we have:

6. Upon determining that the MTSP is authorised to obtain the End User’s location information, the location AP determines that the End User’s location Attribute was last updated too long ago for the Attribute to be of use to the MTSP.

7. The location AP responds to the MTSP with the location information available, but indicates to the MTSP that it does not have the current location information of the user (updated within the MTSP’s desired time window).

8. The MTSP prompts the End User to enter her current location so that the service can be personalised. The End User can obtain her location information from her Mobile Terminal and so she submits her location information to the MTSP.

9. The MTSP requests the location AP to update the location Attribute for the End User to the value given in the request. The location Attribute Provider updates the End User’s location Attribute.

10. The MTSP uses the End User’s location Attribute to provide a customised service to the End User.

Alternative Flow 3: Usage Directive Policy (or Access Control Policy) Not Satisfied, Request Denied

Steps 1 to 5 are identical to Normal Flow, after which we have:

6. The location AP concludes that the Usage Directive received from the MTSP does not match the Usage Directive (or the Access Control Policy) set by the End User.

7. The location AP responds to the MTSP to state either that:

· The Usage Directive does not satisfy the Usage Directive policy specified by the End User.

· The MTSP falls outside the Access Control Policy of the End User.

8. The MTSP is unable to provide a customised service to the End User based on location.

Alternative Flow 4: Usage Directive Policy Not Satisfied, Request Denied, Allowed Usage Directives Specified

Steps 1 to 5 are identical to Normal Flow, after which we have:

6. The location AP concludes that the Usage Directive received from the MTSP does not match the Usage Directive set by the End User.

7. The location AP responds to the MTSP to state that the Usage Directive does not satisfy the Usage Directive policy specified by the End User. The location AP also includes a list of Usage Directives that would be acceptable.

8. The MTSP sends a new request for the End User’s location Attribute to the location AP, and includes a modified Usage Directive based on the list of acceptable Usage Directives.

9. The location AP checks the permissions set by the End User and compares the Usage Directive received from the MTSP with the Usage Directive policy specified by the End User for the location Attribute stored at the location AP. 

10. Upon determining that the MTSP is authorised to obtain the End User’s location information, the location AP responds to the MTSP and includes the End User’s location Attribute.

11. The MTSP uses the End User’s location Attribute to provide a customised service to the End User.

Alternative Flow 5: Unknown Permission, AP contacts End User

In this alternative flow the location AP is unable to determine whether the End User has authorised it to release the End User’s location Attribute to the requesting MTSP or not. Consequently it requests the MTSP toseamlessly re-direct the End User’s Mobile Terminal browser to the location AP so that the location AP can ask for the End User’s permission directly.

Steps 1 to 5 are identical to Normal Flow, after which we have:
6. The location AP concludes that it is unable to determine whether the End User has authorised it to release the End User’s location Attribute to the requesting MTSP.

7. The location AP responds to the MTSP to say that it is unsure, and to request the MTSP to re-direct the End User’s browser to the location AP site.

8. The MTSP seamlessly re-directs the End User’s browser to the location AP’s site, which asks the End User directly whether she would like her location Attribute to be given to the MTSP (parts of the Usage Directive may also be displayed to the User in an appropriate format
).

9. The End User decides that she does want to give her location Attribute to the MTSP, and so she submits this preference to the location AP.

10. The location AP responds to the MTSP and includes the End User’s location Attribute.

11. The location AP seamlessly re-directs the End User’s browser back to the MTSP site.

12. The MTSP uses the End User’s location Attribute to provide a customised service to the End User.

Alternative Flow 6: Unknown Permission, SP contacts End User

This alternative flow is similar to that of Alternative Flow 5, in that the location AP is unable to determine whether the End User has authorised it to release the End User’s location Attribute to the requesting MTSP or not. The difference is that in this alternative flow it is the MTSP that contacts the End User to determine her permissions. 

Steps 1 to 5 are identical to Normal Flow, after which we have:
6. The location AP concludes that it is unable to determine whether the End User has authorised it to release the End User’s location Attribute to the requesting MTSP.

7. The location AP responds to the MTSP to say that it is unsure, and to request the MTSP to ask the End User directly whether she would like her location Attribute to be given to the MTSP.

8. The MTSP asks the End User directly whether she would like her location Attribute to be given out to the MTSP. The End User decides that she would like her location Attribute to be given out.

9. The MTSP forwards proof of the End User’s affirmative preference to the location AP.

10. Upon determining that the MTSP is authorised to obtain the End User’s location information, the location AP responds to the MTSP and includes the End User’s location Attribute.

11. The MTSP uses the End User’s location Attribute to provide a customised service to the End User.

5.2.21 Operational and Quality of Experience Requirements

Use Case 5 <Service Category>, Anonymous Attribute Transfer

This will be based on the blue text below (the MWS NI Use Case 9).
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Table 6: Affected Areas for Anonymous Attribute Transfer

5.2.22  ASK  \* MERGEFORMAT Short Description

There are many scenarios where a service provider requires access to certain attributes associated with a user, while not knowing the identity of the user. For instance, there may be a case where a service provider may require the zip code of a user in order to properly greet the user (e.g., Good Morning or Good Evening). In another case, a service provider may require the language preference of the user in order to display the text in the appropriate language. In either of these cases, and in many other such cases, the service provider does not need to know the identity of the user, but merely needs access to the user's attributes.

This use case describes the transfer of such anonymous attributes from an attribute provider to the service provider. When this is done, the user experience is enhanced because the mobile user does not have to tediously enter the requested information using his input-constrained keypad.

__

Consider the case where a user has an account with an Operator (acting as an Identity Provider.) The user is also currently authenticated with the Operator. The user stores the zip code of his residential address and his language preference at a certain Attribute Provider 1 (AP1). The zip code of the user's current location may be obtained from a Location Attribute Provider (AP).  The user has set the appropriate permissions for the release of his attributes stored at AP1 and Location AP. The user has linked his account at the Operator with his account at AP1 and the Location AP, so that the Operator can provide a requesting entity with discovery service for AP1 and the Location AP.

The user uses his mobile terminal to access a service provider, CustomizedWeather.com, that provides weather information. The service provider, CustomizedWeather.com, requires the user's current and permanent zip code, as well as the user's language preference in order to provide the user with a customized weather report. Note that CustomizedWeather.com does not care about the identity of the user. This means that if the same mobile user revisited CustomizedWeather.com, there is no way for CustomizedWeather.com to identify that it is the same user browsing its site (unless cookies are stored.) 

When the mobile user browses CustomizedWeather.com, it contacts the Operator in order to obtain the address of the attribute provider that stores the user's current and permanent zip code, as well as the user's language preference. Since the Operator has authenticated the mobile user, the Operator knows the identity of the user, and hence is able to determine the suitable attribute providers that store this information (since the Operator acting as IdP also provides discovery service). The Operator indicates to CustomizedWeather.com that the user's permanent zip code and language preference can be obtained from AP1, while the user's current zip code can be obtained from Location AP. CustomizedWeather.com then requests the user's permanent zip code and language preference from AP1, and requests the user's current zip code from Location AP. AP1 and Location AP check the permissions associated with these attributes, and release the attributes to CustomizedWeather.com.  Note that throughout this entire flow, CustomizedWeather.com has no idea about the identity of the user. One may also note that CustomizedWeather.com does not require the user to have an account with it.

Since such anonymous attributes are seamlessly transferred from an attribute provider (AP1 or Location AP) to the service provider (CustomizedWeather.com), the mobile user does not need to manually enter this information using his input-constrained numeric keypad. This then enhances the overall mobile user experience.

5.2.23 Actors

· User - end user using a mobile device

· Operator - Mobile operator acting as an Identity Provider (IdP) and offering single sign on service and discovery service

· CustomizedWeather.com - Service provider providing customzed weather information. 

· Attribute Provider 1 - an entity providing user's permanent zip code and language preference information

· Location AP - an entity providing the user's current zip code

5.2.23.1 Actor Specific Issues

5.2.23.2 Actor Specific Benefits

5.2.24 Pre-conditions

· User has an account with an Operator (acting as an identity provider and providing discovery service)

· Operator has authenticated the user. 

· User has stored his permanent zip code and language preference at Attribute Provider 1 (AP1).

· User's current zip code information is obtained from Location AP.

· User has federated/linked his account at AP1 (and Location AP) with that at the Operator so that the Operator may provide discovery service for the user's attributes stored at AP1 (and Location AP).

· User does not necessarily have an account with CustomizedWeather.com.

5.2.25 Post-conditions

· The user's permanent zip code and language preference information have been obtained by CustomizedWeather.com from AP1.

· The user's current zip code has been obtained by CustomizedWeather.com from the Location AP.

· CustomizedWeather.com provides a customized view of the user's weather - both at the user's current location as well as at the user's permanent location - using the user's preferred language.

5.2.26 Normal Flow

1. User accesses CustomizedWeather.com service using the browser on his terminal

2. CustomizedWeather.com requires the user's current and permanent zip code as well as the user's language preference in order to provide the user a customized weather report.

3. CustomizedWeather.com contacts the Operator to determine the attribute providers that store the user's current and permanent zip code and the user's language preference.

4. Since the Operator has already authenticated the user, the Operator knows the identity of the user, and the location of the attribute providers that store the user's attributes.

5. Operator responds to CustomizedWeather.com that AP1 provides the permanent zip code and language preference information of the user, while Location AP provides the current zip code of the user.

6. CustomizedWeather.com requests permanent zip code and language preference information from AP1, and current zip code information from Location AP.

7. After ensuring that the user permissions allow the release of such information, AP1 releases the permanent zip code and language preference information to CustomizedWeather.com, and Location AP releases the current zip code information to CustomizedWeather.com.

8. CustomizedWeather.com provides a customized view based on the zip code and language preference of the user.

5.2.27 Alternative Flow

5.2.28 Operational and Quality of Experience Requirements

Use Case 6 <Service Category>, Transactions

This will be a new Use Case, based on requirements gathered from MCC and Charging, but in the same style as the Use Cases so far…
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Table 7: Affected Areas for Transactions

5.2.29  ASK  \* MERGEFORMAT Short Description

5.2.30 Actors

5.2.30.1 Actor Specific Issues

5.2.30.2 Actor Specific Benefits

5.2.31 Pre-conditions

5.2.32 Post-conditions

5.2.33 Normal Flow

This will be a new use case, based on m-commerce and charging use cases, but may use some of text from the MWS NI RD (that was the alternative flow of use case 1):

An identity provider may also host a repository of a user's favourite services, such as payment service. In this case, movie ticket service provider and identity provider can directly negotiate payment service provider, and transaction is further simplified from the user's point of view.

1. User accesses movie ticket service provider's service using the browser on her terminal

2. User browses available movies, and finds a movie he is interested in

3. User selects theater and time that are suitable, and indicates to movie ticket service provider that he wishes to purchase a ticket

4. User is seamlessly authenticated Movie ticket service provider seamlessly authenticates user using identity provider

5. Ticket provider requests user's payment method/information from identity provider which is also acting as profile provider

6. Movie ticket service provider asks user to confirm purchase

7. A movie ticket is downloaded to user's terminal

5.2.34 Alternative Flow

5.2.35 Operational and Quality of Experience Requirements

Use Case 7 <Service Category>, Identity Brokers

This will be a merge of the two use cases included in blue text, below (MWS NI Use Cases 5 and 10 (although I don’t think 10 is very important))
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Table 8: Affected Areas for Identity Brokers

5.2.36  ASK  \* MERGEFORMAT Short Description

The relevance of Single Sign On (SSO) to OMA was discussed in Section 5.1. One of the pre-conditions there was that the service provider (movie ticket service provider) and the Identity Provider had made the necessary arrangements (both technical and business) in order to federate a user's accounts. In a deployment scenario where there may exist several Identity Providers, a Service Provider may have to enter into a business agreement with many Identity Providers. This may not be desirable from the Service Provider's viewpoint. 

In order to alleviate this problem, the notion of an Identity Broker is introduced. In such a scenario, the Service Provider may enter into a business agreement with an Identity Broker, which may subsequently enter into business agreements with one or more Identity Providers. Thus, from the Service Provider's perspective, it only needs to enter into a business agreement with an Identity Broker, instead of entering into a business agreement with several Identity Providers.

The reader is also encouraged to read the use case in Section 5.10, where the concept of Identity Broker is also introduced.

__

This use case is similar to the use case described in Section 5.1 in that it illustrates SSO, with the difference being that the movie ticket service provider (acting as the service provider) and the Identity Provider do not share a business arrangement among themselves. Instead, the Movie Ticket Service Provider enters into a business agreement with an Identity Broker, which in turn, enters into a business agreement with several Identity Providers.

The figure below illustrates the scenario. The Movie Ticket Service Provider (denoted as MTSP) has a business agreement with an Identity Broker, which in this scenario is shown as IB. The Identity Broker, in turn, has business agreements with four Identity Providers denoted as IdP1, IdP2, IdP3 and IdP4.


Consider the case where the User1 has an account with IdP1, User2 has an account with IdP2, User3 has an account with IdP3, and User4 has an account with IdP4. 

Consider now that User1 visits the Movie Ticket Service Provider (MTSP) site. Since the MTSP does not have a business relationship with IdP1 but has a business relationship with the Identity Broker IB, the MTSP contacts the IB for possible federation of the user's account at the MTSP with the user's account at an Identity Provider. The IB determines that User1 has an account at IdP1, and hence forwards the federation request to IdP1. Upon federating the User1's identity at IdP1 with the User1's identity at the MTSP, IdP1 sends a federation response to IB, which then forwards it to the MTSP.

After such federation, User1 would be able to utilize the benefits of Single Sign-On (SSO). Consider the case where User1 subsequently visits the MTSP site. The MTSP site then sends an Authentication request message to the IB, which forwards it to IdP1. If User1 is already authenticated at IdP1, then IdP1 sends an Authentication assertion to IB, which forwards it to the MTSP. The User1 is then able to seamlessly log into the MTSP site. Note that when the IB forwards messages between the MTSP and the IdP, it could potentially make modifications such as adding its signature, adding its assertion etc.

Similarly, when a User2 who has an account at IdP2 visits the MTSP, the IB acts as a broker between the MTSP and IdP2. And so on, for User3 and User4. In each of these cases, since the user does not have to explicitly enter the authenticating information, the overall user experience is enhanced.

5.2.37 Actors

· User - end user using a mobile device

· Identity Broker - Entity acting as a broker between a Service Provider and an Identity Provider

· IdP - Identity Provider

· Movie ticket service provider - Service provider providing downloadable movie tickets.

5.2.37.1 Actor Specific Issues

5.2.37.2 Actor Specific Benefits

5.2.38 Pre-conditions

· User has an account with IdP, which is acting as an identity provider

· User has an account with the movie ticket service provider (MTSP), which is acting as a service provider.

· User does not have an account with Operator 2, which is acting as an IdP and is located both in Authentication Domains 1 and 2.

· The Movie Ticket Service provider has made necessary arrangements (business and technical) with the Identity Broker (IB), so that the IB can act as a broker between the MTSP and other Identity Providers (such as IdP).

· The IdP has made necessary arrangements (business and technical) with the Identity Broker (IB), so that the IB can act as a broker between the IdP and various service providers (such as MTSP).

· IdP has currently authenticated the mobile user.

5.2.39 Post-conditions

· User's account at the movie ticket service provider is federated with the user's account at the IdP, so that the user is subsequently able to utilize SSO benefits.

· Movie ticket service provider receives an authentication assertion from IB, after the IB receives an authentication assertion from the IdP.

5.2.40 Normal Flow

Federation:

1. User accesses movie ticket service provider's service using the browser on his terminal. The movie ticket service provider requires user authentication prior to the user being able to browse (restricted portions of the) site.

2. Movie ticket service provider User iscannot find an IdP within its authentication domain that the user has an account with.

3. Movie ticket service provider sends a federation request to the Identity Broker (IB) requesting federation of the user's account.

4. After determining that the user has an account at IdP, the IB sends a federation request to the IdP.

5. The IdP obtains the user's consent for federation, and subsequently federates the accounts. The IdP then sends a federation response back to the IB.

6. The IB then sends a federation response back to the MTSP.

Single Sign On (SSO):

The additional pre-condition here is that the user's account at the MTSP has been federated with the user's account at the IdP.

1. User accesses movie ticket service provider's service using the browser on his terminal. The movie ticket service provider requires user authentication prior to the user being able to browse (restricted portions of the) site.

2. Movie ticket service provider User iscannot find an IdP within its authentication domain that the user has an account with.

3. Movie ticket service provider sends an authentication request to the Identity Broker (IB) requesting authentication of the user's account.

4. After determining that the user has an account at IdP, the IB sends an authentication request to the IdP.

5. Since the user is already authenticated at the IdP, the IdP sends an authentication assertion back to the IB.

6. The IB then sends an authentication response back to the MTSP.

5.2.41 Alternative Flow

5.2.42 Operational and Quality of Experience Requirements

______________________________________

5.2.43  ASK  \* MERGEFORMAT Short Description

The relevance of Single Sign On (SSO) to OMA was discussed in Section 5.1. One of the pre-conditions there was that the service provider (movie ticket service provider) and the Identity Provider (Operator 1) had made the necessary arrangements (both technical and business) in order to federate a user's accounts. In other words, one could consider the movie ticket service provider and Operator 1 to belong to the same authentication domain. 

However, there are also scenarios where the service provider (movie ticket service provider) and the Identity Provider (Operator 1) have not made any business arrangements in order to federate a user's accounts. In other words, one could consider the movie ticket service provider and Operator 1 to belong to different authentication domains. In such a scenario where the movie ticket service provider and Operator 1 belong to different authentication domains, the user experience is enhanced when Operator 2 residing in the same authentication domain as the movie ticket service provider can introduce the movie ticket service provider and Operator 1 to each other. When this happens, it is possible to federate the user account at Operator 1 in one Authentication Domain with the user account at the movie ticket service provider in another Authentication Domain. Operator 2, that is present in both authentication domains, introduces Operator 1 and the movie ticket service provider. 

This enhances the overall user experience since the mobile user does not have to explicitly enter his authentication information at the movie ticket service provider. Instead, the movie ticket service provider is able to obtain the authentication assertion from Operator 1. We discuss this use case here.

__

This use case is similar to the use case described in Section 5.1 in that it illustrates SSO, with the difference being that the movie ticket service provider (acting as the service provider) and Operator 1 (acting as the Identity Provider) belong to different authentication domains. An authentication domain comprises entities that share a business arrangement among themselves.

The figure below illustrates the scenario. Operator 1 (denoted as Op1) belongs to Authentication Domain 1 (denoted as AD1), while the Movie Ticket Service Provider (denoted as MTSP) belongs to Authentication Domain 2 (denoted as AD2). Operator 2 (denoted as Op2) belongs to both authentication domains.


The user has an account with Operator 1, and the user is currently authenticated with Operator 1. The user also has an account with the movie ticket service provider. The user, however, does not have an account with Operator 2.

The mobile user is currently browsing the movie ticket service provider site, which requires the user to be authenticated prior to the user being able to browse the site (or certain portions of the site). Instead of the user providing authentication information to the movie ticket service provider, if the movie ticket service provider obtained an authentication assertion from a trusted entity, then the overall user experience is enhanced. This is because the mobile does not have to enter tedious authentication information using his input-constrained numeric keypad. Thus, the main point of this use case is the single sign on (SSO) feature.

When the mobile user browses the movie ticket service provider, the movie ticket service provider tries to determine an Identity Provider (IdP) that the user has an account with, and which the movie ticket service provider has a business arrangement with. In other words, the movie ticket service provider tries to determine an IdP within its Authentication Domain AD2 that the user has an account with. Upon finding no such IdP, the movie ticket service provider sends an authentication request to Operator 2, which is an IdP belonging to two or more authentication domains. In this case, Operator 2 is located both in AD1 as well as AD2. Also, there is an IdP in AD1 (which is Operator 1) with which the user has an account, and is currently logged in. Since Operator 2 is in the same authentication as Operator 1, it is able to determine that the user has an account with Operator 1. Operator 2 then responds to the movie ticket service provider (MTSP) with the location of Operator 1. The MTSP sends a federation request to Operator 1 indicating that Operator 2 introduced it. Operator 1 then contacts Operator 2 and requests it to validate the MTSP. Upon receiving such a validation, Operator 1 responds to the MTSP with a federation response indicating successful federation of the user account at Operator 1 with the user account at the MTSP. Since an authentication assertion is included as part of the federation response, the MTSP has successfully federated and authenticated the mobile user, and the mobile user is able to browse the MTSP site.

Since the user does not have to explicitly enter the authenticating information, the overall user experience is enhanced.

5.2.44 Actors

User - end user using a mobile device

Operator 1 - Entity acting as an IdP and offering single sign on service, and which is located in Authentication Domain 1

Operator 2 - Entity acting as an IdP and which is located in both Authentication Domains 1 and 2

Movie ticket service provider - Service provider providing downloadable movie tickets.

5.2.44.1 Actor Specific Issues

5.2.44.2 Actor Specific Benefits

5.2.45 Pre-conditions

· User has an account with Operator 1, which is acting as an identity provider and is located in Authentication Domain 1

· User has an account with the movie ticket service provider, which is acting as a service provider and is located in Authentication Domain 2.

· User does not have an account with Operator 2, which is acting as an IdP and is located both in Authentication Domains 1 and 2.

· The Movie Ticket Service provider has made necessary arrangements (business and technical) with Operator 2 to use single sign on provided by Operator 2.

· Operator 2 (acting as a service provider) has made necessary arrangements (business and technical) with Operator 1 (acting as an IdP) to use single sign on provided by Operator 1.

· Operator 1 has currently authenticated the mobile user.

5.2.46 Post-conditions

· User's account at the movie ticket service provider is federated with the user's account at Operator 1.

· Movie ticket service provider receives an authentication assertion from Operator 1, and the mobile user is then able to seamlessly browse the mobile ticket service provider site.

5.2.47 Normal Flow

1. User accesses movie ticket service provider's service using the browser on his terminal. The movie ticket service provider requires user authentication prior to the user being able to browse (restricted portions of the) site.

2. Movie ticket service provider User iscannot find an IdP within authentication domain 2 that the user has an account with.

3. Movie ticket service provider sends an authentication request to Operator 2 (acting as an IdP within authentication domain 2).

4. Since Operator 2 is also a member of Authentication Domain 1, it determines that the user has an account and is currently authenticated at Operator 1 (within Authentication Domain 1).

5. Operator 2 responds to the movie ticket service provider with the address of Operator 1. Based on the fact that the movie ticket service provider and Operator 2 are in the same authentication domain, movie ticket service provider decides to trust the introduction of Operator 1 by Operator 2.

6. The movie ticket service provider sends a federation request to Operator 1, requesting to federate the user's account at Operator 1 with the user's account at the movie ticket service provider. The movie ticket service provider indicates that it was introduced by Operator 2.

7. Operator 1 contacts Operator 2, which validates the introduction.

8. Operator 1 sends a federation response to the movie ticket service provider indicating successful federation of the user's account at Operator 1 with the user's account at the movie ticket service provider. Operator 1 sends this response based on the validation of the introduction by Operator 2, which is in the same authentication domain as Operator 1.

9. The authentication assertion is sent as part of the federation response, and the mobile user is allowed seamless access to the movie ticket provider site.

5.2.48 Alternative Flow

5.2.49 Operational and Quality of Experience Requirements

Use Case 8 <Service Category>, Affiliations of Service Providers

This will be based on the blue text below (MWS NI Use Case 6).
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Device
Connectivity
Enabling Services
Applications
Content
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Table 9: Affected Areas for Affiliations of Service Providers

5.2.50  ASK  \* MERGEFORMAT Short Description

There are many cases where an alliance among different entities exists in such a fashion that, for certain functions, they appear as a single entity to the end-user. In other words, the different entities or companies in the alliance are no longer relevant to the end-user, but the end-user is merely interested in the services that the entity has to offer as a collective unit. 

Consider the following alliances:

· Alliance among airline carriers - such as Star Alliance (with United Airlines, Lufthansa and other airline carriers as members) or One World Alliance (with American Airlines, Finnair and other airline carriers as members.)

· Alliance between an airline carrier, a car rental company and a hotel chain. For instance, United Airlines has a partnership with Hertz car rentals.

· Alliance between a health benefits provider, a 401(K) benefits provider and an Employee Stock Options Provider - via an employer's portal.

Use cases in Section 5.1 and 5.7 describe cases where the user experience is enhanced by the use of SSO between a service provider and an identity provider, and by the use of profile sharing between a service provider and an attribute provider, respectively. In each of these use cases, the service provider acted as an independent entity. However, in the case of alliances, as mentioned above, it is sufficient for the service provider to merely act as an entity that is part of the alliance, and not as an independent entity. This makes the user experience better. 

The purpose of presenting this use case to OMA is to illustrate the benefits of (1) a user federating his account at an IdP with not just a single SP, but with an affiliation of SPs instead, and (2) profile sharing between an attribute provider and an affiliation of SPs. One of the main advantages of a user federating his account at an IdP with an entire affiliation is that the user does not need to have an individual account at each member of the affiliation, nor does the user need to individually federate his accounts at each member of the affiliation with that at the IdP.

__

The user has an account with an Operator, which acts as an Identity Provider (IdP). The user also has an account with a site discountAirlineTickets.com that sells airline tickets. The site discountAirlineTickets.com is a member of a travel affiliation called discountAlliance, which has two other members - discountCarRentals.com and discountHotels.com. Using his mobile device, the user decides to browse the site discountAirlineTickets.com for airline ticket prices and suitable travel itineraries.

Federation with an affiliation: When the user starts to browse the site discountAirlineTickets.com, the site needs to authenticate the user. The site discountAirlineTickets.com realizes that the user experience can be simplified if the user's account at discountAirlineTickets.com is federated with that at the Operator. The site discountAirlineTickets.com also realizes that since it is a member of the affiliation discountAlliance, the user experience can be further enhanced if the federation is done not to discountAirlineTickets.com but to the affiliation as a whole. The main reason for this enhanced user experience is that when the user, at a later time, browses another member of the affiliation discountAlliance (say, the site discountHotels.com), this member does not require the user to have a separate account and does not need the user to separately federate the user's account with this site. Instead, the federation with the affiliation facilitates SSO for this site as well. Hence, there are advantages to federation with an affiliation, rather than individual federation with each member of the affiliation.

So, when the user browses the site discountAirlineTickets.com, it prompts the user whether he would like to simplify his experience by federating his account at the Operator with that at the affiliation discountAlliance. The user wishes to know who the members of the affiliation discountAlliance are, and obtains this information either from the Operator or from discountAirlineTickets.com. After obtaining the information (either from the Operator or from discountAirlineTickets.com) that the other two members of discountAlliance are discountCarRentals.com and discountHotels.com, the user federates his account at the Operator with the affiliation discountAlliance. The user is then able to browse the site discountAirlineTickets.com.

SSO for affiliation: Once the user has federated his account at the Operator with the affiliation discountAlliance, he is able to seamlessly browse any of the other sites without further federation. Consider the case where the user browses the site discountCarRentals.com. Since discountCarRentals.com is a member of the affiliation discountAlliance, it requests an authentication assertion from the Operator based on the fact that it is a member of the affiliation discountAlliance. Upon receiving the authentication assertion, the mobile user is seamlessly authenticated and is able to browse the site discountCarRentals.com. Note that discountCarRentals.com did not have an explicit federation of the user's account with that at the Operator, but was able to authenticate the user on the basis of the federation between the user's account at Operator 1 and the affiliation discountAlliance (which was earlier established by discountAirlineTickets.com.) 

Profile Sharing for affiliation: Consider the case where the user stores his residential address at attribute provider attributeProvider.com. The user sets the permissions associated with these attributes in such a manner that any member of the affiliation discountAlliance can request the attributes. When a member of the affiliation (say, discountHotels.com) requests the residential address of the user from attributeProvider.com, the requestor discountHotels.com identifies itself as being a member of the affiliation discountAlliance. Since the user has set his permissions to release the attribute when any member of the affiliation discountAlliance makes the request, attributeProvider.com release the user's residential address to discountHotels.com. The advantages of such profile sharing with an affiliation are clear, including:

· User does not have to explicitly set permissions for each member of the affiliation discountAlliance at attributeProvider.com.

· User may need only one account for the entire affiliation.

· User may have a contract or trust relationship with the affiliation, without necessarily knowing each member of the affiliation separately.

5.2.51 Actors

· User - end user using a mobile device

· Operator - Operator acting as Identity Provider (IdP) and offering SSO service and discovery service

· DiscountAirlineTickets.com - Service Provider that sells airline tickets.

· DiscountCarRentals.com - Service Provider that makes car rental reservations.

· DiscountHotels.com - Service Provider that makes hotel reservations.

· DiscountAlliance - Affiliation service containing three service providers, namely, DiscountAirlineTickets.com, DiscountCarRentals.com and DiscountHotels.com.

· AttributeProvider.com - attribute provider that provides the user's residential address information upon proper authorization.

5.2.51.1 Actor Specific Issues

5.2.51.2 Actor Specific Benefits

5.2.52 Pre-conditions

· User has an account with the Operator.

· User is authenticated at the Operator.

· User has an account with the affiliation discountAlliance.

· The affiliation discountAlliance consists of three entities - discountAirlineTickets.com, discountCarRentals.com and discountHotels.com.

· The affiliation discountAlliance has made necessary arrangements (business and technical) with the Operator to use single sign on provided by the Operator.

· User has stored his hotel and room preference information at the attribute provider attributeProvider.com.

· The attribute provider attributeProvider.com has registered with Operator 1 to provide discovery service.

5.2.53 Post-conditions

The post-condition for federation is:

· User's account at the Operator is federated with affiliation discountAlliance. This ensures that the user can seamlessly browse any site that is a member of the affiliation discountAlliance.

The post-condition for SSO is:

· User is allowed seamless access to any site (say, discountCarRentals.com) that is a member of the affiliation discountAlliance.

The post-condition for attribute/profile sharing is:

· User's residential address information stored at attributeProvider.com is seamlessly provided to discountHotels.com, on the basis that discountHotels.com is a member of the affiliation discountAlliance.

5.2.54 Normal Flow

Federation with an affiliation

The normal flow for federation between the user account at the Operator and the affiliation discountAlliance is as follows:

1. User begins to browse a portion of the site discountAirlinesTickets.com that requires user authentication.

2. discountAirlinesTickets.com prompts the user whether the user would like to federate his account at the Operator (acting as the IdP) with the affiliation discountAlliance, which discountAirlinesTickets.com is a member of.

3. User receives the list of entities (discountAirlinesTickets.com, discountCarRentals.com and discountHotels.com) comprising the affiliation discountAlliance from either discountAirlinesTickets.com or from the Operator.

4. User agrees to federate his account at the Operator with the affiliation discountAlliance.

SSO with an affiliation

The normal flow for SSO in the case of affiliation discountAlliance is as follows. Note that it is assumed that the user has already federated his account at the Operator with the affiliation discountAlliance:

1. User begins to browse a portion of the site discountCarRentals.com that requires user authentication.

2. Since discountCarRentals.com is a member of the affiliation discountAlliance, it requests an authentication assertion from the Operator by identifying itself as a member of the affiliation discountAlliance. Note that this could be done by means of signing the request with a private key, for which the corresponding public key is tied to the affiliation by means of a certificate.

3. After discountCarRentals.com obtains a valid authentication assertion from the Operator, the user is allowed seamless access to browse discountCarRentals.com

Profile/attribute sharing with an affiliation

The normal flow for profile sharing with discountHotels.com as a member of the affiliation discountAlliance is as follows:

1. User begins to browse a portion of the site discountHotels.com

2. discountHotels.com obtains an authentication assertion from the Operator by identifying itself as a member of the affiliation discountAlliance, after which the user is provided seamless access to the site.

3. discountHotels.com requires the residential address of the user, and it discovers from the Operator that attributeProvider.com hosts this information for the user.

4. discountHotels.com requests the residential address information of the user from attributeProvider.com, and identifies itself as a member of the affiliation discountAlliance.

5. Since discountHotels.com is a member of the affiliation discountAlliance, and since the user has authorized the release of his residential address information to any member of the affiliation discountAlliance, discountHotels.com obtains these attributes from attributeProvider.com.

5.2.55 Alternative Flow

5.2.56 Operational and Quality of Experience Requirements

Use Case 9 <Service Category>, Device Management and Enterprise Solutions

This will be based on a new use case, covering Device Management and Enterprise topics
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Table 10: Affected Areas for Device Management and Enterprise Solutions

5.2.57  ASK  \* MERGEFORMAT Short Description

5.2.58 Actors

5.2.58.1 Actor Specific Issues

5.2.58.2 Actor Specific Benefits

5.2.59 Pre-conditions

5.2.60 Post-conditions

5.2.61 Normal Flow

5.2.62 Alternative Flow

5.2.63 Operational and Quality of Experience Requirements

Use Case 10 <Service Category>, Instant Messaging, Presence, Group Management and PoC

This will be a new use case, based on the IM, Presence, Group and PoC topics.

Affected Areas
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Table 11: Affected Areas for Instant Messaging, Presence, Group Management and PoC

5.2.64  ASK  \* MERGEFORMAT Short Description

5.2.65 Actors

5.2.65.1 Actor Specific Issues

5.2.65.2 Actor Specific Benefits

5.2.66 Pre-conditions

5.2.67 Post-conditions

5.2.68 Normal Flow

5.2.69 Alternative Flow

5.2.70 Operational and Quality of Experience Requirements

Open Issues

6. Requirements
(Normative)

Src.
No.
Requirement
Topic
IMF Intrinsic?
Section?
Use Cases?



MWS
6111
Identity Management mechanisms specified by OMA SHALL be independent of the client device
 that the Principal uses to access a Provider.







MWS
6112
Identity Management mechanisms specified by OMA SHALL be agnostic to underlying network technologies (please see OMA Architecture Principles, section 5.1.1), and such mechanisms SHALL NOT require new network technologies.







MWS
6121
Identity Management mechanisms specified by OMA SHALL take into consideration potential security threats, including denial-of-service attacks.







MWS
6122
Identity Management mechanisms specified by OMA SHALL allow communicating Providers
 to authenticate each other.







MWS
6123
Identity Management mechanisms specified by OMA SHALL support confidential communication between Providers.







MWS
6124
Identity Management mechanisms specified by OMA SHALL support integrity protection in communication between Providers.







MWS
6125
In Identity Management mechanisms specified by OMA, additional security MAY be performed by intermediaries (e.g. a transport intermediary may terminate an SSL/TLS tunnel from an IDP, and re-initiate a new SSL/TLS tunnel to the SP).







MWS
6131
Identity Management mechanisms specified by OMA SHALL support the ability of a Principal to use a Pseudonym as an Identifier for an Identity.







MWS
6134
Provider1, which has federated a Principal's Identity (ID1) with the Principal's Identity (ID2) at an Identity Provider (IDP1), and Provider2, which has federated the Principal's Identity (ID3) with the Principal's Identity (ID2) at the same Identity Provider (IDP1), SHOULD
 NOT be able to collude to determine that the Principal's Identities (ID1 and ID3) at these Providers belong to the same Principal.







MWS
6211
Providers MAY establish an Authentication Domain / Circle Of Trust.







MWS
6212
An IMF SHALL support a mechanism for a Service Provider to discover one or more Identity Providers with whom a Principal has both established an Identity and been authenticated by. This SHALL be possible:

(a) Prior to federation of the Principal's SP Identity with the Principal's IDP Identity (i.e. the Principal must be currently authenticated by both the IDP and the SP before Identity federation can occur);

(b) Subsequent to the federation of the Principal’s Identities at the IDP and the SP (e.g. so an SP can discover a suitable IDP for a particular service usage instance).







MWS
6213
(a) There SHALL be a mechanism to federate a Principal’s Identity at one Provider (an Identity Provider) with a Principal's Identity at another Provider. (Note that this means one Principal, who may have two different Identities at two different Providers.)

(b) The mechanism mentioned in (a) SHALL ensure that each Provider SHALL NOT be able to determine Identity Attributes of the Principal stored by the other Provider.







MWS
6214
(a) A Provider SHALL be able to obtain Authorisation from the Principal to federate the Principal’s Identities.

(b) A Principal MAY delegate authority to federate its Identity.

(c) There SHALL be a mechanism for a Provider to prove that federation took place with Authorisation from the Principal.







MWS
6216
A Provider MAY be required to maintain evidence to support a claim of Non-repudiation for either the Principal Authorisation or the delegated Authorisation, if the terms of the trust relationship between the Principal and the Provider requires it
.







MWS
6217
An IMF SHALL support a mechanism for a Provider to prompt the Principal for Authorisation to federate that Principal's Identity at one Provider with that Principal's Identity at another Provider.







MWS
6218
An IMF SHALL support a:

(a) Mechanism for a Principal to supply information in a message to a Service Provider that indicates the Principal's Authorisation to allow the Service Provider to federate their Identity at the Service Provider with their Identity at an Identity Provider;

(b) Mechanism for a Principal to provision Authorisation to federate their Identity in a profile/configuration;

(c) Mechanism for a Principal to provision Authorisation to delegate the ability to federate their Identity in a profile/configuration file.







MWS
6219
An IMF SHALL support: 

(a) A mechanism to de-federate a Principal's Identity at one Provider with the Principal's Identity at another Provider;

(b) The ability for a Principal to initiate a De-federation;

(c) The ability for a Principal to delegate the authority to de-federate its Identity;

(d) The ability for a Provider to initiate a De-federation.







MWS
62110
When
 the terms of business relationship require it, a Provider SHALL notify another Provider of one or more De‑federation requests.







MWS
62111
When De-federation occurs, a Provider that has collected any information about the Federation of the Principal's Identity SHALL delete the information that was created at the time of Federation.







MWS
62112
An IMF SHALL support a mechanism for any one Provider to notify any other Provider of one or more De-federations (i.e. De‑federation of one End User’s Identities, or bulk De-federation of multiple End Users’ Identities).







MWS
62113
An IMF SHALL allow:

a) the use of multiple Authentication mechanisms;

b) the creation of / update of a set of Authentication mechanisms by the Identity Provider;

c) the provisioning of the Authentication mechanisms to be used based on criteria agreed between the Providers.







MWS
62114
The OMA IMF specification SHALL include a list of Authentication Contexts
 (groupings of Authentication mechanisms that Providers can use to categorise the security level of Authentication methods), which MAY be used by Providers.







MWS
62115
An IMF SHALL support a:

(a) Mechanism for a Service Provider to request an Identity Provider for an Authentication Assertion corresponding to a specified Principal.

(b) Mechanism that allows the request in (a) to be redirected via the Principal.







MWS
62116
An IMF SHALL support a mechanism for an Identity Provider to respond to a Service Provider with an Authentication Assertion corresponding to a specified Principal.







MWS
62117
An IMF SHALL support a means for a Service Provider to indicate to an Identity Provider the acceptable type(s) of Authentication mechanism(s) that the Identity Provider may use to authenticate the Principal.







MWS
62118
An IMF SHALL support:

(a) A means for an Identity Provider to indicate to a requesting Provider that it does not support the requested Authentication mechanism(s);

(b) A means for an Identity Provider to indicate to a requesting Provider the specific type(s) of Authentication mechanism(s) supported by the Identity Provider.







MWS
62120
An IMF SHALL support:

(a) A mechanism for an Identity Provider to convey to other Providers the Authentication method(s) that was(were) used to authenticate the Principal;

(b) A mechanism for a Provider to request re-Authentication of the Principal by the Identity Provider;

(c) A mechanism that permits an Identity Provider to re-authenticate a Principal.







MWS
62121
An IMF SHALL support a mechanism for Single Log Out.








MWS
62123
The service agreement between the Principal and the Attribute Provider, the Identity Provider and the Service Provider SHOULD govern aspects such as when, how, and under what conditions actions by the Principal or the Principal's delegate may be permitted.

An IMF SHALL provide a mechanism to allow provisioning of conditions that govern aspects such as when, how, and under what conditions actions by the Principal or the Principal's delegate may be permitted.







MWS
62124
Business agreements and potentially trust relationships MAY be needed between the Providers belonging to an Affiliation.







MWS
62125
An IMF SHALL support a mechanism for a Service Provider that is a member of an Affiliation to request Federation of a Principal's Identity at an Identity Provider with the Affiliation.







MWS
62126
An IMF SHALL support a mechanism for a Provider to request another Provider for a list of members in an Affiliation.








MWS
62127
An IMF SHALL support a:

(a) Mechanism for a Service Provider to convey in a request that it is acting on behalf of an Affiliation;

(b) Mechanism for a Service Provider to present the appropriate proof of the delegated authority
 it claims to have.







MWS
62128
An IMF SHALL support a mechanism and guidelines for a Provider to verify that another Provider is a member of an Affiliation.







MWS
62129
An IMF SHALL support a mechanism for
 an Identity Broker:

(a) to allow Federation of End User Accounts at an Identity Provider and a Service Provider in different Circles Of Trust that do not have a business relationship, provided each has a business relationship with the Identity Broker; 

(b) to convey the Address of an Identity Provider in a response message to a Service Provider.







MWS
62130
Business agreements established between Providers MAY govern whether an Identity Broker may be used to allow Federation of End User Accounts at an Identity Provider and a Service Provider.







MWS
62131
An IMF SHALL provide the following mechanism: 

Where Federation was created through an Identity Broker, if the SP (or the IDP) end their business relationship with the Identity Broker, then the Identity Broker SHALL be able to notify the IDP (or SP) that the termination took place. (This is so that the IDP or SP know that they SHOULD tear down the Federation and, if an Authentication session was open and was only possible because of that Federation, the Authentication.)







MWS
62133
An IMF SHALL include a mechanism for a Provider to be able to determine that it previously introduced two other Providers to each other across Circles Of Trust.







MWS
62134
An IMF SHALL support a mechanism for a Provider to convey a chain of Authentication Assertions
 in its response to another Provider.







MWS
62135
When (chains of) Authentication Assertions are sent, they SHALL be protected from unauthorised modification (e.g. insertion, deletion).







MWS
62136
An IMF SHALL support a mechanism for a Provider to differentiate between a single Authentication Assertion and a chain of Authentication Assertions
.







MWS
62139
Audit trails MAY need to track the assignment of Identities, the Federation of Identities, the validation of Identities, and the association of Attributes with a particular Identity. Therefore an IMF SHALL include mechanisms for a Provider to be able to trace the assignment of Identities, the Federation of Identities, the validation of Identities, and the association of Attributes with a particular Identity.







MWS
6221
An IMF SHALL allow for different Attributes of the same Principal to be stored at different Attribute Providers.







MWS
6222
An IMF SHALL support the: 

(a) Ability for a Principal or Principal's delegate to store, modify or delete the Principal's Attributes at an Attribute Provider;

(b) Ability (subject to a Principal's consent) of the Attribute Provider to provide a level of confidence regarding the accuracy of the Attribute stored.







MWS
6223
An IMF SHALL allow:

(a) A Principal to set permissions for the release of their Attributes stored at an Attribute Provider;

(b) An Attribute Provider to check a Principal’s permissions prior to Attribute release;

(c) An Attribute Provider to indicate to Principals (e.g. End Users / Service Providers) its policy for Attribute release.







MWS
6224
An IMF SHALL support a mechanism that allows a Service Provider to query an Attribute Provider or Attribute Broker for an Attribute Class.







MWS
6225
An IMF SHALL support the ability for a Principal to be able to set permissions 
indicating whether or not they allow Identity Brokers to aggregate their Attributes.







MWS
6226
The Service Provider interface to an Attribute Broker SHALL be the same as the Service Provider interface to an Attribute Provider (i.e. The SP SHOULD not be able to tell the difference).







MWS
6227
An IMF SHALL support a mechanism for an Attribute Broker to obtain Attributes from different Attribute Providers and aggregate them.







MWS
6228
An IMF SHALL support a mechanism for a Service Provider to query an Attribute Provider or Attribute Broker for multiple Attribute Classes in a single request.







MWS
6229
An IMF SHALL support a mechanism for an Attribute Provider or Attribute Broker to convey multiple Attribute Classes in a single response.







MWS
62210
An IMF SHALL support asynchronous Attribute responses.







MWS
62211
An IMF SHALL support a mechanism that allows a Service Provider to query for a Principal's Attributes without associating the Identifier used in the query with the Identity of the Principal.







MWS
62212
An IMF SHALL support a mechanism for a Service Provider to deny a request for a service and the ability to convey the reason for denial if appropriate.







MWS
62213
An IMF SHALL support a mechanism for an Attribute Provider
 that receives a request to respond with partial information.







MWS
62214
An IMF SHALL support the ability for a Provider to indicate and provide proof that the contents of the message being sent are under a business agreement.







MWS
62215
An IMF SHALL support a mechanism for a Service Provider to associate Usage Directives with the corresponding Attributes that are being requested.







MWS
62216
An IMF SHALL support a mechanism for an Attribute Provider to associate Usage Directives with the corresponding Attributes that are being included.







MWS
62217
When the Usage Directive in the Attribute request does not satisfy the permissions set by the Principal for release of the Attribute Class, it SHALL be possible for the Attribute Provider or Attribute Broker to deny the request and optionally include a list of acceptable Usage Directives for release of the Attribute Class.







MWS
62218
It SHALL be possible for an Attribute Provider to determine whether a certain Usage Directive is privacy-stricter than another.







MWS
62219
An IMF SHALL support a: 

(a) Mechanism that allows an Attribute Provider or Attribute Broker to register at a Discovery Service.

(b) Mechanism that allows an Attribute Provider or Attribute Broker to include the Attribute Classes that it supports, in the registration performed in (a).

(c) Mechanism that allows a Service Provider to query a Discovery Service for the Address(es) of Attribute Provider(s) or Attribute Broker(s) that host the Principal's Attribute Class(es).







MWS
62221
When a Service Provider queries an Attribute Provider or Attribute Broker (an IDP could also be an Attribute Provider or Broker in this case) for one or more Attribute Classes of a Principal, an IMF SHALL allow:

(a) The Attribute Provider (or Broker) to query the Principal directly.

(b) The Attribute Provider (or Broker) to request the  Service Provider to redirect the Principal to the Attribute Provider (or Broker), so that the Attribute Provider or Attribute Broker may query the Principal directly.

(c) The Attribute Provider (or Broker) to request the Service Provider itself to query the Principal directly, and then pass the result back to the Attribute Provider (or Broker).







MWS
62222
When a 
Service Provider queries an Attribute Provider or Attribute Broker for one or more Attribute Classes of a Principal, there SHALL be a trust relationship between the entities involved in the request. Such a trust relationship includes direct trust as well as brokered trust.







MWS
62223
An IMF SHALL allow an Attribute Provider or Attribute Broker to register and de-register Attribute Classes of a Principal at a Discovery Service.







MWS
62220
When a Provider or Broker requests registration at a Discovery Service, an IMF SHALL provide a mechanism for the Discovery Service to authorise that the registration is allowed.







LOC
001
It SHALL be possible for a SP to query a Discovery Service for Attributes pertaining to a Principal different from the Principal with whom the Service Provider is interacting. 
Location – Friend Finder UC – Principal referencing






DRM
002
An IMF SHALL support (and be able to distinguish between) Mobile Terminal Identities, Provider Identities, End User Identities, and Rights Object Identities.
DRM – Device Identity






DRM
003
It SHALL be possible to map a Rights Object to a combination of Mobile Terminal Identities and End User Identities, as required by a specific use case.







DRM
004
An IMF SHALL support the use of a Smart Card (e.g. an operator SIM card) as a possible secure container for an End User’s Identity.
Smart Card






DRM
005
It SHALL be possible to authenticate the source of protected content.
Rights Issuer Authentication






DM
006
It SHALL be possible for a provisioning function to erase a previous End User’s Identity information from a Mobile Terminal without first being able to access the previous End User’s Identity information.







DM
007
It SHALL 
be possible for a provisioning function to reset a Mobile Terminal to its initial state (i.e. erase all End User Identity information) without first being able to access this information.







DM
008
It SHALL be possible for a provisioning function to access a Mobile Terminal’s current Identity Information 
in order to determine whether the Mobile Terminal’s current Identity information may be changed.







DM
009
It SHALL be possible for a provisioning function (e.g. initiated by insertion of a new SIM Smart Card) to change a Mobile Terminal’s settings to those of a new mobile operator. The previous mobile operator MAY be required to relinquish control of the Mobile Terminal before the new mobile operator can provision the Mobile Terminal for its network.







DM
011
An enterprise (or other none mobile operator provisioning Provider) SHALL be able to de-provision a particular Mobile Terminal from the list of Mobile Terminals allowed to access a particular service.







DM
012
The owner of Identity information on a Mobile Terminal SHALL be able to authorise other Entities to access and/or change Identity information on the Mobile Terminal on their behalf.







DM
013
The Entity in control of a Mobile Terminal’s Identity information SHALL be able to transfer control of the Mobile Terminal’s Identity information to a different Entity.







DM
014
Proof of an End User’s Authorisation
 to access service preferences (stored in the Mobile Terminal) can reside in the Mobile Terminal or in a network.
DM – New Device Purchase use case






DM
015
It SHALL be possible for a mobile operator to define / update network parameters on a Mobile Terminal.







DM
016
It SHALL be possible for a mobile operator to delegate Authorisation to update parameters on a Mobile Terminal to an Agent.







DM
017
It SHALL be possible for a Device Management Server to discover a Mobile Terminal and authenticate it.







DM
018
(a) It SHALL be possible for multiple Entities to access / modify Identity information on the Mobile Terminal. It SHALL also be possible for one Entity to have an overriding capability.
(b) One Entity SHALL be able to delegate its capability to access / modify Identity information on a Mobile Terminal to another Entity.







DM
019
It SHOULD
 be possible for an enterprise to store security credentials on a Smart Card.







DM
020
Where there are multiple possible containers for an End User’s Identity, it SHALL be possible for the most secure container to override the others.







DM
021
It SHALL be possible to determine the level of security of a container of Identity information (e.g. that stores an Identifier, an Identity Credential, preferences, or Attributes) in order to allow appropriate setting of policy.







DM
022
Bootstrap Provisioning for used devices
- requirements need to be defined







GRP
090
(a) A Group SHALL be handled as a type of Principal, with its own Identity.

(b) Identity Attributes directly relevant to a Group’s Identity SHALL be supported as Attributes of that Group (e.g. Group Identifier, Group member Identifiers, Group ‘active status’ etc.).







PoC
023
(a) It SHALL be possible to identify Group members.

(b) When a Principal is invited to join a Group, information about the Group Host’s Identity and the Group’s Identity SHALL be presented to the Principal.
(c) It SHALL be possible for a Group to set preferences for which Principals may join the Group and which Principals may not.

(d) It SHALL be possible for a Principal to join a Group (without having a specific invitation) if the Principal knows the Group’s Identifier (i.e. its name) and the Group Host’s Identifier (i.e. its name). (This assumes that the Principal is allowed to join the Group according to the Group’s preferences.
)







PoC
024
Identifiers of those Principals
 present in a Group session SHOULD be available on the Mobile Terminals of the Principals.







PoC
025
Where a Principal contacts a Mobile Terminal, an Identifier for the Principal SHOULD be available to the Mobile Terminal (e.g. caller ID).







PoC
026
It SHOULD be possible for an End User to create a Group.







PoC
027
Privacy of open group's ad hoc members SHOULD be protected. To be checked further with Group analysis.








PoC
028
It SHALL be possible for a Principal to use a pseudonym as an Identifier within a Group.







GAME
029
(a) An IMF SHALL support a notification service when a Principal’s Identity Attributes change.

(b) A Principal (and an Attribute Provider) SHALL be able to set permissions to control which other Principals may be notified of changes in their Identity Attributes.
(c) An IMF SHALL support a mechanism to allow an appropriately authenticated and authorised Principal (or its delegate) to subscribe to receive notifications when the Identity Attributes of another, specified Principal are modified.







GAME

PRSNCE
030
….








PRSNCE
031
An IMF SHALL support the linking of a network-based Identity to a locally maintained Identifier (e.g. a nickname in an address book).







PRSNCE
032
An IMF SHALL allow one Identity service to subscribe to another Identity’s notification service. 







PRSNCE
033
An IMF SHALL allow Identity based Discovery of services.







PRSNCE
034
….








PRSNCE
035
It SHALL be possible to delegate the management of Identity information to applications and services.







PRSNCE
036
(a) An IMF SHALL include a mechanism for a Principal to specify the validity conditions (time SHALL be supported as one of these conditions) for an Attribute stored by an Attribute Provider.
(b) The mechanism in (a) SHALL specify what action SHALL take place if the validity conditions are not met.







PRSNCE
037
Identity Management relies on resolution of identifiers to individuals. Discovery mechanisms.








PRSNCE
038
Use of Authorization Categories as part of the policy data associated with Presence attributes. 
(came from Presence discussion) TBD further








PEEM
039
An IMF SHALL support dynamic registration of all types of Identity Credentials supported for accessing a registered application (e.g. an IMF SHALL allow discovery of a change of supported Identity Credentials by an application). This implies that there SHALL be a mechanism to publish and discover new Credentials that were created on the fly).







PEEM
040
An IMF SHALL support standard mechanisms for registration of changes in their request or response interface (e.g. to allow a policy evalaution and enforcement enabler to discover such changes).







PEEM
041
An IMF SHALL support a standard interface to a policy evaluation and enforcement enabler (e.g. to allow for the execution of policies as set by the Principal, the owner of the resource, or the owner of the application/service).







PEEM
042
There SHALL be no impact to the quality of experience of using IMF-enabled services (e.g. performance, behaviour) due to a Principal roaming across mobile networks (roaming in the traditional cellular sense).







PEEM
043
A Principal SHALL be able to use their Mobile Terminal to authorise who may receive their Attribute (e.g. location) information.







PEEM
044
An IMF SHOULD
 support different roles
 and permissions for access to and usage of Identity Attributes. 

(e.g. on a 'per Attribute' basis it SHOULD
 be possible for a Principal to specify which Attribute requestors may use an Attribute and which Attribute requestors may not. e.g. SP vs. IDP or administrator vs. employee vs. 3rd party)







PEEM
045
An IMF SHOULD support dynamic establishment of trust between two Providers (e.g. IDP/IDP or SP/IDP). This MAY require a mutually trusted 3rd party to introduce the IDP/IDP or SP/IDP.







PEEM
046
When policies relating to the usage of Identity information 
are updated (e.g. by a Principal, the Principal’s delegate, or the owner of a resource), an IMF SHALL always be able to use (and enforce) the most up-to-date policies. 







PEEM
047
IMF-compliant enablers SHALL define and register all Assertions they may produce, including the conditions under which they would produce such an Assertion. (This is required in order for IMF policies to be able to take into account the results of an evaluation carried out by another enabler – e.g. an Authentication or an Authorisation Assertion.)







NTRPRS

048
An IMF SHALL support different methods
, strengths and contexts of Authentication (e.g. to meet the needs of confidential enterprise applications and services). 







NTRPRS
049
SSO SHOULD work across Authentication Domains 
(e.g. to allow access to enterprise applications from outside an intranet). 







NTRPRS
050
An IMF SHALL allow delegation of authority from one Principal to another Principal (e.g. from an operator to an enterprise, or vice versa).







NTRPRS
051
It SHALL be possible to create, share, and manage the lifecycle of application-specific Identity Attributes. (A solution for this requirement should consider common data models). 









 … 









NTRPRS
053
Where operators and enterprises 
both offer IDP services, applications and services for an End User SHALL be able to work with both IDPs (e.g. applications and services SHALL work for an End User who has both a customer Identity
 and an employee Identity
). 







NTRPRS
054
….








NTRPRS
055
It SHALL be possible for an application or service to request (separate) End User Authentication from multiple different IDPs, in order to create a higher level of trust for the Authentication of an End User. (An analogy to help explain this is when a car rental company requires two different credit card Authorisations before renting out a top of the range car.) 







NTRPRS
056
….








NTRPRS
057
….








NTRPRS
058
An appropriately authenticated and authorised application or service SHALL be able to discover the Identity of a Mobile Terminal, in order to determine the capabilities of that Mobile Terminal. 







NTRPRS
059
…








NTRPRS
060
It SHALL be possible for End Users to have multiple profiles, and it SHALL be possible to segregate one profile from another (e.g. for private use and business use). 







NTRPRS
061
The owner of a device management infrastructure that an End User’s Mobile Terminal is currently configured by SHALL be able to provision and monitor changes to the End User’s Identity information stored within that Device Management Tree on the Mobile Terminal. (Different Device Management Servers MAY control different parts of the same Mobile Terminal.) 







NTRPRS
062
….








NTRPRS
063
When an End User subscribes to the Identity services of two different IDPs, the End User SHALL be able to set their SSO and SLO preferences in such a way that it covers all uses, including:

(a) SSO at either IDP and/or SLO at either IDP;
(b) SSO at just one IDP and/or SLO at just one IDP.







NTRPRS
064
….








NTRPRS
065
….








NTRPRS
066
The ability of a Provider to support SSO / SLO SHALL be published / discoverable in a standard way.







NTRPRS
067
An IMF SHOULD allow any two communicating entities
 to mutually authenticate. 








NTRPRS
068
An IMF SHOULD allow any entity to request Authentication of an unsolicited source. 







NTRPRS
069
An IMF SHALL include 
support for a special Attribute called ‘Alternate Principal’, which SHALL be used to find an alternative path to reach the original Principal (e.g. if one method of authenticating a Principal is unavailable then alternative paths to the Principal will be repeatedly sought until the original Principal has been authenticated successfully). 








MCC
071
It MAY be possible
 for a Service Provider to interrogate an Identity Provider (or a Discovery Service Provider) in order to determine a specified End User’s Payment Service Provider preferences (this is just an identity attribute of a user).







MCC
072
(a) It SHALL 
be possible for a Service Provider to request a Payment Service Provider to tell the Service Provider what the maximum allowed transaction value is for a particular Principal for a service.
(b) It SHALL be possible for a Payment Service Provider to respond to a Service Provider to notify them of the maximum transaction value
 allowed for a particular Principal for a service. (This maximum allowed transaction value could then be used by the SP to charge for a service cumulatively until the maximum value allowed is reached.) 







MCC
073
(a) It SH
ALL be possible to transfer an End User’s Identity information from the End User’s Mobile Terminal to another terminal (e.g. a Point of Sale terminal) locally (e.g. to support transaction services).
(b) Where an End User’s Identity information is transferred from their Mobile Terminal to another Terminal it SHALL be possible for the End User to control what data can be transferred.
(c) It SHALL be possible for the End User to authorise the transfer of their Identity information by providing input either on their own Mobile Terminal, or on the receiving Terminal (e.g. Point of Sale terminal).







MCC
074
….








DL
075
It SHALL be possible for applications on Mobile Terminals to have authorised access to End User Identity information.







IM
076
An IMF SHALL allow multiple Mobile Terminal Identities to be associated with an End User, and the End User SHALL only be able to use one Mobile Terminal (out of their list of Mobile Terminals) at any given time
. 







IM
077
It SHALL be possible to exchange Identity Attributes (eg. presence info) across Authentication Domains / Circles Of Trust.







MCC
078
An IMF SHALL include a mechanism:

(a) for a Service Provider to securely transfer an End User Identity Attribute, which is to be used as an Event Token
, to the End User’s Mobile Terminal.

(b) to securely store an End User Identity Attribute (that is to be used as an Event Token) on a Mobile Terminal.

(c) for an End User to initiate the secure transfer of an End User Identity Attribute (to be used as an Event Token) from the End User’s Mobile Terminal to another (receiving) local terminal, where the End User Identity Attribute could be:

· One or more single-use Event Token(s);

· A subscription Event Token that can be used to gain access to a service / content over a defined period of time.

(The Provider that owns the receiving local Terminal does not have to be federated with the End User’s Identity Provider(s), but MAY have a relationship with the Event Token Issuer in order to check the validity of the Event Token.)







MCC
079
An IMF SHALL include a mechanism for:

(a) Provider1 to be able to request Provider2 for an Assertion (e.g. to identify what Mobile Terminal a specified End User is using, to prove that the End User has been authenticated, or to prove that an End User has authorised a Transaction); 
(b) Provider2 to respond to Provider1 with an Assertion (within the boundaries of End User / Provider2 permissions).







MCC
080
…








MCC
081
An Identity Provider SHALL be able to authenticate an End User even if the End User is using a different Access Network (e.g. a user is roaming), provided the Identity Provider has a business relationship with that Access Network Service Provider
.







CHARGE
082
An IMF SHALL allow a Principal to use multiple different Identities, where each Identity has its own Identifier.







CHARGE
083
In the case where the Access Network Service Provider (e.g. mobile operator, ISP, enterprise IT department) is also acting as an Identity Provider, it SHALL be possible for the Access Network Service Provider to ensure that the End User’s Mobile Terminal SHALL use their IDP settings by default. An End User SHALL also be able to choose to use an alternative IDP on a service by service basis
.







CHARGE
084
An IMF SHOULD make use of existing, unique End User Identifiers for addressing End Users (e.g. MSISDN/IMSI, MDN/MIN
, e-mail address).







CHARGE
085
An IDP SHALL be able to obtain End User Authorisation to consume a service.







CHARGE
086
An IDP SHALL be able to obtain End User Authorization for a transaction (e.g. End User Authorisation for a text string reading "I would like to pay shop.com 20 USD").







CHARGE
087
An IMF
 SHALL be able to authenticate a Mobile Terminal (i.e. to determine whether the Mobile Terminal has at least one, unique, persistent, secured Identity).







CHARGE
088
Where a Mobile Terminal is used to make a service request, an IMF SHALL include a mechanism by which a Provider can ensure that responses can only be returned to that same Mobile Terminal.







CHARGE
089
An IMF SHALL recognise the difference between different forms of Principal Authentication (i.e. something you know (e.g. password), something you have (e.g. device), or something you are (biometrics)).







PRIV
091
(a) It SHALL be possible to transfer an End User’s Attributes between Attribute Providers and Service Providers that are not in the same Circle Of Trust (even without the use of an Identity/Attribute Broker), provided the End User authorises the Attribute transfer.
 (b) Where End User Attributes are shared using the mechanism described in (a), proof of the End User’s Authorisation SHALL be stored (at least) by the Attribute Provider. 







IM
092
It SHALL be possible for one service to subscribe to another Identity-based service.







IM
093

It SHALL be possible for a service acting on behalf of End User A to invoke an Identity service relating to End User B (within the constraints set by End User B). This SHALL be possible when:

· End User A and End User B use either the same or different IDPs.

· The SP that provides a service for End User A is in either the same or a different Circle of Trust from the SP that provides a service for End User B.

(e.g. this could be used to enable a friend finder service to get the current location of another user, or to enable a buddy list to access the presence of another user).







IM
094
An IMF SHALL support an Identity Attribute that defines the lifetime of that Identity.







IM
095
An IMF SHALL support the use of an Attribute that describes the preferred Mobile Terminal that SHOULD be used for a particular service.



















Do we need an automatic way (between IMS and IMF) that will allow the population of IMS public attributes (that are required for some IMF services) in an IMF (e.g. IDP Discovery Service)



























6.1 High-Level Functional Requirements

<Ref: Use Case Title> 


Table 12: High-Level Functional Requirements

6.1.1 Security

<Ref: Use Case Title, HLFR>


Table 13: High-Level Functional Requirements – Security Items

6.1.2 Charging

<Ref: Use Case Title, HLFR>


Table 14: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

<Ref: Use Case Title,  HLFR>


Table 15: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

<Ref: Use Case Title, HLFR>


Table 16: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

<Ref: Use Case Title, HLFR>


Table 17: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

<Ref: Use Case Title, HLFR>


Table 18: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>


Table 19: High-Level Functional Requirements – Security Items

6.3 System Elements

System Element <letter>:
<System Element Description>
<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>

Table 20: System Elements

6.3.1 System Element A

<Nr.>


Table 21: Requirements for System Element <A>

6.3.1.1 Interfaces to System Element X

6.3.1.2 Interfaces to System Element Y

6.3.2 Network interfaces

<Nr.>
<Ref: SE (letter)>


Table 22: Requirements for Network Interfaces
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�PAGE \# "'Page: '#'�'"  ��Need to check whether there was a separate work item for this, or whether it was done within the scope of Work Item 0049?
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�PAGE \# "'Page: '#'�'"  ��Based (approximately) on MWS Use Case 11


�PAGE \# "'Page: '#'�'"  ��Is this in line with IMF Group thoughts?


�PAGE \# "'Page: '#'�'"  ��Is this in line with IMF Group thoughts?


�PAGE \# "'Page: '#'�'"  ��Is this in line with IMF Group thoughts?


�PAGE \# "'Page: '#'�'"  ��This is based on MWS NI input, but I wonder whether there are security concerns for this? Why should the location AP trust the MTSP?


�PAGE \# "'Page: '#'�'"  ��Change to Mobile Terminal?


�PAGE \# "'Page: '#'�'"  ��MWS response (summary): Typical communicating provider scenarios include: IdP-SP, SP-IdP, SP-AP, AP-SP. An SP-SP communication is typically not within the scope of this discussion. **BUT** IMF definition of ‘Provider’ is: An entity that performs one or more of the provider roles in identity management framework, for example Attribute Provider, Service Provider or Identity Provider.


�PAGE \# "'Page: '#'�'"  ��I’m surprised this isn’t SHALL NOT. Can anyone remember any changes that we made here?


�PAGE \# "'Page: '#'�'"  ��Remember scenario where regulation forces Provider to maintain evidence (as opposed to just a business requirement). Also, think about whether it is currently written as a specification req or an implementation req?


�PAGE \# "'Page: '#'�'"  ��Replace with: ‘When a Provider performs a De-federation, it SHALL notify the other Provider involved in the Federation that the De-federation is taking place’. ??
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�PAGE \# "'Page: '#'�'"  ��Is there a definition of single sign out? Also, the order of this requirement comes before we mention single sign on!
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�PAGE \# "'Page: '#'�'"  ��Is this just referring to in affiliations, or is it a general requirement?


�PAGE \# "'Page: '#'�'"  ��IMF should have an AP to look into the concept of brokering for the use of not having to poll IDPs to find out which one a particular End User is registered at. – i.e. identity brokering within one circle of trust…


�PAGE \# "'Page: '#'�'"  ��Must remember to include a definition and/or a use case for ‘chain of authentication assertions’. Should probably be covered within the definition of ‘authentication assertion’.


�PAGE \# "'Page: '#'�'"  ��We must ensure we have a use case to explain this.


�PAGE \# "'Page: '#'�'"  ��This is duplicate of 6223a.


�PAGE \# "'Page: '#'�'"  ��Within IMF we weren’t sure whether this meant just in the context of attributes, or whether it was a more general requirement. MWS said that they believed it was just for attributes. However, we can think of cases where it could be a general requirement (e.g. ask to federate a whole batch of users, but only some of them may be federated, so a partial OK response would be sent back). If it is general, then we should consider moving it to a different, more general section of the requirements (and make it ‘Provider’ instead of ‘Attribute Provider’).


�PAGE \# "'Page: '#'�'"  ��MWS preferred to call this a context requirement than a business requirement (i.e. it’s an assumption that is required for other requirements to be possible)


�PAGE \# "'Page: '#'�'"  ��Is this actually different from 006?


�PAGE \# "'Page: '#'�'"  ��Is this about the Mobile Terminal’s Identity, or the End User’s Identity?


�PAGE \# "'Page: '#'�'"  ��I’m really not sure I didn’t change the meaning of this requirement when I updated the English.


�PAGE \# "'Page: '#'�'"  ��In req 062 we have the same req, but with SHALL instead of SHOULD…


�PAGE \# "'Page: '#'�'"  ��This still needs to be made into a requirement!


�PAGE \# "'Page: '#'�'"  ��New proposal from RD Editor… as a result of thinking about the surrounding requirements.


�PAGE \# "'Page: '#'�'"  ��Comment above stands here too


�PAGE \# "'Page: '#'�'"  ��Should this be End Users instead?


�PAGE \# "'Page: '#'�'"  ��Need to think about this one more…
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�PAGE \# "'Page: '#'�'"  ��Now covered in req 029.
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�PAGE \# "'Page: '#'�'"  ��This isn’t a requirement the way it is. Must be updated…


�PAGE \# "'Page: '#'�'"  ��I think this SHOULD should be a SHALL


�PAGE \# "'Page: '#'�'"  ��We don’t have a definition for roles. I think we should consider a different word here?


�PAGE \# "'Page: '#'�'"  ��Again, I think it should be SHALL


�PAGE \# "'Page: '#'�'"  ��This req has NOT yet been agreed by IMF.


�PAGE \# "'Page: '#'�'"  ��Remember service identities. Remember application identities.


�PAGE \# "'Page: '#'�'"  ��Is this req a duplicate of 62113? Should we just modify 62113 if required?


�PAGE \# "'Page: '#'�'"  ��IMF still wish to have further discussion about this.


�PAGE \# "'Page: '#'�'"  ��The requirement here was a duplicate of req 090.





�PAGE \# "'Page: '#'�'"  ��I think this one may need some more discussion… I’m not sure it’s needed, provided both the operator and the enterprise follow the standards for being an IDP…


�PAGE \# "'Page: '#'�'"  ��change to Identifier?


�PAGE \# "'Page: '#'�'"  ��Change to Identifier?


�PAGE \# "'Page: '#'�'"  ��I don’t think this is a requirement. Provided the enterprise entity uses the IMF standard, then this will be the case.


�PAGE \# "'Page: '#'�'"  ��I think this is covered by req 62129?
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�PAGE \# "'Page: '#'�'"  ��Also covered by 62129? Should we update 62129 to specifically mention federation to enable SSO and SLO?


�PAGE \# "'Page: '#'�'"  ��Compare with 6122. 6122 says Providers. This requirement says entities (e.g. End User, Mobile Terminal, application, as well as Providers).
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�PAGE \# "'Page: '#'�'"  ��Should we then allow this value to be stored as an attribute at an Attribute Provider?
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�PAGE \# "'Page: '#'�'"  ��I’m not sure that I agree with this requirement.


�PAGE \# "'Page: '#'�'"  ��To be put into the definitions section, as the definition of an ‘event token’.


�PAGE \# "'Page: '#'�'"  ��I think this is now covered by part (b) of req 079.


�PAGE \# "'Page: '#'�'"  ��I’m not sure this restriction is required?


�PAGE \# "'Page: '#'�'"  ��Are these alternative IDP settings then used for ever for that service, or is this just on a session basis?
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�PAGE \# "'Page: '#'�'"  ��An IMF can’t do this. It must be an Entity (e.g. IDP, SP etc.) that authenticates it…
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