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1 Reason for Change

This CR extends the list of policy exceptions in Parlay X and Parlay REST. This reflects experience from production scenarios and can better inform developers regarding the reason for a request failure. This in turn can provide an improved user experience as the developer will be in a better position to either inform the user of any needed action on their part or to retry the request with valid information. The coarse exceptions which provide no details are also kept in case an implementation does not want to compromise their system by providing details of the failure.
Each exception is accompanied by a suggested HTTP error code as discussed in GSMA ACCESS.  This CR is input the Payments TS; please see also CR 0346 which suggests common codes that can be incorporated into all REST NetAPIs as well as the broader OMA exception framework across all APIs.
Note that the fault sections now include the existing Parlay X codes with the addition of the appropriate HTTP response code. This is also more convenient for implementers/developers as the exceptions are now documented inline rather than as a reference to an external specification.

2 Impact on Backward Compatibility

Section 7, Fault definitions would change to reflect the agreed new Policy exceptions. Examples of exceptions would also change. This would be a non-backward compatible change.
3 Impact on Other Specifications

Any TS to which a new exception applied would reflect the change in the ‘Fault definitions’ section and the changing of examples. This would be a non-backward compatible change.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to agree the new list of exceptions and to map them to new IDs.
6 Detailed Change Proposal

Change 1:  List of policy exceptions for REST – NetAPI Payments
7. Fault definitions

7.1 Service Exceptions
Service Exceptions are inherited from [TS Commons]. For Payments, the following additional exceptions apply, taken from [3GPP 29.199-6]. 
7.1.1 SVC0007: Invalid charging information
	Name
	Description

	MessageID
	SVC0007

	Text
	Invalid charging information

	Variables
	None

	HTTP response
	400 Bad request


7.1.2 SVC0270: Charge failed
	Name
	Description

	MessageID
	SVC0270

	Text
	Charging operation failed, the charge was not applied

	Variables
	None

	HTTP response
	400 Bad request


NOTE: 007 & 270 do not give reason for failure, which can protect servers from vulnerability/probing attacks. However where possible and safe an implementation may provide a more detailed reason why the charge failed to assist developers.

7.2 Policy Exceptions

The following Policy Exception codes are defined for the Payment API, in addition to those from [TS-Commons] . This list includes the codes from [3GPP 29.199-6] with the addition of the appropriate HTTP response code, as well as new Policy Exceptions introduced by this specification. 
7.2.1 POL0252: Refunds not supported
	Name
	Description

	MessageID
	POL0252

	Text
	Refunds not supported

	Variables
	None

	HTTP response
	403 Forbidden


7.2.2 POL0253: Payment operation refused by user
	Name
	Description

	MessageID
	POL0253

	Text
	Payment operation not authorised by user

	Variables
	None

	HTTP response
	400 Bad request


7.2.3 POL0254: Chargeable amount exceeded
	Name
	Description

	MessageID
	POL0252

	Text
	The amount exceeds the operator limit for a single charge

	Variables
	None

	HTTP response
	400 Bad request


7.2.4 POL0255: Insufficient credit
	Name
	Description

	MessageID
	POL0255

	Text
	User has insufficient credit for transaction

	Variables
	None

	HTTP response
	400 Bad request


7.2.5 POL0256: Periodic charge threshold exceeded
	Name
	Description

	MessageID
	POL0256

	Text
	The %1 operator charging limit for this user has been exceeded

	Variables
	%1 – the time period (daily, weekly, monthly etc.)

	HTTP response
	400 Bad request


7.2.6 POL0257 Charge velocity exceeded
	Name
	Description

	MessageID
	POL0257

	Text
	The charge happened too soon after the previous one.

	Variables
	none

	HTTP response
	400 Bad request


7.2.7 POL0258 Refund exceeds original charge amount
	Name
	Description

	MessageID
	POL0258

	Text
	The refund amount exceeds the original amount charged %1

	Variables
	%1 – the original amount charged

	HTTP response
	400 Bad request


7.2.8 POL0259 Refund below minimum refundable amount
	Name
	Description

	MessageID
	POL0259

	Text
	The refund amount is less than then minimum refundable amount supported %1

	Variables
	%1 – the minimum refundable amount supported

	HTTP response
	400 Bad request


7.2.9 POL0260 originalServerReferenceCode not provided
	Name
	Description

	MessageID
	POL0260

	Text
	A refund request requires the originalServerReferenceCode for the charge that is being refunded

	Variables
	none

	HTTP response
	400 Bad request


7.2.10 POL0261 originalServerReferenceCode not valid
	Name
	Description

	MessageID
	POL0261

	Text
	The originalServerReferenceCode is not valid

	Variables
	none

	HTTP response
	400 Bad request


7.2.11 POL262: Payment declined
	Name
	Description

	MessageID
	POL0262

	Text
	Alternative payment (credit card / other non-operator payment) method was declined

	Variables
	None

	HTTP response
	400 Bad request


Change 2:  Another change

<insert change info here>
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