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1 Reason for Change

Add Appendix G.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The recommendation to the group is to agree with the proposed changes.
6 Detailed Change Proposal

Change 1 – add normative reference:
	[Autho4API_10]
	“Authorization Framework for Network APIs”, Open Mobile Alliance™, OMA-ER-Autho4API-V1_0, URL: http://www.openmobilealliance.org/


Change 2 – replace Appendix G with following text:
Appendix G. Authorization aspects
(Normative)

This appendix specifies how to use the RESTful Address Book API in combination with some authorization frameworks.

G.1 Use with OMA Authorization Framework for Network APIs

The RESTful Address Book API MAY support the authorization framework defined in [Autho4API_10].

A RESTful Address Book API supporting [Autho4API_10]:

· SHALL conform to section D.1 of [REST_NetAPI_Common]; 

· SHALL conform to this section G.1. 

G.1.1 Scope values

G.1.1.1 Definitions

In compliance with [Autho4API_10], an authorization server serving clients requests for getting authorized access to the resources exposed by the RESTful Address Book API:

· SHALL support the scope values defined in the table below;

· MAY support scope values not defined in this specification.

	Scope value
	Description
	For one-time access token

	oma_rest_addressbook.all_{apiVersion}
	Provide access to all defined operations on the resources in this version of the API. The {apiVersion} part of this identifier SHALL have the same value as the “apiVersion” URL variable which is defined in section 5.1. This scope value is the union of the other scope values listed in next rows of this table.
	No

	oma_rest_addressbook.contacts
	Provide access to all defined operations on contacts.
	No

	oma_rest_addressbook.lists
	Provide access to all defined operations on lists.
	No

	oma_rest_addressbook.subscr
	Provide access to all defined operations on subscriptions.
	No

	oma_rest_addressbook.shared
	Provide access to all defined operations on shared contacts/lists.
	No

	oma_rest_addressbook.rules
	Provide access to all defined operations on authorization rules for shared contacts/lists.
	No


Table 1: Scope values for RESTful Address Book API

G.1.1.2 Downscoping

In the case where the client requests authorization for “oma_rest_addressbook.all_{apiVersion}” scope, the authorization server and/or resource owner MAY restrict the granted scope to some of the following scope values:

· “oma_rest_addressbook.contact”

· “oma_rest_addressbook.list”
· “oma_rest_addressbook.subscr”
· “oma_rest_addressbook.rule”
G.1.1.3 Mapping with resources and methods

Tables in this section specify how the scope values defined in section G.1.1.1 for the RESTful Address Book API map to the REST resources and methods of this API. In these tables, the root “oma_rest_addressbook.” of scope values is omitted for readability reasons.

	Resource
	URL
Base URL: http://{serverRoot}/addressbook/{apiVersion}
	Section refe-rence
	HTTP verbs

	
	
	
	GET
	PUT
	POST
	DELETE

	Collection of contacts
	/{userId}/contacts
	6.1
	all_{apiVersion} or
contact
	n/a
	n/a
	n/a

	Individual contact  
	/{userId}/contacts/{contactId}
	6.2
	all_{apiVersion} or
contact
	all_{apiVersion} or
contact
	n/a
	all_{apiVersion} or
contact

	Attributes for a contact
	/{userId}/contacts/{contactId}/attributes
	6.3
	all_{apiVersion} or
contact
	n/a
	n/a
	n/a

	Individual attribute for a contact
	/{userId}/contacts/{contactId}/attributes/[ResourceRelPath]
	6.4
	all_{apiVersion} or
contact
	all_{apiVersion} or
contact
	n/a
	all_{apiVersion} or
contact

	Collection of shared contacts 
	/{userId}/shared/{otherUserId}/contacts
	6.18
	all_{apiVersion} or
contact
	n/a
	n/a
	n/a

	Individual shared contact 
	/{userId}/shared/{otherUserId}/contacts/{sharedIdentity}
	6.19
	all_{apiVersion} or
contact
	n/a
	n/a
	n/a


Table 2: Required scope values for: managing contacts
	Resource
	URL
Base URL: http://{serverRoot}/addressbook/{apiVersion}
	Section refe-rence
	HTTP verbs

	
	
	
	GET
	PUT
	POST
	DELETE

	Lists 
	/{userId}/lists
	6.5
	all_{apiVersion} or
list
	n/a
	n/a
	n/a

	Individual list 
	/{userId}/lists/{listId}
	6.6
	all_{apiVersion} or
list
	all_{apiVersion} or
list
	n/a
	all_{apiVersion} or
list

	Attributes for a list
	/{userId}/lists/{listId}/attributes
	6.7
	all_{apiVersion} or
list
	n/a
	n/a
	n/a

	Individual attribute for a list
	/{userId}/lists/{listId}/attributes/[ResourceRelPath]
	6.8
	all_{apiVersion} or
list
	all_{apiVersion} or
list
	n/a
	all_{apiVersion} or
list

	Members in a list 
	/{userId}/lists/{listId}/members
	6.9
	all_{apiVersion} or
list
	all_{apiVersion} or
list
	n/a
	n/a

	Individual member in a list 
	/{userId}/lists/{listId}/members/{memberId}
	6.10
	all_{apiVersion} or
list
	all_{apiVersion} or
list
	n/a
	all_{apiVersion} or
list

	Attributes for a member in a list
	/{userId}/lists/{listId}/members/{memberId}/attributes
	6.11
	all_{apiVersion} or
list
	n/a
	n/a
	n/a

	Individual attribute for a member in a list
	/{userId}/lists/{listId}/members/{memberId}/attributes/[ResourceRelPath]
	6.12
	all_{apiVersion} or
list
	all_{apiVersion} or
list
	n/a
	all_{apiVersion} or
list

	Individual member transfer
	/{userId}/lists/{listId}/members/{memberId}/transfer


	6.26
	n/a
	n/a
	all_{apiVersion} or
list
	n/a

	List references
	/{userId}/lists/{listId}/ listReferences
	6.13
	all_{apiVersion} or
list
	n/a
	n/a
	n/a

	Individual list reference
	/{userId}/lists/{listId}/ listReferences/[ResourceRelPath]
	6.14
	all_{apiVersion} or
list
	all_{apiVersion} or
list
	n/a
	all_{apiVersion} or
list

	Collection of shared lists 
	/{userId}/shared/{otherUserId}/lists
	6.20
	all_{apiVersion} or
list
	n/a
	n/a
	n/a

	Individual shared list 
	/{userId}/shared/{otherUserId}/lists/{sharedListIdentity}
	6.21
	all_{apiVersion} or
list
	n/a
	n/a
	n/a

	Individual member information from shared list
	/{userId}/shared/lists/{otherUserId}/{sharedListIdentity}/{memberId}
	6.22
	all_{apiVersion} or
list
	n/a
	n/a
	n/a


Table 3: Required scope values for: managing lists and members in a list
	Resource
	URL
Base URL: http://{serverRoot}/addressbook/{apiVersion}
	Section refe-rence
	HTTP verbs

	
	
	
	GET
	PUT
	POST
	DELETE

	Address Book changes subscriptions 
	/{userId}/subscriptions/abChanges
	6.15
	all_{apiVersion} or
subscr
	n/a
	all_{apiVersion} or
subscr
	n/a

	Individual address book changes subscription 
	/{userId/
subscriptions/ abChanges/{subscriptionId}
	6.16
	all_{apiVersion} or
subscr
	all_{apiVersion} or
subscr
	n/a
	all_{apiVersion} or
subscr


Table 5: Required scope values for: managing subscriptions to notifications about contacts and/or lists changes
	Resource
	URL
Base URL: http://{serverRoot}/addressbook/{apiVersion}
	Section refe-rence
	HTTP verbs

	
	
	
	GET
	PUT
	POST
	DELETE

	Authorization rules
	/{userId}/authorizationRules
	6.23
	all_{apiVersion} or
rule
	n/a
	all_{apiVersion} or
rule
	n/a

	Individual authorization rule
	/{userId}/authorizationRules/{ruleId}
	6.24
	all_{apiVersion} or
rule
	all_{apiVersion} or
rule
	n/a
	all_{apiVersion} or
rule

	Individual authorization rule data
	/{userId}/authorizationRules/{ruleId}/[ResourceRelPath] 
	6.25
	all_{apiVersion} or
rule
	all_{apiVersion} or
rule
	n/a
	all_{apiVersion} or
rule


Table 6: Required scope values for: managing authorization rules for shared contacts/lists/members
