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1 Reason for Change

To resolve below CONRR comment:
	A0053
	2011.11.02
	T
	7.
	Source: DTAG

Form: OMA-CONR-2011-0106

Comment: Missing error codes 

Proposed Change: Error codes should be added
	Status: CLOSED 
By CR 2012-0028R03


ARC agreed at the Munich Interim the following principles for the Error framework(see http://member.openmobilealliance.org/ftp/Public_documents/ARCH/REST-NetAPI/2012/OMA-ARC-REST-NetAPI-2012-0027R01-INP_Proposal_for_exception_ranges.zip):



It is proposed to use

1) for the range for Policy Exceptions for RESTful NetAPIs is 1000-1899 for all newly defined Policy exceptions. 1900 – 1999 can be used for experimental or private purposes (will not be managed in the registry). Each new exception just gets the first not yet used number in the range.

2) for the range for Service Exceptions for RESTful NetAPIs is 1000-1899 for all newly defined Service exceptions. 1900 – 1999 can be used for experimental or private purposes (will not be managed in the registry). Each new exception just gets the first not yet used number in the range.

Note that the range 0001 to 0999 is used by Parlay X, ParlayREST and NGSI. REST NetAPI inherits existing applicable codes in this range, but any new codes will be defined above 999. 

This CR takes into account the part of the change proposal from GSMA ACCESS in OMA-ARC-REST-NetAPI-2011-0310R01-CR_List_of_exceptions_for_OneAPI_profile which changes existing exception definitons and adds new ones.

Also, it modifies some of the mappings to http status codes proposed by this CR.
2 Impact on Backward Compatibility

Section 7, Fault definitions would change to reflect the agreed new Policy exceptions. Examples of exceptions would also change. This would be a non-backward compatible change.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to agree on the proposed changes.
6 Detailed Change Proposal

Change 1:  In 5.2.3.1
5.2.3.1 Enumeration: TransactionOperationStatus

Enumeration of supported status resulting from transaction operations
	 Enumeration
	Description

	Charged
	In the request: charge the amount or volume. 

In the response:the amount or volume has been charged.

	Refunded
	In the request: refund the amount or volume. 

In the response:the amount or volume has been refunded.

	Reserved
	In the request: reserve the amount or volume. 

In the response:the amount or volume has been reserved.

	Released
	In the request: release the reservation. 

In the response:the reservation is released (implicitly by expiration or explicitly by release operation).

	Denied
	This value only occurs in responses to a GET operation and means that the operation has been denied by the back-end payment server because of an issue with the user’s account (e.g. insufficient balance, potential fraud flag on the user’s account).

	Refused
	This value only occurs in responses to a GET operation and means that the operation has been refused (i.e. rejected by end user).

	Processing
	This value only occurs in responses to POST or GET operations and means that the operation is not done yet (e.g. the charge has not been yet added, the reservation is still processing).


TransactionOperationStatus values in the request body represent the desired successful outcome of the operation. In the response it represents the status of this operation.

TransactionOperationStatus represents the final status of an operation of a transaction on the Server side, as it is stored in the resource representation on the server

An operation can be denied or refused, i.e. the transaction has been unsuccessful. In such a case the Server SHALL return as answer to the POST request an HTTP status code from the 4xx range and a RequestError data structure, with an indication of the  ServiceException or PolicyException as defined in or referenced from section 7
. The RequestError body MAY include a link to the previously created resource. The resource SHALL be updated to reflect the correct transactionOperationStatus (denied or refused), that can be retrieved using a GET operation on the resource indicated by the link.

An operation can be accepted for processing but the processing has not been completed, i.e. the transaction is not in its final status. In such a case the Server MAY return an HTTP 202 Accepted status, along with a representation of the resource, as answer to the POST request. In this response the transactionOperationStatus value SHALL be “Processing”. The application can later check the status of the transaction using a GET operation on the resource or receive a notification of the final status of the transaction. The support of the “Processing” status is OPTIONAL for the server although the application MUST support this status value. If the server supports the “Processing” status, the server SHALL also support GET operations on the individual transaction resources and SHOULD support notifications of final status of individual transaction resources.

Note: The “Processing” status could be used when serving the request needs to run an external process whose execution time is expected to be too long (e.g. a charge or reserve operation requires out-of-band user’s authorization). However, it is an implementation decision whether to use this status. A server might always use the “Processing” status for the charge and/or reserve operations, i.e. the behaviour is asynchronous by default. Alternatively, it might start an internal fixed timer when the charge or reserve operation arrives and only signal the “Processing” status when the result of the external process is not available within the timer value. 

Change 2:  in 7. Fault definitions
7. Fault definitions

7.1 Service Exceptions

For common Service Exceptions refer to [REST_NetAPI_Common]. The following additional Service Exception codes are defined for the Payment API.

7.1.1 SVC0270: Charge failed

	Name
	Description

	MessageID
	SVC0270

	Text
	Charging operation failed, the charge was not applied.

	Variables
	None

	HTTP status code(s)
	403 Forbidden


7.1.2 SVC0271: Invalid sum of percentage allocations

	Name
	Description

	MessageID
	SVC0271

	Text
	Sum of percentage allocations is not equal to 100

	Variables
	None

	HTTP status code(s)
	400 Bad request


7.2 Policy Exceptions

For common Policy Exceptions refer to [REST_NetAPI_Common]. The following additional Policy Exception codes are defined for the Payment API.
7.2.1 POL0250: Too many endUserIdentifiers

	Name
	Description

	MessageID
	POL0250

	Text
	Too many end user identifiers are specified  in message part %1

	Variables
	%1 - message part

	HTTP status code(s)
	403 Forbidden


7.2.2 POL0251: Split charging not supported

	Name
	Description

	MessageID
	POL0251

	Text
	Split Charging is not supported

	Variables
	None

	HTTP status code(s)
	403 Forbidden



7.2.3 
	
	

	
	

	
	

	
	








7.2.4 POL0253: Payment operation refused by user

	Name

	Description

	MessageID
	POL0253

	Text
	Payment operation not authorised by user. 

	Variables
	None

	HTTP status code(s)
	403 Forbidden


7.2.5 POL0254: Chargeable amount exceeded

	Name

	Description

	MessageID
	POL0254

	Text
	The amount exceeds the operator limit for a single charge

	Variables
	None

	HTTP status code(s)
	403 Forbidden


7.2.6 POL1000: Insufficient credit

	Name
	Description

	MessageID
	POL1000

	Text
	User has insufficient credit for transaction

	Variables
	None

	HTTP status code(s)
	403 Forbidden


7.2.7 POL1001: Periodic charge threshold exceeded

	Name
	Description

	MessageID
	POL1001

	Text
	The %1 operator charging limit for this user has been exceeded

	Variables
	%1 – the time period (daily, weekly, monthly etc.)

	HTTP status code(s)
	403 Forbidden


7.2.8 POL1002: Charge velocity exceeded

	Name
	Description

	MessageID
	POL1002

	Text
	The charge happened too soon after the previous one.

	Variables
	None

	HTTP status code(s)
	403 Forbidden


7.2.9 POL1003: Refund exceeds original charge amount

	Name
	Description

	MessageID
	POL1003

	Text
	The refund amount exceeds the original amount charged %1

	Variables
	%1 – the original amount charged

	HTTP status code(s)
	403 Forbidden


7.2.10 POL1004 Refund below minimum refundable amount

	Name
	Description

	MessageID
	POL1004

	Text
	The refund amount is less than then minimum refundable amount supported %1

	Variables
	%1 – the minimum refundable amount supported

	HTTP status code(s)
	403 Forbidden


7.2.11 POL1005 OriginalServerReferenceCode not provided

	Name
	Description

	MessageID
	POL1005

	Text
	A refund request requires the originalServerReferenceCode for the charge that is being refunded

	Variables
	None

	HTTP status code(s)
	400 Bad request


7.2.12 POL1006 OriginalServerReferenceCode not valid

	Name
	Description

	MessageID
	POL1006

	Text
	The originalServerReferenceCode is not valid

	Variables
	None

	HTTP status code(s)
	400 Bad request


7.2.13 POL1007: Refunds not supported

	Name
	Description

	MessageID
	POL1007

	Text
	Refunds not supported

	Variables
	None

	HTTP status code(s)
	403 Forbidden


7.2.14 POL1008: Payment declined

	Name
	Description

	MessageID
	POL1008

	Text
	Alternative payment (credit card / other non-operator payment) method was declined

	Variables
	None

	HTTP status code(s)
	403 Forbidden


�Editor pls make this a cross-ref.


�This code is deleted rather than its meaning is modified to be more clear (has new code POL1007)
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