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1 Reason for Contribution

There are two contributions proposing to handle multiple parallel accesses to Long Polling / Websckets Notif channels. Both were objected in R&A and need to be progressed now.
2 Summary of Contribution

This INP reproduces the status of the email discussion on the subject, in order to encourage more activity.
3 Detailed Proposal

Dear colleagues,

There are the following CRs that got objected in R&A, because we have an ongoing discussion of the handling of multiple long polls / multiple websocket connections in the Notification Channel:

http://member.openmobilealliance.org/ftp/Public_documents/ARCH/REST-NetAPI/2013/OMA-ARC-REST-NetAPI-2013-0070R01-CR_Multiple_WebSocket_requests.zip 

http://member.openmobilealliance.org/ftp/Public_documents/ARCH/REST-NetAPI/2013/OMA-ARC-REST-NetAPI-2013-0069R01-CR_Multiple_long_polls.zip 

Actually, the question is how tightly we have to specify the behavior of the server. Reading Keith’s 6 steps below, maybe it is sufficient that

1) We allow multiple simultaneously open long polls

2) The server may reduce the number of open long polls by closing one or more at will (this will allow flexibility of implementation)

3) The client just needs to be aware that a long poll is closed.

Regarding (3): 

a) In normal operation, the client will get an empty notification list or even 204 No Content on closure. Then, the client will open another channel. This may be an issue: an aggressive client may want to have two simultaneous channels, the server may strive to reduce the number to one always. An aggressive client may keep the server busy in such scenario. To prevent aggressive clients from opening too many simultaneous channels, we may additionally think about a policy exception.

b) In error cases: can we always assume the client detects network failure of a long poll?

Then, for WebSockets: Can the client always detect connection failure? If the answer is yes, then probably it is best that a new WebSockets connection will replace an earlier one that may not have been torn down cleanly. This will address the scenario “client realizes before server that the connection has failed”. 

Kind regards,
Uwe 

From: ext Keith Wansbrough [mailto:Keith.Wansbrough@metaswitch.com] 
Sent: Wednesday, November 27, 2013 9:52 AM
To: 'OMA-ARCHITECTURE@mail.openmobilealliance.org' (OMA-ARCHITECTURE@mail.openmobilealliance.org)
Cc: GROSS, PIERRE-HENRI (PIERRE-HENRI) (pierre.gross@ALCATEL-LUCENT.COM) (pierre.gross@ALCATEL-LUCENT.COM); Vitomir Ilic (vitomir.ilic@ericsson.com); Rauschenbach, Uwe (NSN - DE/Munich)
Subject: RE: WebSockets in the NotificationChannel (2)

This additional thread should also move to ARC.

--KW 8-)

From: Keith Wansbrough 
Sent: 26 November 2013 14:10
To: 'Rauschenbach, Uwe (NSN - DE/Munich)'
Cc: ext GROSS, PIERRE-HENRI (PIERRE-HENRI); ext Vitomir Ilic
Subject: RE: WebSockets in the NotificationChannel
Ah, interesting point – so you don’t want to kill the first request unless/until the second one succeeds. Can we just leave that unspecified, e.g., by not saying when exactly the first request is killed?

Re WebSockets – why do you think they will be longer-lived than long polls? Is it because they use CONNECT and so should pass through proxies rather than be proxied? Also, I fear the same scenario I outlined would also apply to them. I can’t imagine anything more annoying than getting a socket error from my WebSocket, reissuing the connection, and being told “sorry, you already have an outstanding connection”.

--KW 8-)

From: Rauschenbach, Uwe (NSN - DE/Munich) [mailto:uwe.rauschenbach@nsn.com] 
Sent: 22 November 2013 19:03
To: Keith Wansbrough
Cc: ext GROSS, PIERRE-HENRI (PIERRE-HENRI); ext Vitomir Ilic
Subject: RE: WebSockets in the NotificationChannel
I think we need to distinguish betwee normal operation and error situations.
I agree it may make sense to kill the first Long Poll request first in normal operation. 

If it helps in error situations, the better.

But of course it may also be possible that the second requests fails…

For Websockets: Here the approach is different, because WebSockets are long-lived as opposed to long polling.

So I would be hesitant to tear down a functioning first connection in favor of a second one attempted to be set up.

Kind regards,
Uwe 

From: ext Keith Wansbrough [mailto:Keith.Wansbrough@metaswitch.com] 
Sent: Friday, November 22, 2013 8:51 AM
To: Rauschenbach, Uwe (NSN - DE/Munich)
Cc: ext GROSS, PIERRE-HENRI (PIERRE-HENRI); ext Vitomir Ilic
Subject: RE: WebSockets in the NotificationChannel

Already explained – I’ll paste from the other thread (on OMA-ARCH):
 
On CR69 I have no strong preference, but our dev team did point out the following scenario in which the client detects a connection failure before the server:
1. Client makes Long Poll request.
2. Network failure causes request to drop.
3. Client notices failure (while server is still unaware).
4. Client makes a new Long Poll request.
5. Server sees a second request.
6. Server notices failure of first request.
In this case, it would be better for the server to accept the second request at step (5) – so allowing multiple simultaneous requests is preferable.
 
As an enhancement, the server could reject the first request when it receives the second request. This maintains a maximum of one simultaneous request, but by having later requests replace earlier ones, rather than rejecting later ones.
 
Both of these arguments may well apply to WebSockets as well as Long Polling, in which case we may want to revisit CR70R01 as well as CR69R01.
 
--KW 8-)
 
From: Rauschenbach, Uwe (NSN - DE/Munich) [mailto:uwe.rauschenbach@nsn.com] 
Sent: 22 November 2013 16:47
To: Keith Wansbrough
Cc: ext GROSS, PIERRE-HENRI (PIERRE-HENRI); ext Vitomir Ilic
Subject: AW: WebSockets in the NotificationChannel
 

Vor Websockets, I prefer refusing the second connection rather than closing the first.

For long polling, what you suggest means closing an existing connection rather than refusing the duplicate later one. Can you explain why?

Cheers Uwe 


Von: ext Keith Wansbrough
Gesendet: ‎22.‎11.‎2013 00:53
An: Rauschenbach, Uwe (NSN - DE/Munich)
Cc: ext GROSS, PIERRE-HENRI (PIERRE-HENRI); ext Vitomir Ilic
Betreff: RE: WebSockets in the NotificationChannel
Yes, actually on further discussion that would be the preference of our development team as well (see separate trail on OMA-ARCHITECTURE, “CRs 69 and 70 from Metaswitch”) – except that as described there it is the first poll that should be dropped, not the second. This is true for Long Poll, but may well be true for  WebSockets too – I don’t have implementation experience of those.
 
From: Rauschenbach, Uwe (NSN - DE/Munich) [mailto:uwe.rauschenbach@nsn.com] 
Sent: 21 November 2013 18:22
To: Keith Wansbrough
Cc: ext GROSS, PIERRE-HENRI (PIERRE-HENRI); ext Vitomir Ilic
Subject: RE: WebSockets in the NotificationChannel
 

Hi Keith,
 
There was one consideration from Pierre-Henri that he may wish to prohibit multiple parallel long polls, rather than merely discouraging them.
Do you have an opinion on that?
 
Vito, would it make sense to involve Salvatore Loretto?
 
Kind regards,
Uwe 
 
From: ext Keith Wansbrough [mailto:Keith.Wansbrough@metaswitch.com] 
Sent: Thursday, November 21, 2013 2:10 AM
To: Rauschenbach, Uwe (NSN - DE/Munich)
Subject: RE: WebSockets in the NotificationChannel
 

Hi Uwe – thanks for presenting these! Great to see that there were no objections – guess we’ll have to see what happens in the R&A period. Is there anything you need me to do? What are the revisions that are required, and do you want me to make them and/or upload them?
 
Cheers,
 
--KW 8-)
 
From: Keith Wansbrough 
Sent: 20 November 2013 12:09
To: 'Rauschenbach, Uwe (NSN - DE/Munich)'
Cc: ext MOHAJERI, SHAHRAM; ext Vitomir Ilic; Granot Elad; ext GROSS, PIERRE-HENRI (PIERRE-HENRI)
Subject: RE: WebSockets in the NotificationChannel
 

I agree we don’t want HTTP over WS – I was just presenting a list to select from.
 
I agree compression is mandatory. I think MIME content type is important too – from a RESTful point of view, it is required in order to make the format self-describing, particularly in case JSON is being carried rather than XML (which at least has namespaces). I don’t much care about any of the other headers.
 
I’ve raised CR69 to cover the Long Polling issue, and CR70 to cover the WebSockets one. I’m happy for you to present, and/or for you or anyone who is interested to co-sign.
 
Thanks!
 
--KW 8-)
 
From: Rauschenbach, Uwe (NSN - DE/Munich) [mailto:uwe.rauschenbach@nsn.com] 
Sent: 20 November 2013 06:51
To: Keith Wansbrough
Cc: ext MOHAJERI, SHAHRAM; ext Vitomir Ilic; Granot Elad; ext GROSS, PIERRE-HENRI (PIERRE-HENRI)
Subject: RE: WebSockets in the NotificationChannel
 

Hi Keith,
 
We need more discussion on whether or not we are using headers. We do not want to end up with a proliferation of headers, i.e. we do not want “HTTP over WS”.
The only mandatory header we could come up with was the one to signal compression, and this could also become a part of the NotificationChannel resource, and negotiated at channel creation time. What’s your opinion on that?
 
Regarding your last comment: “Also, having more than one outstanding connection to a WebSockets channel URL should be disallowed (perhaps with a 409 Conflict?), as I think we agreed informally in Bangkok.”: I agree this is a good idea. Would you be willing to draft a CR? 
 
 
Kind regards,
Uwe 
 
From: ext Keith Wansbrough [mailto:Keith.Wansbrough@metaswitch.com] 
Sent: Friday, November 15, 2013 6:48 AM
To: Rauschenbach, Uwe (NSN - DE/Munich); ext Vitomir Ilic (vitomir.ilic@ericsson.com); ext GROSS, PIERRE-HENRI (PIERRE-HENRI); ext MOHAJERI, SHAHRAM
Cc: Metaswitch OMA Folder
Subject: RE: WebSockets in the NotificationChannel
 

This looks good.
 
#1: I prefer enabling it for all types, if we can manage it cleanly. But either is OK.
 
#3: A quick look here suggests the following request headers which were defined on the incoming notification might be of interest on the outgoing notification: Content-Type, Content-Length, Content-MD5, Date, User-Agent; and the following response headers might also apply: Content-Encoding, Content-Language, Content-Location, Content-Disposition, Expires, Link, Transfer-Encoding. (Note: we should make a decision on Content-Encoding vs Transfer-Encoding, at least).
 
Another thing that came up in Bangkok was what happens in long polling if there are two simultaneous HTTP requests to the channel URL. It would be good to clarify the spec. Metaswitch would prefer:
         This is allowed (but discouraged).
         If there are multiple open polls, the long poll server will pass each notification to exactly one of the open polls (it can choose however it likes).
         There should be spec note to explain that this does not solve the problem of the “blind interval”: even if you have two open connections, if you receive two notifications in a row before you can re-establish either connection then you still have a blind interval.
 
Also, having more than one outstanding connection to a WebSockets channel URL should be disallowed (perhaps with a 409 Conflict?), as I think we agreed informally in Bangkok.
 
--KW 8-)
 
From: Rauschenbach, Uwe (NSN - DE/Munich) [mailto:uwe.rauschenbach@nsn.com] 
Sent: 13 November 2013 14:04
To: ext Vitomir Ilic (vitomir.ilic@ericsson.com); Keith Wansbrough; ext GROSS, PIERRE-HENRI (PIERRE-HENRI); ext MOHAJERI, SHAHRAM
Subject: WebSockets in the NotificationChannel
 

Hi usual suspects,
 
You contributed to the WS discussion in BKK.
I have now drafted an input to collect open issues.
Please have a look and provide your comments.
 
Can we already pre-converge on particular solutions?
If we can, this may allow me to provide CR text for Vegas.
 
Also, you are invited to co-sign –please indicate.
 
Kind regards,
Uwe 
 
 
4 Intellectual Property Rights
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5 Recommendation

For discussion
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