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The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].
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For the purpose of this TS, all definitions from the OMA Dictionary apply [OMADICT].
	Chatbot
	An RSC-based service provided to users whose output is presented in a conversational form and which provides some kind of value to the users. Often a piece of software interfacing with one or more users aiming to simulate intelligent human conversation

	Chatbot Platform
	A system that provides a mechanism for Chatbot developers to create and register bots, which can then be exposed to the users connected to the platform through a messaging system.
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	HTTP
	HyperText Transfer Protocol
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	JavaScript Object Notation
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	Multipurpose Internet Mail Extensions
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	Open Mobile Alliance

	REST
	REpresentational State Transfer
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	Static Conformance Requirements
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	Session Initiation Protocol
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	Technical Specification

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator

	WP
	White Paper

	XML
	eXtensible Markup Language

	XSD
	XML Schema Definition
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[bookmark: _Toc51149240]The Technical Specification of the RESTful Network APIs for Bot Management contains HTTP protocol bindings for Bot Management , using the REST architectural style. The specification provides resource definitions, the HTTP verbs applicable for each of these resources, and the element data structures, as well as support material including flow diagrams and examples using the various supported message body formats (i.e. XML, JSON). 
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Version 1.0 of this specification supports the following operations:
· 
· Deleting a user’s Anonymization token
· Managing subscriptions to Spam report notifications 

In addition this specification provides:
· SupportSupport for scope values used with authorization framework defined in [Autho4API_10]
· Support for Anonymous Customer Reference (ACR) as an end user identifier
· Support for “acr:auth” as a reserved keyword in an ACR 

[bookmark: _Toc283846822][bookmark: _Toc294513745][bookmark: _Ref328052548][bookmark: _Toc506558660][bookmark: _Toc51147387][bookmark: _Toc51149241]Bot Management API definition
This section is organized to support a comprehensive understanding of the Bot Management API design. It specifies the definition of all resources, definition of all data structures, and definitions of all operations permitted on the specified resources.
This Network APIspecification enables two separate functions APIs both of which are related to bot management. 
The Bot Management API enables the followingtwo functions are as follows: 
· Enable an authorized client e.g. Service Provider (API GW) on behalf of the user to exert control over the exposure of user’s true identity (e.g. MSISDN). In this version of the API, the client is enabled to delete an anonymization token which is used in place of user’s true identity (e.g. MSISDN) in server’s communication with online services (e.g. chatbots). The creation of the anonymization token is outside the scope of this API. 

A- Enable an authorized client (i.e. Service Provider’s API Gateway) to delete an anonymization token when anonymization function is deployed by the server (i.e. Chatbot Platform)

B- Enable an authorized client (e.g. Chatbot Platform) to subscribe to bot related notificationsEnable an authorized client (e.g. Chatbot Platform) to subscribe/unsubscribe to chatbot spam report notifications exposed by the server (Service Provider’s notification server) when spam report function is deployed within Service Provider Network
 (e.g. spam report).  when related functions (e.g. spam report function) is deployed in the Service Provider network.  
Common data types, naming conventions, fault definitions and namespaces are defined in [REST_NetAPI_Common].
The remainder of this document is structured as follows:
Section 5 starts with a diagram representing the resources hierarchy followed by a table listing all the resources (and their URL) used by this API, along with the data structure and the supported HTTP verbs (section 5.1). What follows are the data structures (section 5.2). A sample of typical use cases is included in section 5.3, described as high level flow diagrams.
Section 6 contains detailed specification for each of the resources. Each such subsection defines the resource, the request URL variables that are common for all HTTP methods, and the supported HTTP verbs. For each supported HTTP verb, a description of the functionality is provided, along with an example of a request and an example of a response. For each unsupported HTTP verb, the returned HTTP error status is specified, as well as what should be returned in the Allow header.
All examples in section 6 use XML as the format for the message body. JSON examples are provided in Appendix C. 
Section 7 contains fault definition details such as Service Exceptions and Policy Exceptions. 
Appendix B provides the Static Conformance Requirements (SCR). 
Appendix E provides a list of all Light-weight Resources, where applicable. 
Appendix F defines authorization aspects to control access to the resources defined in this specification.
‎Appendix G contains additional informative end-to-end flows which illustrate mappings between REST requests which are defined in this specification and messages to/from external systems which are out of scope of this specification.
Note: Throughout this document client and application can be used interchangeably.
[bookmark: _Toc283846823][bookmark: _Toc294513746][bookmark: _Ref328052604][bookmark: _Ref328054646][bookmark: _Ref328054833][bookmark: _Toc506558661]Resources Summary
This section summarizes all the resources used by the RESTful Network APIs for Bot Management. 
The "apiVersion" URL variable SHALL have the value "v1" to indicate that the API corresponds to this version of the specification. See [REST_NetAPI_Common] which specifies the semantics of this variable.
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[bookmark: _Toc506558747]Figure 1: Resource structure defined by this specification

This specification defines resource structure in support of both Anonymization Function as well as Spam Report Function. Anonymization related resources is used when the Anonymization Function is deployed in the Chatbot Platform (i.e. see “A” in above figure). That is the Service Provider’s API Gateway plays the role of the client of the API. 
On the other hand, the Spam Report related resources is used when Spam Report Function is deployed in the Service Provider network (i.e. “B” resources). That is the Chatbot Platform plays the role of the client of the API 
Note: “subscriptions” is a reserved keyword and MUST NOT be used as a {chatbotId}.
The following tables give a detailed overview of the resources defined in this specification, the data type of their representation and the allowed HTTP methods. 
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Purpose: To allow a client to manage (delete) anonymization Function 
	Resource
	URL
Base URL: //{serverRoot}/botmgmt/{apiVersion}
	Data Structures
	HTTP verbs

	
	
	
	GET
	PUT
	POST
	DELETE

	User’s anonymization
	/{userId}/{chatbotId}/anonymization
	Empty
	no
	no
	Delete anonymization token
	no


Purpose: To allow client to manage subscriptions to notifications (e.g. spam report) related to chatbots (e.g. spam report)
	Resource
	URL
Base URL: //{serverRoot}/botsmgmt/{apiVersion} 
	Data Structures
	HTTP verbs

	
	
	
	GET
	PUT
	POST
	DELETE

	All subscriptions to bot related notifications 
	/{botId}/subscriptions
	BotSubscriptionList 
(used for GET)
BotSubscription 
(used for POST) 
common:ResourceReference
(OPTIONAL alternative for POST response)

	Retrieve all active bot related notification subscriptions
	no
	Create new  subscription for notifications related to bot(s)
	no

	Individual subscription
	/{botId}/subscriptions/{subscriptionId}

	BotSubscription 
(used for GET response)
	Retrieve an individual subscription
	no
	no
	Cancel  subscription and stop  corresponding notifications



Purpose: To allow server to notify client about spam reports
	Resource
	URL<specified by the client>
	Data Structures
	HTTP verbs

	
	
	
	GET
	PUT
	POST
	DELETE

	Client notification about spam reports 
	Specified by client when subscription is created or provisioned
	SpamReportNotification

	no
	no
	Notifies client about the spam reports
	no



[bookmark: _Toc283846824][bookmark: _Toc294513747][bookmark: _Ref328052629][bookmark: _Toc506558662]Data Types
[bookmark: _Toc247590075][bookmark: _Toc247591010][bookmark: _Toc248076372][bookmark: _Toc248077898][bookmark: _Toc247590152][bookmark: _Toc247591087][bookmark: _Toc248076449][bookmark: _Toc248077975][bookmark: _Toc247590169][bookmark: _Toc247591104][bookmark: _Toc248076466][bookmark: _Toc248077992][bookmark: _Toc247590203][bookmark: _Toc247591138][bookmark: _Toc248076500][bookmark: _Toc248078026][bookmark: _Toc247590237][bookmark: _Toc247591172][bookmark: _Toc248076534][bookmark: _Toc248078060][bookmark: _Toc247472113][bookmark: _Toc247590270][bookmark: _Toc247591205][bookmark: _Toc248076567][bookmark: _Toc248078093][bookmark: _Toc283846825][bookmark: _Toc294513748][bookmark: _Toc506558663][bookmark: _Ref246935217][bookmark: _Toc247085534][bookmark: _Ref246936606][bookmark: _Toc247085543]XML Namespaces
The XML namespace for the Bot Management data types is:
		urn:oma:xml:rest:netapi:botmanagement:1
The 'xsd' namespace prefix is used in the present document to refer to the XML Schema data types defined in XML Schema [XMLSchema1, XMLSchema2]. The 'common' namespace prefix is used in the present document to refer to the data types defined in [REST_NetAPI_Common]. The use of namespace prefixes such as 'xsd' is not semantically significant.
The XML schema for the data structures defined in the section below is given in [REST_SUP_BotManagement].
[bookmark: _Ref283827068][bookmark: _Toc283846826][bookmark: _Toc294513749][bookmark: _Toc506558664]Structures
The subsections of this section define the data structures used in the Bot Management API. 
Some of the structures can be instantiated as so-called root elements.
For structures that contain elements which describe a user identifier, the statements in section 6 regarding 'tel', 'sip' and 'acr' URI schemes apply.
[bookmark: _Toc349815657][bookmark: _Toc399331326][bookmark: _Toc437441924][bookmark: _Toc506558665]Type: BotSubscriptionList
 This type represents a list of subscriptions to notifications regarding bot related events.
	Element
	Type
	Optional
	Description

	subscription
	B otSubscription[0..unbounded]
	Yes
	Array of notification subscriptions.

	resourceURL
	xsd:anyURI
	No
	Self referring URL.


A root element named botSubscriptionList of type BotSubscriptionList is allowed in response bodies.
[bookmark: _Toc349557829][bookmark: _Toc399331327][bookmark: _Toc437441925][bookmark: _Toc506558666]Type: BotSubscription
This type represents a subscription to notifications regarding bot events (e.g. spam report event).
	Element
	Type
	Optional
	Description

	callbackReference
	common:CallbackReference
	No
	Client's Notification URL and OPTIONAL callbackData.

	duration
	xsd:unsignedInt
	Yes
	Period of time (in seconds) notifications are provided for. If set to “0” (zero), a default duration time, which is specified by the service policy, will be used. If the parameter is omitted, the notifications will continue until the maximum duration time, which is specified by the service policy, unless the notifications are stopped by deletion of subscription for notifications. 
This element MAY be given by the client during resource creation in order to signal the desired lifetime of the subscription. The server SHOULD return in this element the period of time for which the subscription will still be valid.

	listId
	xsd:anyURI
	Yes
	The element is pointing to a list available on the API Server containing identifiers (e.g. bot applications identifiers). 
This element MUST be present in POST if the request URL variable {botId} is set to an aggregator identifier (e.g. chatbot platform Id).
For example if a chatbot platform desires to create a single subscription for a list of chabots as opposed to creating one subscription per chatbot, the listId must be provided in the subscription creation request in order to identify the chatbots which are served by the given subscription (see section ‎6.3.5.1 and ‎6.3.5.2)

	clientCorrelator
	xsd:string
	Yes
	A correlator that the client can use to tag this particular resource representation during a request to create a resource on the server.
This element MAY be present.
Note: this allows the client to recover from communication failures during resource creation and therefore avoids duplicate subscriptions in such situations.
In case the element is present, the server SHALL not alter its value, and SHALL provide it as part of the representation of this resource. In case the field is not present, the server SHALL NOT generate it.

	resourceURL
	xsd:anyURI
	Yes 
	Self referring URL. 
The resourceURL SHALL NOT be included in POST requests by the client, but MUST be included in POST requests representing notifications by the server to the client, when a complete representation of the resource is embedded in the notification. The resourceURL MUST also be included in responses to any HTTP method that returns an entity body, and in PUT requests.


A root element named botSubscription of type BotSubscription is allowed in request and/or response bodies
[bookmark: _Toc474497622][bookmark: _Toc506558667]Type: Empty
A dummy element	
	Element	
	Type
	Optional
	Description

	(empty)	
	
	No
	This type is empty and used as a dummy element, to overcome some limitations, for example:
1. HTTP POST requires a body, but the semantics of the request/response may not need that body.
2. Some implementations may not be able to support non-existent (empty) HTTP body.


A root element named empty of type Empty is allowed in request and/or response bodies.


[bookmark: _Toc506558668]Type: SpamReportInfo
This type represents information a spam report
	Element
	Type
	Optional
	Description

	userId
	xsd:anyURI
	No
	The address (e.g. ‘sip’ URI,’tel’ URI, ‘acr’ URI) of the user.

	chatbotId
	xsd:anyURI
	No
	The address (e.g. ‘sip’ URI,’tel’ URI, ‘acr’ URI) of the chatbot.

	messageId
	xsd:string[0..10]
	Yes
	List of message identifiers being reported (by the userId) as spam (received from the chatbotId)


[bookmark: _Toc506558669]Type: SpamReportNotification
This type represents a notification about a spam report. 
	Element
	Type
	Optional
	Description

	callbackData
	xsd:string
	Yes
	The ‘callbackData’ element if it was passed by the application in the ‘callbackReference’ element when creating a subscription to notifications.
See [REST_NetAPI_Common]

	spamReportInfo
	SpamReportInfo
	No
	Spam report information identifying the user reporting the spam messages received from a chatbot.

	link
	common:Link
[0..unbounded]
	Yes
	Links to other resources that are in relationship to the notification.
Further, the server SHOULD include a link to the related subscription.


A root element named spamReportNotification of type SpamReportNotification is allowed in notification


[bookmark: _Toc253361409][bookmark: _Toc498604089][bookmark: _Toc498604236][bookmark: _Toc283846829][bookmark: _Toc294513752][bookmark: _Toc506558670]Enumerations
There is no defined enumerations in the Bot Management API. 

[bookmark: _Toc253361435][bookmark: _Toc255836079][bookmark: _Toc283846831][bookmark: _Toc294513754][bookmark: _Toc506558671]Values of the Link “rel” attribute
The “rel” attribute of the Link element is a free string set by the server implementation, to indicate a relationship between the current resource and an external resource. The following are possible strings (list is non-exhaustive, and can be extended):
· BotSubscription
[bookmark: _Toc253361438]These values indicate the kind of resource that the link points to.
[bookmark: _Toc283846832][bookmark: _Toc294513755][bookmark: _Ref328052657][bookmark: _Ref328052955][bookmark: _Toc506558672]Sequence Diagrams
The following subsections describe the resources, methods and steps involved in typical scenarios.
In a sequence diagram, a step which involves delivering a notification is labeled with “POST or NOTIFY”, where “POST” refers to delivery via the HTTP POST method, and “NOTIFY” refers to delivery using the Notification Channel [REST_NetAPI_NotificationChannel].
[bookmark: _Toc283846833][bookmark: _Toc294513756][bookmark: _Toc506558673]Subscription to notifications
This figure below shows a scenario for an API client (e.g. Chatbot Plaform) subscribing to notifications (e.g. spam report), querying for a list of active subscriptions, querying information pertaining to a subscription and unsubscribing to notifications. While the Spam Report Function can be deployed in different entities in the network (e.g. Service Provider API Gateway or Chatbot Platform), in this flow, it is assumed that the Service Provider API Gateway owning the Spam Report Function.
The notification URL passed by the client during the subscription step is a Client-side Notification URL.
The resources: 
· To subscribe to bot related notifications, create a new  resource under http://{serverRoot}/botmgmt/{apiVersion}/{botId}/subscriptions
· To retrieve list of active subscriptions, read the following resource http://{serverRoot}/botmgmt/{apiVersion}/{botId}/subscriptions
· To retrieve information about an individual subscription, read the following resource http://{serverRoot}/botmgmt/{apiVersion}/{botId}/subscriptions/{subscriptionId}
· To cancel subscription to bot related notifications delete the resource under http://{serverRoot}/botmgmt/{apiVersion}/{botId}/subscriptions/{subscriptionId}
[image: ]
[bookmark: _Toc506558748]Figure 2 Notification subscription 

Outline of the flows:
1. The API client (e.g. Chatbot Platform) subscribes to bot related notifications (e.g. spam report event) using the POST method to submit the BotSubscription data structure to the resource containing all subscriptions.
2. The API client receives the result resource URL containing the subscriptionId.
3. The API client requests the list of active subscriptions, using the GET method to the resource containing all subscriptions.
4. The API server returns subscriptions list belonging to the application in the response.
5. User initiates an spam report (out of scope of this API) and as a result, the API server (e.g. Service Provider API Gateway) which implements Spam Report Functionality, reports this event to the application’s notification URL which was passed in step 1. 
6. The API client requests information pertaining to an individual subscription using the GET method to the resource.
7. The API server returns subscription’s data which includes duration, etc. in the response.
8. The application stops receiving notifications (on a given subscription) using DELETE with the resource URL containing the subscriptionId.
9. Deletion confirmation. 

[bookmark: _Toc506558674]Anonymization Management Operations 
This figure below shows a scenario for an API client application on behalf of the user (e.g. RCS client) delete the anonymization token which the server is using on behalf of theto mask user’s true identity (e.g. MSISDN) in its communication with an online service (e.g. a chatbot).
The resources: 
· To delete the anonymization token used by the server to hide the user’s true identity in its communication with a 3rd party online service (e.g. a chatbot) action the following resource http://{serverRoot}/botmgmt/{apiVersion}/{userId}/{chatbotId}/anonymization


[image: ]
[bookmark: _Toc506558749]Figure 3 Anonymization management operation 

Outline of the flows:
Based on user’s request
1. The API Client requests anonymization deletion operation (through POST to anonymization resource) 
2. The API server removes the anonymization token on the server and acknowledges the operation result back to the API client.
Note[footnoteRef:2]:  [2:  An anonymization token (i.e. a token resource instance) is created through an out-of-band (non-RESTful API) method. As a result, using DELETE operation is not appropriate as no assumption can be made on the existence of a RESTful anonymization token resource (i.e. token instanceId).] 

How the an anonymization token was created on the server side (e.g. Chatbot Platform) to begin with is outside of the scope of this API. 


[bookmark: _Toc497797223][bookmark: _Toc497797627][bookmark: _Toc497797224][bookmark: _Toc497797628][bookmark: _Toc497797225][bookmark: _Toc497797629][bookmark: _Toc497797226][bookmark: _Toc497797630][bookmark: _Toc497797227][bookmark: _Toc497797631][bookmark: _Toc497797228][bookmark: _Toc497797632][bookmark: _Toc497797229][bookmark: _Toc497797633][bookmark: _Toc497797230][bookmark: _Toc497797634][bookmark: _Toc497797231][bookmark: _Toc497797635][bookmark: _Toc497797232][bookmark: _Toc497797636][bookmark: _Toc497797233][bookmark: _Toc497797637][bookmark: _Toc497797234][bookmark: _Toc497797638][bookmark: _Toc497797235][bookmark: _Toc497797639][bookmark: _Toc497797236][bookmark: _Toc497797640][bookmark: _Toc497797237][bookmark: _Toc497797641][bookmark: _Toc497797238][bookmark: _Toc497797642][bookmark: _Toc283846834][bookmark: _Ref286149021][bookmark: _Toc294513757][bookmark: _Ref328052697][bookmark: _Ref328491603][bookmark: _Toc506558675][bookmark: _Toc247085611]Detailed specification of the resources
The following applies to all resources defined in this specification regardless of the representation format (i.e. XML, JSON):
· Reserved characters in URL variables (parts of a URL denoted below by a name in curly brackets) MUST be percent-encoded according to [RFC3986]. Note that this always applies, no matter whether the URL is used as a Request URL or inside the representation of a resource (such as in “resourceURL” and “link” elements).
· If a user identifier (e.g. address, participantAddress, etc.) of type anyURI is in the form of an MSISDN, it MUST be defined as a global number according to [RFC3966] (e.g. tel:+19585550100). The use of characters other than digits and the leading “+” sign SHOULD be avoided in order to ensure uniqueness of the resource URL. This applies regardless of whether the user identifier appears in a URL variable or in a parameter in the body of an HTTP message.
· If an equipment identifier of type anyURI is in the form of a SIP URI, it MUST be defined according to [RFC3261].
· If a user identifier (e.g. address, userId, etc) of type anyURI is in the form of an Anonymous Customer Reference (ACR), it MUST be defined according to [REST_NetAPI_ACR], i.e. it MUST include the protocol prefix 'acr:' followed by the ACR.
· The ACR ‘auth’ is a supported reserved keyword, and MUST NOT be assigned as an ACR to any particular end user. See F.1.2 for details regarding the use of this reserved keyword.
· For requests and responses that have a body, the following applies: in the requests received, the server SHALL support JSON and XML encoding of the parameters in the body. The Server SHALL return either JSON or XML encoded parameters in the response body, according to the result of the content type negotiation as specified in [REST_NetAPI_Common]. In notifications to the Client, the server SHALL use either XML or JSON encoding, depending on which format the client has specified in the related subscription. The generation and handling of the JSON representations SHALL follow the rules for JSON encoding in HTTP Requests/Responses as specified in [REST_NetAPI_Common].
[bookmark: _Toc506558676][bookmark: _Toc283846835][bookmark: _Toc294513758]Resource: User’s anonymization
The resource used is: 
http://{serverRoot}/botmgmt/{apiVersion}/{userId}/{chatbotId}/anonymization
This resource is used by a client on behalf of the user to delete the anonymization token used by the server in its attempt to hide the user’s true identity in its communication with a 3rd party online service (e.g. a chatbot).
  
[bookmark: _Toc506558677]Request URL variables
The following request URL variables are common for all HTTP methods:
	Name
	Description

	serverRoot
	Server base url: hostname+port+base path. Port and base path are OPTIONAL. 
Example: example.com/exampleAPI

	apiVersion
	Version of the API client wants to use.  The value of this variable is defined in section 5.1

	userId
	Identifier of the user on whose behalf the application acts
Examples: tel:+19585550100, acr:pseudonym123, sip:alice@example.com

	chatbotId
	Identifier of the chatbot which the user is in communication with and the user is known through an anonymization token
Examples: tel:+19585550101, sip:onlineChatbot1@example.com


See section 6 for a statement on the escaping of reserved characters in URL variables.
[bookmark: _Toc506558678]Response Codes and Error Handling
For HTTP response codes, see [REST_NetAPI_Common].
For Policy Exception and Service Exception fault codes applicable to Bot Management , see section 7.
[bookmark: _Toc506558679]GET
Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: [POST]’ field in the response as per sections 6.5.5 and 7.4.1 of [RFC7231].
[bookmark: _Toc506558680]PUT
Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: [POST]’ field in the response as per sections 6.5.5 and 7.4.1 of [RFC7231].
[bookmark: _Toc506558681]POST
This operation is used to delete the anonymization token employed by the server in its attempt to hide the user’s true identity in its communication with a 3rd party online service (e.g. a chatbot). The anonymization token is created through an out-of-band (i.e. non-RESTful API) method which is outside the scope of this specification.
[bookmark: _Ref506035122][bookmark: _Toc506558682][bookmark: _Toc437441983]Example 1: Client application (e.g. API GateWway) on behalf of user deletes anonymization token on the server (e.g. Chatbot Platform)	(Informative)
[bookmark: _Toc506558683]Request
	POST /exampleAPI/botmgmt/v1/tel%3A%2B19585550100/sip%3bot3%40example.com/anonymization HTTP/1.1
Content-Type: application/xml	
Content-Length: nnnn		
Accept: application/xml
Host: example.com 

<?xml version="1.0" encoding="UTF-8"?>
<botmgmt:empty xmlns:botmgmt="urn:oma:xml:rest:netapi:botmanagement:1"/>


[bookmark: _Toc437441984][bookmark: _Toc506558684]Response
	HTTP/1.1 200 Ok
Content-Type: application/xml
Content-Length: nnnn
Date: Tue, 17 Oct 2017 21:32:52 GMT

<?xml version="1.0" encoding="UTF-8"?>
<botmgmt:empty xmlns:botmgmt="urn:oma:xml:rest:netapi:botmanagement:1"/>


[bookmark: _Toc498604109][bookmark: _Toc498604256][bookmark: _Toc506558685]DELETE
Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: [POST]’ field in the response as per sections 6.5.5 and 7.4.1 of [RFC7231].

[bookmark: _Toc497797264][bookmark: _Toc497797668][bookmark: _Toc247085493][bookmark: _Toc246936931][bookmark: _Toc246939102][bookmark: _Toc246936944][bookmark: _Toc246939115][bookmark: _Toc246936951][bookmark: _Toc246939122][bookmark: _Toc246936956][bookmark: _Toc246939127][bookmark: _Toc246936961][bookmark: _Toc246936963][bookmark: _Toc246939134][bookmark: _Toc246936965][bookmark: _Toc246939136][bookmark: _Toc246936967][bookmark: _Toc246939138][bookmark: _Toc506558686]Resource: All subscriptions to bot related notifications
The resource used is:
//{serverRoot}/botmgmt/{apiVersion}/{botId}/subscriptions
This resource is used to manage subscriptions to event notifications related to Bot Management (e.g. spam report event).
This resource can be used in conjunction with a Client-side Notification URL, or in conjunction with a Server-side Notification URL. In this latter case, the application MUST first create a Notification Channel (see [REST_NetAPI_NotificationChannel]) before creating a subscription.
[bookmark: _Toc390880895][bookmark: _Toc390884862][bookmark: _Toc390885343][bookmark: _Toc390951780][bookmark: _Toc391311060][bookmark: _Toc391358536][bookmark: _Toc357602597][bookmark: _Toc386202451][bookmark: _Toc408823105][bookmark: _Toc437442062][bookmark: _Toc506558687]Request URL variables
The following request URL variables are common for all HTTP methods:
	Name
	Description

	serverRoot
	Server base url: hostname+port+base path. Port and base path are OPTIONAL. 
Example: example.com/exampleAPI

	apiVersion
	Version of the API client wants to use.  The value of this variable is defined in section 5.1

	botId
	Identifier of a service (e.g. chatbot) or a service aggregator (e.g. Chatbot Platform)
For Example:  sip:bot42@example.com, sip:aggr101@example.com, sip:botplatform5@example.com)


See section 6 for a statement on the escaping of reserved characters in URL variables.
[bookmark: _Toc357602598][bookmark: _Toc386202452][bookmark: _Toc408823106][bookmark: _Toc437442063][bookmark: _Toc506558688]Response Codes and Error Handling
For HTTP response codes, see [REST_NetAPI_Common].
For Policy Exception and Service Exception fault codes applicable to RESTful Network APIs for Bot Management, see section 7.
[bookmark: _Ref382312367][bookmark: _Toc386202453][bookmark: _Toc408823107][bookmark: _Toc437442064][bookmark: _Toc506558689]GET
This operation is used for reading the list of active notification subscriptions. Note that only the subscriptions this client is authorised to access SHALL be included in the list.
[bookmark: _Toc303287875][bookmark: _Ref309647966][bookmark: _Toc309661565][bookmark: _Toc356806548][bookmark: _Ref368922903][bookmark: _Toc377546657][bookmark: _Toc386202454][bookmark: _Ref391357714][bookmark: _Toc408823108][bookmark: _Ref418052075][bookmark: _Toc437442065][bookmark: _Toc506558690]Example: Reading all active subscriptions	(Informative)
Application client (e.g. Chatbot Platform) reads all active subscriptions.
[bookmark: _Toc303287876][bookmark: _Toc309661566][bookmark: _Toc356806549][bookmark: _Toc377546658][bookmark: _Toc386202455][bookmark: _Toc408823109][bookmark: _Toc437442066][bookmark: _Toc506558691]Request
	GET /exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions HTTP/1.1 
Accept: application/xml
Host: example.com
Authorization: Bearer 08776724-6d0d-4aa6-a404-2bc19b5cf903


[bookmark: _Toc355188724][bookmark: _Toc303287877][bookmark: _Toc309661567][bookmark: _Toc356806550][bookmark: _Toc377546659][bookmark: _Toc386202456][bookmark: _Toc408823110][bookmark: _Toc437442067][bookmark: _Toc506558692]Response
	HTTP/1.1 200 OK	
Content-Type: application/xml
Content-Length: nnnn
Date: Tue, 17 Oct 2017 21:32:52 GMT

<?xml version="1.0" encoding="UTF-8"?>
<botmgmt:botSubscriptionList xmlns:botmgmt="urn:oma:xml:rest:netapi:botmanagement:1">
    <subscription>
        <callbackReference>
            <notifyURL>http://applicationClient.example.com/spamReport/notifications/77777</notifyURL>
            <callbackData>abcd</callbackData>
        </callbackReference>
 <listId>/botplat1/chatbotList3</listId>
 <clientCorrelator>12345</clientCorrelator>
        <resourceURL>http://example.com/exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions /sub001</resourceURL>
    </subscription>	
    <resourceURL>http://example.com/exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions</resourceURL>
</botmgmt:botSubscriptionList>


[bookmark: _Toc386202457][bookmark: _Toc408823111][bookmark: _Toc437442068][bookmark: _Toc506558693]PUT
Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET, POST’ field in the response as per section 6.5.5 and 7.4.1 of [RFC7231].
[bookmark: _Ref382312395][bookmark: _Ref382312407][bookmark: _Ref382312415][bookmark: _Toc386202458][bookmark: _Toc408823112][bookmark: _Toc437442069][bookmark: _Toc506558694]POST
This operation is used to create a new subscription for notifications related to Bot events (e.g. spam reports).
The notifyURL in the callbackReference either contains the Client-side Notification URL (as defined by the client) or the Server-side Notification URL (as obtained during the creation of the Notification Channel [REST_NetAPI_NotificationChannel]).
[bookmark: _Toc303287880][bookmark: _Ref309647968][bookmark: _Toc309661570][bookmark: _Toc356806553][bookmark: _Ref368922908][bookmark: _Toc377546662][bookmark: _Toc386202459][bookmark: _Ref391357728][bookmark: _Toc408823113][bookmark: _Ref418052097][bookmark: _Toc437442070][bookmark: _Ref498603536][bookmark: _Ref506035242][bookmark: _Toc506558695]Example 1: Creating a new subscription by a Service Aggregator client, response with copy of created resource	(Informative)
The following example shows a subscription creation request containing a “listId”. This indicates that the {botId} in the request URL is the Id of a service aggregator (e.g. chatbot Platform) which wishes to create this one subscription to handle all the events related to many services (such as chatbots  which are identified by serviceIds listed in the “listId) it is aggregating.
[bookmark: _Toc303287881][bookmark: _Toc309661571][bookmark: _Toc356806554][bookmark: _Toc377546663][bookmark: _Toc386202460][bookmark: _Toc408823114][bookmark: _Toc437442071][bookmark: _Toc506558696]Request
	POST /exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions HTTP/1.1
Content-Type: application/xml	
Content-Length: nnnn	
Accept: application/xml	
Host: example.com 

<?xml version="1.0" encoding="UTF-8"?>
<botmgmt:botSubscription xmlns:botmgmt="urn:oma:xml:rest:netapi:botmanagement:1">
    <callbackReference>
        <notifyURL>http://applicationClient.example.com/spamReport/notifications/77777</notifyURL>
        <callbackData>abcd</callbackData>
    </callbackReference>
    <listId>sip:chatbot_list_for_CBPx@example.com</listId>
    <clientCorrelator>12345</clientCorrelator>
</botmgmt:botSubscription>


[bookmark: _Toc355188732][bookmark: _Toc303287882][bookmark: _Toc309661572][bookmark: _Toc356806555][bookmark: _Toc377546664][bookmark: _Toc386202461][bookmark: _Toc408823115][bookmark: _Toc437442072][bookmark: _Toc506558697]Response
	HTTP/1.1 201 Created
Content-Type: application/xml
Location: http://example.com/exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions/sub001
Content-Length: nnnn	
Date: Tue, 17 Oct 2017 21:32:52 GMT
<?xml version="1.0" encoding="UTF-8"?>
<botmgmt:botSubscription xmlns:botmgmt="urn:oma:xml:rest:netapi:botmanagement:1">
    <callbackReference>
        <notifyURL>http://applicationClient.example.com/spamReport/notifications/77777</notifyURL>
        <callbackData>abcd</callbackData>
    </callbackReference>
 <listId>sip:chatbot_list_for_CBPx@example.com</listId>
<clientCorrelator>12345</clientCorrelator>
<resourceURL>http://example.com/exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions/sub001</resourceURL>
</botmgmt:botSubscription>  


[bookmark: _Ref425803328][bookmark: _Toc437442073][bookmark: _Toc506558698][bookmark: _Toc386202462][bookmark: _Toc408823116]Example 2: Creating a new subscription, response with location of created resource	(Informative)
Application client creates a subscription. Note, since the {botId} of the request URL is the Id of the actual service and not the aggregator itself, “listId” element is not required in the POST request body.
[bookmark: _Toc437442074][bookmark: _Toc506558699]Request
	POST /exampleAPI/botmgmt/v1/sip%3Abot9%40example.com/subscriptions HTTP/1.1
Content-Type: application/xml	
Content-Length: nnnn	
Accept: application/xml	
Host: example.com 

<?xml version="1.0" encoding="UTF-8"?>
<botmgmt:botSubscription xmlns:botmgmt="urn:oma:xml:rest:netapi:botmanagement:1">
    <callbackReference>
        <notifyURL>http://applicationClient.example.com/spamReport/notifications/77777</notifyURL>
        <callbackData>abcd</callbackData>
    </callbackReference>
<clientCorrelator>12345</clientCorrelator>
</botmgmt:botSubscription>


[bookmark: _Toc437442075][bookmark: _Toc506558700]Response
	HTTP/1.1 201 Created
Content-Type: application/xml
Location: http://example.com/exampleAPI/botmgmt/v1/sip%3Abot9%40example.com/subscriptions/sub001
Content-Length: nnnn		
Date: Tue, 17 Oct 2017 21:32:52 GMT

<?xml version="1.0" encoding="UTF-8"?>
<common:resourceReference xmlns:common="urn:oma:xml:rest:netapi:common:1">
    <resourceURL>http://example.com/exampleAPI/botmgmt/v1/sip%3Abot9%40example.com/subscriptions/sub001</resourceURL>
</common:resourceReference>


[bookmark: _Toc437442076][bookmark: _Toc506558701]DELETE
Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET, POST’ field in the response as per section 6.5.5 and 7.4.1 of [RFC7231].
[bookmark: _Toc497797281][bookmark: _Toc497797685][bookmark: _Toc497797282][bookmark: _Toc497797686][bookmark: _Toc497797283][bookmark: _Toc497797687][bookmark: _Toc497797284][bookmark: _Toc497797688][bookmark: _Toc497797285][bookmark: _Toc497797689][bookmark: _Toc497797286][bookmark: _Toc497797690][bookmark: _Toc497797287][bookmark: _Toc497797691][bookmark: _Toc497797288][bookmark: _Toc497797692][bookmark: _Toc497797289][bookmark: _Toc497797693][bookmark: _Toc497797290][bookmark: _Toc497797694][bookmark: _Toc497797291][bookmark: _Toc497797695][bookmark: _Toc497797306][bookmark: _Toc497797710][bookmark: _Toc497797307][bookmark: _Toc497797711][bookmark: _Toc497797308][bookmark: _Toc497797712][bookmark: _Toc497797309][bookmark: _Toc497797713][bookmark: _Toc497797325][bookmark: _Toc497797729][bookmark: _Toc497797326][bookmark: _Toc497797730][bookmark: _Toc497797327][bookmark: _Toc497797731][bookmark: _Toc497797328][bookmark: _Toc497797732][bookmark: _Toc497797329][bookmark: _Toc497797733][bookmark: _Toc497797330][bookmark: _Toc497797734][bookmark: _Toc497797331][bookmark: _Toc497797735][bookmark: _Toc497797332][bookmark: _Toc497797736][bookmark: _Toc497797333][bookmark: _Toc497797737][bookmark: _Toc497797334][bookmark: _Toc497797738][bookmark: _Toc497797335][bookmark: _Toc497797739][bookmark: _Toc497797348][bookmark: _Toc497797752][bookmark: _Toc497797349][bookmark: _Toc497797753][bookmark: _Toc497797350][bookmark: _Toc497797754][bookmark: _Toc497797351][bookmark: _Toc497797755][bookmark: _Toc497797352][bookmark: _Toc497797756][bookmark: _Toc497797353][bookmark: _Toc497797757][bookmark: _Toc253150011][bookmark: _Toc253150355][bookmark: _Toc253150698][bookmark: _Toc253361451][bookmark: _Toc253150012][bookmark: _Toc253150356][bookmark: _Toc253150699][bookmark: _Toc253361452][bookmark: _Toc253150028][bookmark: _Toc253150372][bookmark: _Toc253150715][bookmark: _Toc253361468][bookmark: _Toc497797354][bookmark: _Toc497797758][bookmark: _Toc497797355][bookmark: _Toc497797759][bookmark: _Toc497797356][bookmark: _Toc497797760][bookmark: _Toc497797357][bookmark: _Toc497797761][bookmark: _Toc497797358][bookmark: _Toc497797762][bookmark: _Toc497797359][bookmark: _Toc497797763][bookmark: _Toc497797360][bookmark: _Toc497797764][bookmark: _Toc497797361][bookmark: _Toc497797765][bookmark: _Toc497797362][bookmark: _Toc497797766][bookmark: _Toc497797363][bookmark: _Toc497797767][bookmark: _Toc497797364][bookmark: _Toc497797768][bookmark: _Toc497797365][bookmark: _Toc497797769][bookmark: _Toc497797366][bookmark: _Toc497797770][bookmark: _Toc497797367][bookmark: _Toc497797771][bookmark: _Toc497797368][bookmark: _Toc497797772][bookmark: _Toc497797369][bookmark: _Toc497797773][bookmark: _Toc497797370][bookmark: _Toc497797774][bookmark: _Toc497797371][bookmark: _Toc497797775][bookmark: _Toc497797372][bookmark: _Toc497797776][bookmark: _Toc497797373][bookmark: _Toc497797777][bookmark: _Toc497797378][bookmark: _Toc497797782][bookmark: _Toc497797383][bookmark: _Toc497797787][bookmark: _Toc497797384][bookmark: _Toc497797788][bookmark: _Toc497797385][bookmark: _Toc497797789][bookmark: _Toc497797386][bookmark: _Toc497797790][bookmark: _Toc497797391][bookmark: _Toc497797795][bookmark: _Toc497797396][bookmark: _Toc497797800][bookmark: _Toc497797397][bookmark: _Toc497797801][bookmark: _Toc497797398][bookmark: _Toc497797802][bookmark: _Toc497797399][bookmark: _Toc497797803][bookmark: _Toc497797400][bookmark: _Toc497797804][bookmark: _Toc497797401][bookmark: _Toc497797805][bookmark: _Toc497797402][bookmark: _Toc497797806][bookmark: _Toc497797403][bookmark: _Toc497797807][bookmark: _Toc497797404][bookmark: _Toc497797808][bookmark: _Toc497797409][bookmark: _Toc497797813][bookmark: _Toc497797414][bookmark: _Toc497797818][bookmark: _Toc497797415][bookmark: _Toc497797819][bookmark: _Toc497797416][bookmark: _Toc497797820][bookmark: _Toc497797417][bookmark: _Toc497797821][bookmark: _Toc497797422][bookmark: _Toc497797826][bookmark: _Toc497797427][bookmark: _Toc497797831][bookmark: _Toc497797428][bookmark: _Toc497797832][bookmark: _Toc497797429][bookmark: _Toc497797833][bookmark: _Toc497797430][bookmark: _Toc497797834][bookmark: _Toc497797431][bookmark: _Toc497797835][bookmark: _Toc497797432][bookmark: _Toc497797836][bookmark: _Toc497797433][bookmark: _Toc497797837][bookmark: _Toc497797434][bookmark: _Toc497797838][bookmark: _Toc497797435][bookmark: _Toc497797839][bookmark: _Toc497797436][bookmark: _Toc497797840][bookmark: _Toc497797441][bookmark: _Toc497797845][bookmark: _Toc497797446][bookmark: _Toc497797850][bookmark: _Toc497797447][bookmark: _Toc497797851][bookmark: _Toc497797448][bookmark: _Toc497797852][bookmark: _Toc497797449][bookmark: _Toc497797853][bookmark: _Toc497797454][bookmark: _Toc497797858][bookmark: _Toc497797459][bookmark: _Toc497797863][bookmark: _Toc497797460][bookmark: _Toc497797864][bookmark: _Toc497797461][bookmark: _Toc497797865][bookmark: _Toc497797462][bookmark: _Toc497797866][bookmark: _Toc497797463][bookmark: _Toc497797867][bookmark: _Toc497797464][bookmark: _Toc497797868][bookmark: _Toc497797465][bookmark: _Toc497797869][bookmark: _Toc497797466][bookmark: _Toc497797870][bookmark: _Toc497797467][bookmark: _Toc497797871][bookmark: _Toc497797472][bookmark: _Toc497797876][bookmark: _Toc357602599][bookmark: _Ref382312434][bookmark: _Toc386202463][bookmark: _Ref390733668][bookmark: _Toc408823117][bookmark: _Toc506558702][bookmark: _Ref421813738][bookmark: _Ref421814672][bookmark: _Toc437442077][bookmark: _Ref382312359][bookmark: _Toc386202450][bookmark: _Toc408823104][bookmark: _Ref421813718][bookmark: _Ref421814637][bookmark: _Toc437442061][bookmark: _Toc283846871][bookmark: _Toc294513787]Resource: Individual subscription 
The resource used is:
//{serverRoot}/botmgmt/{apiVersion}/{botId}/subscriptions/{subscriptionId}
This resource is used to manage an individual event subscription. This resource can be used in conjunction with a Client-side Notification URL, or in conjunction with a Server-side Notification URL. In this latter case, the application MUST first create a Notification Channel (see [REST_NetAPI_NotificationChannel]) before creating a subscription.
[bookmark: _Toc357602600][bookmark: _Toc386202464][bookmark: _Toc408823118][bookmark: _Toc437442078][bookmark: _Toc506558703]Request URL variables
The following request URL variables are common for all HTTP methods:
	Name
	Description

	serverRoot
	Server base url: hostname+port+base path. Port and base path are OPTIONAL.
Example: example.com/exampleAPI

	apiVersion
	Version of the API client wants to use.  The value of this variable is defined in section 5.1

	botId
	Identifier of a service (e.g. chatbot) or a service aggregator (e.g. Chatbot Platform)
For Example:  sip:bot42@example.com, sip:aggr101@example.com, sip:botplatform5@example.com)

	subscriptionId
	Identifier of the subscription


See section 6 for a statement on the escaping of reserved characters in URL variables.
[bookmark: _Toc357602601][bookmark: _Toc386202465][bookmark: _Toc408823119][bookmark: _Toc437442079][bookmark: _Toc506558704]Response Codes and Error Handling
For HTTP response codes, see [REST_NetAPI_Common].
For Policy Exception and Service Exception fault codes applicable to the RESTful Network APIs for Bot Management , see section 7.
[bookmark: _Toc303287890][bookmark: _Toc309661583][bookmark: _Ref309667498][bookmark: _Toc356806566][bookmark: _Toc386202466][bookmark: _Ref388741260][bookmark: _Toc408823120][bookmark: _Ref421814684][bookmark: _Toc437442080][bookmark: _Toc506558705]GET
This operation is used for reading an individual subscription.
[bookmark: _Toc303287891][bookmark: _Ref309648592][bookmark: _Toc309661584][bookmark: _Toc356806567][bookmark: _Ref368922915][bookmark: _Toc377546673][bookmark: _Toc386202467][bookmark: _Ref391357739][bookmark: _Toc408823121][bookmark: _Ref418052113][bookmark: _Toc437442081][bookmark: _Ref506035143][bookmark: _Ref506035292][bookmark: _Toc506558706]Example 1: Reading an individual subscription	(Informative)
Application client reads a subscription.
[bookmark: _Toc303287892][bookmark: _Toc309661585][bookmark: _Toc356806568][bookmark: _Toc377546674][bookmark: _Toc386202468][bookmark: _Toc408823122][bookmark: _Toc437442082][bookmark: _Toc506558707]Request
	GET /exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions/sub001 HTTP/1.1
Accept: application/xml
Host: example.com	
Authorization: Bearer 08776724-6d0d-4aa6-a404-2bc19b5cf903


[bookmark: _Toc303287893][bookmark: _Toc309661586][bookmark: _Toc356806569][bookmark: _Toc377546675][bookmark: _Toc386202469][bookmark: _Toc408823123][bookmark: _Toc437442083][bookmark: _Toc506558708]Response
	HTTP/1.1 200 OK	
Content-Type: application/xml
Content-Length: nnnn	
Date: Tue, 17 Oct 2017 21:32:52 GMT

<?xml version="1.0" encoding="UTF-8"?>
<botmgmt:botSubscription xmlns:botmgmt="urn:oma:xml:rest:netapi:botmanagement:1">
    <callbackReference>
        <notifyURL>http://applicationClient.example.com/spamReport/notifications/77777</notifyURL>
        <callbackData>abcd</callbackData>
    </callbackReference>
 <listId>sip:chatbot_list_for_CBPx@example.com</listId>
<clientCorrelator>12345</clientCorrelator>
    <resourceURL>http://example.com/exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions/sub001</resourceURL>
</botmgmt:botSubscription>


[bookmark: _Toc303287894][bookmark: _Toc309661587][bookmark: _Toc356806570][bookmark: _Toc386202471][bookmark: _Toc408823127][bookmark: _Toc437442087][bookmark: _Toc506558709]PUT
Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET, DELETE’ field in the response as per section 6.5.5 and 7.4.1 of [RFC7231].
[bookmark: _Toc303287895][bookmark: _Toc309661588][bookmark: _Toc356806571][bookmark: _Ref382312446][bookmark: _Toc386202472][bookmark: _Ref388741277][bookmark: _Toc408823128][bookmark: _Toc437442088][bookmark: _Toc506558710]POST
[bookmark: _Ref299635261][bookmark: _Toc303287883][bookmark: _Toc309661573][bookmark: _Toc356806556][bookmark: _Toc377546665][bookmark: _Toc386202473][bookmark: _Toc408823129]Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET, DELETE’ field in the response as per sections 6.5.5 and 7.4.1 of [RFC7231].
[bookmark: _Toc303287896][bookmark: _Toc309661589][bookmark: _Ref309667501][bookmark: _Toc356806572][bookmark: _Toc386202476][bookmark: _Ref388741289][bookmark: _Toc408823132][bookmark: _Ref421814698][bookmark: _Toc437442089][bookmark: _Toc506558711]DELETE
This operation is used to cancel a subscription and to stop corresponding notifications.
[bookmark: _Toc303287897][bookmark: _Ref309648598][bookmark: _Toc309661590][bookmark: _Toc356806573][bookmark: _Ref368922919][bookmark: _Toc377546679][bookmark: _Toc386202477][bookmark: _Ref391357770][bookmark: _Toc408823133][bookmark: _Ref418052141][bookmark: _Toc437442090][bookmark: _Ref506035305][bookmark: _Toc506558712]Example: Cancelling a subscription	(Informative)
Application client cancels a subscription. 
[bookmark: _Toc303287898][bookmark: _Toc309661591][bookmark: _Toc356806574][bookmark: _Toc377546680][bookmark: _Toc386202478][bookmark: _Toc408823134][bookmark: _Toc437442091][bookmark: _Toc506558713]Request
	DELETE /exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions/sub001 HTTP/1.1
Accept: application/xml
Host: example.com


[bookmark: _Toc303287899][bookmark: _Toc309661592][bookmark: _Toc356806575][bookmark: _Toc377546681][bookmark: _Toc386202479][bookmark: _Toc408823135][bookmark: _Toc437442092][bookmark: _Toc506558714]Response
	HTTP/1.1 204 No Content	
Date: Tue, 17 Oct 2017 21:32:52 GMT


[bookmark: _Toc506558715]Resource: Client notification about Spams
This resource is a callback URL provided by the client for notification about spams (a user is receiving from a given bot). The RESTful Bot Management API does not make any assumption about the structure of this URL. The assumption is that this URL is a Client-side Notification URL and hence, the server will POST notifications directly to it. 
[bookmark: _Toc506558716]Request URL variables
Client provided if any.
[bookmark: _Toc498604155][bookmark: _Toc498604302][bookmark: _Toc506558717]Response Codes and Error Handling
For HTTP response codes, see [REST_NetAPI_Common].
For Policy Exception and Service Exception fault codes applicable to Bot Management  see section 7.
[bookmark: _Toc506558718]GET
Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: POST’ field in the response as per sections 6.5.5 and 7.4.1 of [RFC7231].
[bookmark: _Toc506558719]PUT
Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: POST’ field in the response as per sections 6.5.5 and 7.4.1 of [RFC7231].
[bookmark: _Toc506558720]POST
This operation is used for spam report notifications (i.e. notifying the client about spams a given user is receiving from a given bot).
[bookmark: _Toc498604160][bookmark: _Toc498604307][bookmark: _Toc506558721]Example 1: Notify client about spams the user is receiving from a bot	(Informative)
[bookmark: _Toc498604162][bookmark: _Toc498604309][bookmark: _Toc306642288][bookmark: _Toc309661808][bookmark: _Toc356806765][bookmark: _Toc377546805][bookmark: _Toc386202487][bookmark: _Toc408823143][bookmark: _Toc437442109][bookmark: _Toc506558722][bookmark: _Toc306033250][bookmark: _Toc306033965][bookmark: _Toc306641081][bookmark: _Toc306641800]Request
	[bookmark: _Toc306033252][bookmark: _Toc306033967][bookmark: _Toc306641083][bookmark: _Toc306641802]POST /spamReport/notifications/77777 HTTP/1.1
Accept: application/xml
Content-Type: application/xml
Host: applicationClient.example.com

<?xml version="1.0" encoding="UTF-8"?>
<botmgmt:spamReportNotification xmlns:botmgmt="urn:oma:xml:rest:netapi:botmanagement:1"> 
    <callbackData>abcd</callbackData>
     <spamReportInfo >
          <userId>tel:+19585550101</userId>
          <chatbotId>sip:bot42@example.com</chatbotId>
          <messageId>msg10</messageId>
          <messageId>msg8</messageId>
    </spamReportInfo>
   <link rel="BotSubscription" 	
           href="http://example.com/exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions/sub001"/>
</botmgmt:spamReportNotification >


[bookmark: _Toc355189041][bookmark: _Toc306642289][bookmark: _Toc309661809][bookmark: _Toc356806766][bookmark: _Toc377546806][bookmark: _Toc386202488][bookmark: _Toc408823144][bookmark: _Toc437442110][bookmark: _Toc506558723][bookmark: _Toc306033255][bookmark: _Toc306033970][bookmark: _Toc306641086][bookmark: _Toc306641805]Response
	[bookmark: _Toc306033256][bookmark: _Toc306033971][bookmark: _Toc306641087][bookmark: _Toc306641806]HTTP/1.1 204 No Content
Date: Fri, 20 Oct 2017 17:51:59 GMT


[bookmark: _Toc506558724]DELETE
Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: POST’ field in the response as per sections 6.5.5 and 7.4.1 of [RFC7231].

[bookmark: _Toc497797500][bookmark: _Toc497797904][bookmark: _Toc497797501][bookmark: _Toc497797905][bookmark: _Toc497797502][bookmark: _Toc497797906][bookmark: _Toc497797503][bookmark: _Toc497797907][bookmark: _Toc497797508][bookmark: _Toc497797912][bookmark: _Toc280007808][bookmark: _Ref315699519][bookmark: _Toc315703303][bookmark: _Toc321147401][bookmark: _Toc506558725]Fault definitions
[bookmark: _Toc315703304][bookmark: _Toc321147402][bookmark: _Toc506558726]Service Exceptions
For common Service Exceptions refer to [REST_NetAPI_Common]. There are no additional Service Exception codes defined for the RESTful Bot Management API. 
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[bookmark: _Toc247472234][bookmark: _Toc283846877][bookmark: _Ref286149085][bookmark: _Toc294513793][bookmark: _Toc506558730][bookmark: _Toc247472235][bookmark: _Toc51147390][bookmark: _Toc51149244][bookmark: _Toc84123007]Static Conformance Requirements	(Normative)
No interoperability testing is foreseen within OMA. 
[bookmark: _Toc498604175][bookmark: _Toc498604322]
[bookmark: _Toc396902678][bookmark: _Toc396902686][bookmark: _Toc396902687][bookmark: _Toc396902688][bookmark: _Toc396902689][bookmark: _Toc396902690][bookmark: _Toc396902691][bookmark: _Toc396902692][bookmark: _Toc396902693][bookmark: _Toc396902694][bookmark: _Toc396902714][bookmark: _Toc253149223][bookmark: _Toc253149554][bookmark: _Toc253149881][bookmark: _Toc253150225][bookmark: _Toc253150568][bookmark: _Toc253150910][bookmark: _Toc253361665][bookmark: _Toc253149224][bookmark: _Toc253149555][bookmark: _Toc253149882][bookmark: _Toc253150226][bookmark: _Toc253150569][bookmark: _Toc253150911][bookmark: _Toc253361666][bookmark: _Toc253149225][bookmark: _Toc253149556][bookmark: _Toc253149883][bookmark: _Toc253150227][bookmark: _Toc253150570][bookmark: _Toc253150912][bookmark: _Toc253361667][bookmark: _Ref255832710][bookmark: _Toc283846885][bookmark: _Toc294513801][bookmark: _Toc506558731]JSON examples 	(Informative)
JSON (JavaScript Object Notation) is a Light-weight, text-based, language-independent data interchange format. It provides a simple means to represent basic name-value pairs, arrays and objects. JSON is relatively trivial to parse and evaluate using standard JavaScript libraries, and hence is suited for REST invocations from browsers or other processors with JavaScript engines. Further information on JSON can be found at [RFC7159].
The following examples show the request and response for various operations using the JSON data format. The examples follow the XML to JSON serialization rules in [REST_NetAPI_Common]. A JSON response can be obtained by using the content type negotiation mechanism specified in [REST_NetAPI_Common].
[bookmark: _Toc283846886][bookmark: _Toc294513802]For full details on the operations themselves please refer to the section number indicated.
[bookmark: _Toc506558732]Client application (e.g. API GW) on behalf of user deletes anonymization token on the server (e.g. Chatbot Platform) (section ‎6.1.5.1)
Request:
	POST /exampleAPI/botmgmt/v1/tel%3A%2B19585550100/sip%3bot3%40example.com/anonymization HTTP/1.1
Content-Type: application/json
Content-Length: nnnn	
Accept: application/json
Host: example.com 
	
{"empty": null}


Response:
	HTTP/1.1 200 Ok
Content-Type: application/json
Content-Length: nnnn
Date: Tue, 17 Oct 2017 21:32:52 GMT

{"empty": null}


[bookmark: _Toc506558733][bookmark: _Toc474498049]Reading all active subscriptions (section ‎6.3.3.1)
Request:
	GET /exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions HTTP/1.1 
Accept: application/json
Host: example.com
Authorization: BEARER 08776724-6d0d-4aa6-a404-2bc19b5cf903


Response:
	HTTP/1.1 200 Ok
Content-Type: application/json
Content-Length: nnnn
Date: Tue, 17 Oct 2017 21:32:52 GMT

{"botSubscriptionList": {
    "resourceURL": "http://example.com/exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions",
    "subscription": {
        "callbackReference": {
            "callbackData": "abcd",
            "notifyURL": "http://applicationClient.example.com/spamReport/notifications/77777"
        },
        "clientCorrelator": "12345",
        "listId": "sip:chatbot_list_for_CBPx@example.com",
        "resourceURL": "http://example.com/exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions /sub001"
    }
}}


[bookmark: _Toc506558734]Creating a new subscription by a Service Aggregator client, response with copy of created resource (section ‎6.2.5.1)
Request:
	POST /exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions HTTP/1.1
Content-Type: application/json
Content-Length: nnnn	
Accept: application/json
Host: example.com 
	
{"botSubscription": {
    "callbackReference": {
        "callbackData": "abcd",
        "notifyURL": "http://applicationClient.example.com/spamReport/notifications/77777"
    },
    "clientCorrelator": "12345",
    "listId": "sip:chatbot_list_for_CBPx@example.com"
}}


Response:
	HTTP/1.1 201 Created
Content-Type: application/json
Location: http://example.com/exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions/sub001
Content-Length: nnnn
Date: Tue, 17 Oct 2017 21:32:52 GMT

{"botSubscription": {
    "callbackReference": {
        "callbackData": "abcd",
        "notifyURL": "http://applicationClient.example.com/spamReport/notifications/77777"
    },
    "clientCorrelator": "12345",
    "listId": "sip:chatbot_list_for_CBPx@example.com",
    "resourceURL": "http://example.com/exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions/sub001"
}}


[bookmark: _Toc506558735]Creating a new subscription, response with location of created resource (section ‎6.2.5.2)
Request:
	POST /exampleAPI/botmgmt/v1/sip%3Abot9%40example.com/subscriptions HTTP/1.1
Content-Type: application/json
Content-Length: nnnn	
Accept: application/json
Host: example.com 
	
{"botSubscription": {
    "callbackReference": {
        "callbackData": "abcd",
        "notifyURL": "http://applicationClient.example.com/spamReport/notifications/77777"
    },
    "clientCorrelator": "12345"
}}


Response:
	HTTP/1.1 201 Created
Content-Type: application/json
Location: http://example.com/exampleAPI/botmgmt/v1/sip%3Abot9%40example.com/subscriptions/sub001
Content-Length: nnnn
Date: Tue, 17 Oct 2017 21:32:52 GMT

{"resourceReference": {"resourceURL": "http://example.com/exampleAPI/botmgmt/v1/ sip%3Abot9%40example.com/subscriptions/sub001"}}


[bookmark: _Toc506558736]Reading an individual subscription (section ‎6.3.3.1)
Request:
	GET /exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions/sub001 HTTP/1.1
Accept: application/json
Host: example.com 
Authorization: BEARER 08776724-6d0d-4aa6-a404-2bc19b5cf903


Response:
	HTTP/1.1 200 Ok
Content-Type: application/json
Content-Length: nnnn
Date: Tue, 17 Oct 2017 21:32:52 GMT

{"botSubscription": {
    "callbackReference": {
        "callbackData": "abcd",
        "notifyURL": "http://applicationClient.example.com/spamReport/notifications/77777"
    },
    "clientCorrelator": "12345",
    "listId": "sip:chatbot_list_for_CBPx@example.com",
    "resourceURL": "http://example.com/exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions/sub001"
}}


[bookmark: _Toc506558737]Cancelling a subscription (section ‎6.3.6.1)
Request:
	DELETE /exampleAPI/botmgmt/v1/sip%3Abotplat1%40example.com/subscriptions/sub001 HTTP/1.1
Content-Type: application/json
Host: example.com 


Response:
	HTTP/1.1 204 No Content 
Date: Tue, 17 Oct 2017 21:32:52 GMT


[bookmark: _Toc498604189][bookmark: _Toc498604336][bookmark: _Toc498604191][bookmark: _Toc498604338][bookmark: _Toc271730243][bookmark: _Toc279688175][bookmark: _Toc283846893][bookmark: _Ref286149060][bookmark: _Toc294513803][bookmark: _Ref397005769][bookmark: _Ref397005812][bookmark: _Toc506558738]Operations mapping to a pre-existing baseline specification	(Informative)
As this specification does not have a baseline specification, this appendix is empty.
[bookmark: _Toc497797528][bookmark: _Toc497797932][bookmark: _Toc497797529][bookmark: _Toc497797933][bookmark: _Toc497797543][bookmark: _Toc497797947][bookmark: _Toc280007946][bookmark: _Ref286149062][bookmark: _Toc294513804][bookmark: _Ref397005822][bookmark: _Toc506558739]Light-weight Resources	(Informative)
As this version of the specification does not define any Light-weight Resources, this appendix is empty.
[bookmark: _Toc497797545][bookmark: _Toc497797949][bookmark: _Toc497797546][bookmark: _Toc497797950][bookmark: _Toc497797547][bookmark: _Toc497797951][bookmark: _Toc497797561][bookmark: _Toc497797965][bookmark: _Toc497797576][bookmark: _Toc497797980][bookmark: _Toc497797582][bookmark: _Toc497797986][bookmark: _Toc497797588][bookmark: _Toc497797992][bookmark: _Toc497797589][bookmark: _Toc497797993][bookmark: _Toc497797590][bookmark: _Toc497797994][bookmark: _Ref286149063][bookmark: _Toc294513805][bookmark: _Toc506558740]Authorization aspects	(Normative)
[bookmark: _Toc309580458]This appendix specifies how to use the RESTful [Func Area] API in combination with some authorization frameworks.
This appendix specifies how to use the RESTful Bot Management API in combination with some authorization frameworks.
[bookmark: _Toc506558741]Use with OMA Authorization Framework for Network APIs
The RESTful Bot Management API MAY support the authorization framework defined in [Autho4API_10].
A RESTful Bot Management API supporting [Autho4API_10]:
SHALL conform to section D.1 of [REST_NetAPI_Common]; 
SHALL conform to this section ‎F.1. 
[bookmark: _Toc506558742]Scope values
[bookmark: _Toc506558743]Definitions
In compliance with [Autho4API_10], an authorization server serving clients requests for getting authorized access to the resources exposed by the RESTful Bot Management API:
SHALL support the scope values defined in the table below;
MAY support scope values not defined in this specification.

	Scope value
	Description
	For one-time access token

	oma_rest_botmgmt.control
	Provide access to all defined operations on the resources tagged as “A” in Figure 1 of section 5.1 in this version of the API.
	No

	oma_rest_botmgmt.report
	Provide access to all defined operations relating to event subscription creation and management (i.e. resources tagged as “B” in Figure 1 of section 5.1) to enable flow of event reports such as and spam reports.
	No


[bookmark: _Toc506558750]Table 1: Scope values for RESTful Bot Management API
[bookmark: _Toc506558744]Downscoping
 This version of the specification does not define any downscoping values. 
[bookmark: _Toc506558745]Mapping with resources and methods
Tables in this section specify how the scope values defined in section ‎F.1.1.1 for the RESTful Bot Management API map to the REST resources and methods of this API. In these tables, the root “oma_rest_botmgmt.” of scope values is omitted for readability reasons.


	Resource
	URL
Base URL: 
http://{serverRoot}/botmgmt /{apiVersion}
	Section reference
	HTTP verbs

	
	
	
	GET
	PUT
	POST
	DELETE

	User’s anonymization
	/{userId}/{chatbotId}/anonymization
	6.1
	n/a
	n/a
	control
	n/a


[bookmark: _Toc506558751]Table 2: Required scope values for: Bot Management 

	Resource
	URL
Base URL: 
http://{serverRoot}/botmgmt /{apiVersion}
	Section reference
	HTTP verbs

	
	
	
	GET
	PUT
	POST
	DELETE

	All subscriptions to bot related notifications
	/{botId}/subscriptions
	6.3
	report
	n/a
	report
	n/a

	Individual subscription
	/{botId}/subscriptions/{subscriptionId}
	6.4
	report
	n/a
	n/a
	report


[bookmark: _Toc506558752]Table 3: Required scope values for: Spam Reports 

[bookmark: _Ref317763748][bookmark: _Toc318907516][bookmark: _Toc506558746]Use of ‘acr:auth’
This section specifies the use of ‘acr:auth’ in place of an end user identifier in a resource URL path.
An ‘acr’ URI of the form ‘acr:auth’, where ‘auth’ is a reserved keyword MAY be used to avoid exposing a real end user identifier in the resource URL path.
A client MAY use ‘acr:auth’ in a resource URL in place of a {userId} when the the RESTful Bot Management API is used in combination with [Autho4API_10].
In the case the RESTful Bot Management API supports [Autho4API_10], the server:
· SHALL accept ‘acr:auth’ as a valid value for the resource URL variable {userId} 
· SHALL conform to [REST_NetAPI_Common] section 5.8.1.1 regarding the processing of ‘acr:auth’.
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