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In Section 5.5 Faults

[bookmark: _Toc369854760]Faults
ServiceExceptions and PolicyExceptions are defined in [3GPP TS 29.199-1]. The values and short description applicable to this specification are listed in the following sub-sections. For detailed description on handling of different fault cases please refer to appendix X.
[bookmark: _Toc369854761]Service exceptions
SVC0001 - Service error
SVC0002 - Invalid input value
SVC0003: Invalid input value with list of valid values
SVC0004 - No valid addresses
SVC0005: Duplicate correlator
SVC0006: Invalid group
SVC0007: Invalid charging information
SVC0008 – Overlapping Criteria
[bookmark: _Toc369854762]Policy Exceptions exceptions
POL0001 - Policy error
POL0002 - Privacy error
POL0003: Too many addresses
POL0004: Unlimited notifications not supported
POL0005: Too many notifications requested
POL0006 - Groups not allowed.
POL0007: Nested groups not allowed
POL0008 - Charging not allowed.
POL0009: Invalid frequency requested
POL0010 – Retention time interval expired
POL0011: Media Type not supported
POL0012: Too many description entries specified
POL0013: Addresses duplication

Add Handling of fault cases as  appendix C


Handling of fault cases 	 (Normative)
In order to assure interoperability and limit the needed investments as indicated in [EU_REG] this chapter describes behaviour in error cases and how the faults shall shall be handled. 
Handling of incorrect message structure
Issues with malformed message structure that is not compatible with provided WSDLs shall SHALL be reported back to the requestor as Service Exceptions within SOAP Fault structure. List of exceptions is provided in section 5.5.1.
Handling of incorrect values of sender and receiver attributes
In case the value of the sender and receiver attributes from the message payload are not matching the bespoke sender or recipient of the message retrieved based on the information from the transportation layer, the SOAP Fault shall SHALL be sent back as part of the synchronous Ack message. It shall SHALL indicate the incorrect attribute.
Handling of incorrect values of other attributes
Validation of other attributes requires processing of message payload and might be time consuming therefore in case of issues with processing of contents of attributes listed below the error shall SHALL be reported with the next applicable message exchanged between the parties using NotificationCodesnotification codes foreseen in this document (or agreed bilaterally). This applies to:
· ARP
· TransactionId
· SubscriptionId

Handling of messages flow for a given process
When executing processes defined in [IF_7_SPEC] (i.e.: Provisioinig, DeProvisioing, Suspension, UnSuspension and ReProvisioning) the following rules shall SHALL be followed:
· The messages exchanged as part of a given processes are spanned by the same TransactionId
· Messages shall SHALL be sent in the order provided on diagrams in sections [ref 5.1.1 ff]. 
· Delivery of each of the messages shall SHALL be confirmed by the recipient of the message by the synchronous Ack message
· The sender shall SHALL continue the execution of the process only after Ack confirmation is granted. It is the duty of a message sender to make sure a message has arrived by (repeatedly) sending the message until a synchronous response can be received;
· In case a timeout is observed due to missing Ack the sender may decide to retry the delivery of the message and wait for Ack again. In case the recipient receives a duplicated request (presumable due to the fact that his first Ack did not reach the sender) he needs only to re-send the Ack and no additional handling of the duplicate is required.
· Number of such consecutive retries and time period(s) after which timeout is reported shall shall be agreed bilaterally between ARP and DSP. 
· In case the defined number of retries has been reached the process is ended with corresponding information being written to the log. Maintenance in case of such interrupted process requires manual intervention and is not specified in this document.
The above mentioned approach implies synchronous execution on the process level that allows both parties to know the state of the other one and helps to avoid the need for a re-transmission of information related to an obsolete state of a transaction in as much as possible (repeated need to use synchronous reply). Coupling is tight and no party can come across a communication point if the other party is not ready for communication. This strategy has no impact on the WSDL it prescribes the way how the mechanism of exchange of messages shall shall be implemented.
The following activity diagram illustrates the synchronous flow on an example of PreProvisioing phase:



For a better understanding the following diagram adds the details (including retries mechanism) to “Send the ‘PreProvisioningAcknowledge’” as an example for steps to send a message:


 

The diagram discloses that there’s no clearly defined way to cope with a transaction if a communication attempt ultimately failed (on the automated level). As mentioned earlier manual activities shall shall follow in this case.

Handling of incorrect requests with regards to current state of the subscription or process in progress
In case a request is received that cannot be executed due to another process already being in progress – which means that the subscription is in a state that does not allow execution of requested action - the error shall SHALL be reported with the next applicable message exchanged between the parties using notification codes foreseen in this document (or agreed bilaterally). An example could be a situation where ARP requests ReProvisioing, the DSP is in progress of reconfiguring the interfaces and in that moment SuspendRequest is sent to DSP. It will be rejected with information that other process is in progress (e.g. NotificationCode = 4, “Not active - There is another ongoing provisioning or deprovisioning request for this UserId”).

Changes to the Enumerations section 

Enumeration: StandardActivationNotificationCode
This enumeration defines the result of an activation pre-provisioning request. This field will be populated accordingly with local privacy regulation. In case the sender has privacy restrictions for sending this information, the “generic” codes must be used.

	Enumeration
	Description

	0
	Activable

	1
	No Active Agreement

	2
	Not authorized - Generic

	3
	Not authorized - Not customer of this DSP

	4
	Not authorized - Incorrect Authorization Method

	5
	Not authorized - Incorrect Authorization Credentials

	6
	Not eligible - Generic

	7
	Not eligible - Recipient ARP doesn't have an agreement with DSP

	8
	Not eligible - Customer not controlled by DSP

	9
	Not eligible - Subscriber's domestic service has been suspended

	10
	Not eligible - Subscriber's roaming service has been suspended

	11
	Not eligible - Subscriber has no contract to receive roaming service

	12
	Not eligible - The service requestor is not the legal responsible party

	13
	Not eligible  There is another ongoing provisioning or deprovisioning request for this UserId

	14
	Not eligible  Request is based on non-primary UserId for the subscription

	15
	Not eligible  Customer requested MNP (Mobile Number Portability)

	16
	Incorrect value of attribute – Generic 

	17
	Incorrect value of attribute – Unknown ARP 

	18
	Incorrect value of attribute – TransactionId syntactically not correct 

	19
	Incorrect value of attribute – TransactionId, no open transaction 

	20
	Incorrect value of attribute – SubscriptionId syntactically not correct 

	21
	Incorrect value of attribute – SubscriptionId no open subscription 


Note:  Codes 16 to 21 are added on top of [IF_7_SPEC]).

Enumeration: StandardCompletionCode
This enumeration defines the result of an activation pre-provisioning completion. This field will be populated accordingly with local privacy regulation. In case the sender has privacy restrictions for sending this information, the “generic” codes must be used.

	Enumeration
	Description

	0
	Activated

	1
	Not Activated - Generic

	2
	Not Activated - DSP has not yet sent a PreProvisioningCompletion

	3
	Not Activated - DSP has not yet sent a PreProvisioningCompletion(NOK)

	4
	Not Activated - Invalid Transaction IDId

	5
	Not Activated - valid Transaction IDId but the MSISDN does not match what was sent in the PreProvisioningRequest

	6
	Incorrect value of attribute – Generic 

	7
	Incorrect value of attribute – Unknown ARP 

	8
	Incorrect value of attribute – TransactionId syntactically not correct 

	9
	Incorrect value of attribute – TransactionId, no open transaction 

	10
	Incorrect value of attribute – SubscriptionId syntactically not correct 

	11
	Incorrect value of attribute – SubscriptionId no open subscription


Note:  Codes 6 to 11 are added on top of [IF_7_SPEC]).
Changes to the Enumerations section 

Enumeration: StandardSuspensionCode
This enumeration defines the state of a roaming suspension request. This field will be populated accordingly with local privacy regulation. In case the sender has privacy restrictions for sending this information,  “generic” codes must be used.

	Enumeration
	Description

	0
	Activated

	1
	Not Activated - Generic

	2
	Not Activated - Invalid Transaction IDId

	3
	Not Activated - Invalid Subscription IDId

	4
	Not Suspended / Not ReActivated - There is another ongoing provisioning or deprovisioning request for this UserId
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