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1 Reason for Change

This CR propose some initial text for section 7 related the requirements:

Authentication

These requiments covers Authentication: identification of the API consumer, profile management
	Label
	Description
	Release

	SerExp-AUTHE-001
	The Service Exposure Framework SHALL enable  application authentication requiring API invocation.
	Service Exposure Framework V1.0

	SerExp-AUTHE-002
	The Service Exposure Framework SHALL enable  user authentication. 
	Service Exposure Framework V1.0

	SerExp-AUTHE-003
	The Service Exposure Framework SHALL enable network based (implicit) authentication of the device over mobile network, as well as explicit (username-password) for both in-band (e.g, mobile  network) and out-of-band (e.g. WIFI) scenarios.


	Service Exposure Framework V1.0

	SerExp-AUTHE-004
	The Service Exposure Framework SHALL determine the authentication method (network based authentication; or explicit authentication e.g. username/password) whitch meets the level of assurance required by the application
	Service Exposure Framework V1.0

	SerExp-AUTHE-005
	The Service Exposure Framework MAY interact with an external authentication server using standard protocol(s) .
	Service Exposure Framework V1.0

	
	
	


2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

ARC is recommended to agree on the proposed changes in this CR.
6 Detailed Change Proposal

Change 1:  7.1.3 Authentication
The Service Exposure Framework SHALL authenticate applications requesting access to network resources (e.g. SMS, Billing) through APIs. As part of granting network access, it may also require authentication of  the end-user involved in API invocation.

As an Example, this end-user authentication may be a precondition for end-user’s authorization required to grant access to her/his protected resources (e.g. cloud messages storage).
Depending on the service provided (e.g. homepage customization or access to email) end-user authentication may be explicit or implicit. By implicit authentication, what is meant is network-based authentication where frictionless authentication may be a value to both service provider and the end-user. In the case of implicit authentication is the device that is being authenticated by the network as opposed to the end-user who is using the device.
By explicit authentication what is meant is any method by which the end-user explicitly proves to the network he is who he claims to be  such as one-factor authentication (shared secret: username/password), two-factor authentication (shared secret plus the device the user owns).
The level of assurance required by the application (API consumer) and the operator’s service policy would determine the method of end-user’s authentication (one factor, two factors, …)
To achieve end-user authentication, the Service Exposure Framework would require interaction with the operator’s IdM (Identity management) system as well as the end-user on his hand-held device.
Editor’s note: it’s needed to create an additional req. to specify the needs of authentication at design time
Editor’s note: modifiy req. to “public WIFI”
Editor’s note : differentiate user authentication 
Editor’s note : modify the req “The Service Exposure Framework MAY interact with an external authentication server using standard protocol(s) .” 
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