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1 Reason for Change

This CR propose some initial text for section 7 related the requirements:

These requiments covers Business Policy: related to specific functionalities exposed
	Label
	Description
	Release

	SerExp- BUSPOL -001
	The Service Exposure Framework SHALL permit defining throttling (per second, per hour, per day) measure for every netAPI exposed. The throttling measure may apply per single application instance or group of application owned by a single third party. 
	Service Exposure Framework V1.0

	SerExp- BUSPOL -002
	The Service Exposure Framework SHALL enable enforcement of throttling measure defined for the exposed netAPI. 
	Service Exposure Framework V1.0

	SerExp- BUSPOL -003
	The Service Exposure Framework SHALL permit to define a invocation quota per application who invoke the API.
	Service Exposure Framework V1.0

	SerExp- BUSPOL -004
	The Service Exposure Framework SHALL permit to enforce the a invocation quota per application who invoke the API.
	Service Exposure Framework V1.0

	SerExp- BUSPOL -005
	The Service Exposure Framework SHALL permit to configure a black/white list of the users (e.g. MSISDN) may be involved during the API invocation.


	Service Exposure Framework V1.0

	SerExp-BUSPOL-006
	The Service Exposure Framework SHALL permit defining different business policies based on API parameter/header values, eg. international MSISDN.
	Service Exposure Framework V1.0

	SerExp-BUSPOL-007
	The Service Exposure Framework SHALL permit defining policy for blocking/allowing single functionalities of the APIs, e.g. blocking a PUT operation allowing only GET.
	Service Exposure Framework V1.0

	SerExp-BUSPOL-008
	The Service Exposure Framework SHALL permit applying the business policies per single application instance or group of application owned by a single third party.  
	Service Exposure Framework V1.0

	
	
	


Table 1: High-Level Functional Requirements – Infrastructure Policy

2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

ARC is recommended to agree on the proposed changes in this CR.
6 Detailed Change Proposal

Change 1:  7.1.5 Business Policy
The Service Exposure Framework would need to provide functionalities in order for an MNO to define business policies as well as enforcement of such policies in order to exert control over accessing/using protected network resources, by API consumer, via network API.
Such business policies would include the following:

· throttling (e.g. API invocation per second, per hour, per day) 

· quota (e.g. total number of API usage per package)
· black and white list (e.g. black/white listing API consumers as well as subscribers for a given API)
· time and date API blockage (e.g. blocking API invocations within a given period of time)
· subscriber roaming status (e.g. blocking API invocations if the subscribers are involved in roaming)
· API blockage based on request parameters, body  or header (e.g. block API invocation based on the area code)

· API blockage based on HTTP methods (e.g. only GET operation allowed, denial of DELETE).

This limitations/enforcement (per API and/or per API Consumer) can be defined at the time of API Consumer onboarding and subsequent API Business Policy management.

The limitations/enforcement may apply per single application instance or group of application owned by a third party application developer.
When policy enforcement results in denial of the request, a clear reason must be returned to the API consumer.
Editor’s note: checking the consistency of terms “third party application developer”, align requirement about definition and enforcement for every policy.
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