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1. Scope
(Informative)

<< Briefly describe the scope of this document – how it presents the architecture of this particular enabler.  Include an explanation of how this architecture relates to Open Mobile Alliance activity.  If it adds clarity, also describe what is not in the scope of this architecture.  DELETE THIS COMMENT >>

2. References

The policy and guidelines for references, particularly to material from other organizations, is available at http://member.openmobilealliance.org/ftp/tp/gen_info/Reference.shtml, the following is a brief summary:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for reference use in documents that will be approved with or after a referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”, Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[OSE-TS]
	“OMA Service Environment”, Open Mobile Alliance, OMA-TS-Service-Environment-V1_0_1,
URL: http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL: http://www.ietf.org/rfc/rfc2119.txt

	[PEEM-RD]
	“Policy Evaluation, Enforcement and Management Requirements”, Open Mobile Alliance, OMA-RD_Policy_Evaluation_Enforcement_Management-V1_0, URL:http://www.openmobilealliance.org/ 

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	[ARCH-PRINC]
	“OMA Architecture Principles”, <doc ref>, URL:http://www.openmobilealliance.org/

	[ARCH-REVIEW]
	“OMA Architecture Review Process”, <doc ref>, URL:http://www.openmobilealliance.org/

	[OMA-DICT]
	“OMA Dictionary”, <doc ref>,URL:http://www.openmobilealliance.org/

	[RFC 3060]
	“Policy Core Information Model -- Version 1 Specification”, B. Moore et al, February 2001, URL: http://www.ietf.org/rfc/rfc3060.txt

	[RFC 3198]
	“Terminology for Policy-Based Management”, A. Westerinen et al, November 2001, URL: http://www.ietf.org/rfc/rfc3198.txt

	[RFC 3460].
	“Policy Core Information Model (PCIM) Extensions”, B. Moore, Ed., January 2003, URL: http://www.ietf.org/rfc/rfc3460.txt

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<<The Architecture Document is assumed to contain normative material and is expected to use the previous two paragraphs, if not (is it really an AD?), replace it with the following paragraph.  DELETE THIS COMMENT >>

This is an informative document, which is not intended to provide testable requirements to implementations.

<<If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  Delete all definitions that are not used in the document.
DELETE THIS COMMENT >>

	Interface
	See [OMA-DICT].

	Delegate
	A delegate is a designated resource that performs specified tasks or functions on behalf of (one or more) other  resources. To delegate is to designate a resource to perform specified tasks or functions on behalf of (one or more) other resources.

	Policy
	An ordered combination of policy rules that defines how to administer, manage, and control access to resources, [Derived from [RFC 3060], [RFC 3198] and [RFC 3460]].

	Policy Action
	Action (e.g. invocation of a function, script, code, workflow, …) that is associated to a policy condition in a policy rule and that is executed when its associated policy condition results in "true" from the policy evaluation step.

	Policy Condition
	A condition is a Boolean predicate that yields true or false. It may be “complex”.

	Policy Enforcement
	The processes of policy evaluation and policy execution.

	Policy Evaluation
	Determination of whether the policy rules results in “true”

	Policy Execution
	Execution of the action associated to the policy condition selected by policy evaluation

	Policy Expression
	The process of representing a policy

	Policy Management
	The act of describing, creating, updating, deleting, provisioning and viewing policies. A meta-model or representation scheme may be used in this activity.

	Policy Rule
	A combination of a condition and an action to be performed if the condition is true

	Request 
	An articulation of the need to access a resource (e.g. asynchronous events).

	Requestor
	Any entity that issues a request to a resource.

	Resource
	Any component, enabler, function or application that can receive and process requests.


3.3 Abbreviations

<< Add abbreviations as needed to the following table.  DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	PEEM
	Policy Evaluation, Enforcement and Management 

	
	


4. Introduction
(Informative)

<< Describe the high level architecture in greater detail than provided in section 1.  From a market perspective, this section should answer the following questions (in prose):

What is the purpose of this architecture?

What problems does this architecture solve?

DELETE THIS COMMENT >>

4.1 Use Cases

<< Identify the Use Cases that covered by the architecture.  Add all references to Use Case documents to section 2.  This section should also identify the major Actors in the architecture.  DELETE THIS COMMENT >>

4.2 Requirements

<< This section MUST include:

1. identification of the Requirements Document(s) on which this architecture is based.  The referenced RDs MUST be included in section 2.

2. a clear statement about the requirements that are met or satisified and those that are NOT met or satisified. There are many ways to provide this information including (but not limited to): stating “All requirements in RD XXX are met”, stating “All requirements in RD XXX are met except Y.Y and Z.Z”, stating “only requirements Y.Y and Z.Z in RD XXX are met”, etc.

The editor may use a table to specify the above information.

DELETE THIS COMMENT >>

4.3 Planned Phases

<< Specify where this architecture is within the projected phases (e.g. phase 1.0, phase 2.0, etc.).  If the current phase is greater than phase 1.0, briefly describe how this version of the architecture differs from the previous version.  It may be appropriate to include a separate sub-section for the various phases. 

If no additional phases are planned beyond this architecture then state so.

DELETE THIS COMMENT >>

5. Architectural Model

<< This section defines the enabler’s architectural model.  The model identifies: a) all internal functional components of this enabler, and b) all of the communication relationships between the components of this enabler and with other enablers and applications (including those specifications not defined by OMA).

This section SHOULD contain a diagram of the architecture.  Diagrams in this section should contain logical entities only and not conflate logical entities with physical entities.  However, mobile terminals and networks may be shown because of their potential relevance in the design of the architecture.  Figure 1 is an illustrative example of an architectural diagram and should be modified to reflect this architecture.

Working Groups SHOULD re-use functions specified by other enablers.  Working Groups should consult other Architecture Documents and Specifications to identify any of this architecture’s functionality (e.g. its systems, subsystems, interfaces, etc) that is already specified. 

This section MAY include an explanation and/or diagram to show how this architecture relates to the various views (i.e. the reference point view) defined in  “Inventory of Architectures and Services”.  This diagram and explanation, however, are optional.  

DELETE THIS COMMENT >>

5.1 Dependencies

<< This section MUST enumerate all of the dependencies this architecture has.  Dependencies in this context include other enablers, specifications, etc. this enabler calls (i.e. re-uses).  Each dependency MUST include a reference to the document(s) that specifies the depdency.  All of these references MUST also be included in Section 2.1.

The enumeration would be along the lines of a list with entries such as

    - IMAP binary extension [RFC3516]
where the reference (e.g. RFC3516 in this example) would link to the fully qualifed reference in section 2.1 table.

If this architecture has no dependencies, then this section only needs to contain a statement as such.

DELETE THIS COMMENT >>

.

5.2 Architectural Diagram

This section contains architectural diagrams that illustrate how PEEM is applied in the OSE architecture, what communications relationships it has with other entities and how it can be decomposed into logical components. 

Figure 1 illustrates the fact that PEEM enabler’s implementation will follow the OSE architecture. The reason for starting with this introductory figure is only to underline a direct relationship between the OSE architecture document and this document. This document will describe in further detail the logical components and interfaces from the PEEM enabler perspective; it will defer to OSE for explanations that are generic across multiple enablers. 
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Figure 1. PEEM Enabler architecture
Figure 1 illustrates two logical components, the PEEM Evaluation and Execution (PEX) and the PEEM Management (PM) and all interfaces types exposed/supported by PEEM. Only components that have an exposed/supported PEEM interface have been represented in Figure 1. Other interfaces and components may be needed (e.g. a direct interface between the two identified components and a policy store to host the policies may be needed). 
Note that PEEM enabler implementation can enforce policies when exposing any resource (e.g. application, enabler, component, function).
5.3 Functional Components and Interfaces

<< This section describes all of the architecture’s functional components and interfaces. Each of the components should be described in a separate subsection and MUST contain at least the following information:

Name

Description

Responsibility (e.g. what does the component do/perform)

Each component SHOULD have at least one interface that can be used by some other functional component, enabler, application, etc.

All of the interfaces should be described in this section.  The interfaces MUST be described in a language-independent way as required by [ARCH-PRINC].

Each interface description MUST include at least the following information:

Name

Description

Entities in this enabler that will use the interface 

Interface naming convention: The name of an interface consists of one, two, or three characters, followed by a dash, followed by a running number (starting at “1” and counting upwards in steps of 1 for each new interface).  Each work group decides about the character(s) for their interfaces as long as there is no duplication with already existing names (work groups can consult ARCH to confirm).  Interface names should be chosen in an intuitive way to allow easy recognition of the interface (e.g. based on what functionality is communicated over the interface).  Some examples are:

     B-1
B stands for “Browsing”

     POC-5
POC stands for “Push to Talk over Cellular”

     MMS-7
MMS stands for “Multimedia Messaging”

DELETE THIS COMMENT >>

This section describes the functional components and interfaces identified in Figure 1. The components and interfaces specified by PEEM are loosely coupled, in the sense that the specification for each of them does not have to be tightly coupled with the specification of the others (e.g. PEX and PM are completely decoupled, PEM-1 and PEM-2 are completely decoupled, PEX and PEM-1 are only coupled by the content of the incoming request, PEM-2 and PM are only coupled by the content of the incoming request, PEX and PEM-2 are completely decoupled and PM and PEM-1 are completely decoupled).

The following is a list of PEEM components (identified because they interact with an interface specified by PEEM):

· PEX (Policy Evaluation and Execution component)

· PM (Policy Management component)

The following is a list of PEEM interfaces:

· PEM-1 (PEEM specified callable interface)

· PEM-2 (PEEM specified management interface)

· PEM-3 (PEEM used proxy interface)

· PEM-4 (PEEM used target and delegated interface)

The following is a list of PEEM supported interfaces (a PEEM supported interface is an interface defined elsewhere, that PEEM may have to conform to):

· I1 (PEEM supported lifecycle management interface)

· I2 (PEEM supported other resources interface)

In addition to PEEM components and interfaces, there are other elements represented in Figure 1 for a better understanding of the architectural diagram. The following is a list of other elements identified in Figure 1:

· Bindings required by other resources
· Bindings required by PEEM

· Other entities that interact with PEEM:

· Execution Environment 

· The Execution Environment is described in the OSE architecture document [OSE-TS].
· Target Resource Requestor

· Target Resource Requestor represents an entity (application, enabler or other resource) that issues a request to a target resource [PEEM-RD].
· Target Resource
· Target Resource represents the destination resource for a request made by another entity [PEEM-RD]. 
· Delegated Resource
· Delegated Resource represents the resource to which PEEM may delegate certain actions during the policy enforcement process [PEEM-RD].
· PEX Requestor

· PEX Requestor represents an entity (application, enabler or other resource) that issues a direct request for policy enforcement to the PEEM PEX component [PEEM-RD].
· PM Requestor

· PM Requestor represents an entity (application, enabler or other resource) that issues a direct request for policy management to the PEEM PEX component [PEEM-RD].
· Other Resources

· Other Resources represents other resources external to OMA – the subset of such resources as described in the OSE architecture document with which PEEM may need to communicate [OSE-TS].
5.3.1 PEX (Policy Evaluation and Execution component)

The PEX (Policy Evaluation and Execution) component is responsible for the policy enforcement portion of the PEEM requirements. This component has the following features:
· identifies the policies associated with the request. Policies contain policy rules (see definitions for Policy and Policy Rule) expressed in PEEM Policy Expression Language, 
· evaluates policies using messages received through PEM-3 and other context information (see definition for Policy Evaluation, Policy Rule and Policy Condition). The component may delegate to other resources where appropriate, 
· may execute policies when it has all the information needed to complete the execution of the action resulting from a positive evaluation of the policies. The component may use delegation to other resources where appropriate, and
· returns, after completing all previous processing, a policy decision to a requestor and/or allows a request to continue to its original target destination. A request for policy enforcement (which can be an evaluation request, or an evaluation and execution request, see definition for Policy Enforcement) can arrive to PEEM either as a direct request for support from another entity (see also the section describing PEEM specified callable interface) or as a request from another entity to another resource, proxied (or intercepted) by PEEM. In the first case, the PEX component completes the processing by returning a policy decision (the result of the evaluation, or evaluation and execution) to the requesting entity. That entity is in control of deciding how to handle the rendered decision. In the second case, the PEX component completes the processing by forwarding the original request (stripped of the no longer needed “P” values) to the destination resource (if the processing resulted into a “pass” condition) or returns an error to the originating entity if the processing resulted into a “fail” condition. There is also the notion of a “zero policy” – an enforcement of such a policy would have the net effect of passing through the request to the target resource as though no policies need to be enforced prior to forwarding the request.

5.3.2 PM (Policy Management)

The PM (Policy Management) component provides the functions of describing, creating, updating, deleting, provisioning and viewing of policies. 

5.3.3 PEM-1 (PEEM specified callable interface)

The PEM-1interface is described as follows:

· This interface is specified and exposed by PEEM, and is used by other entities to make a direct request for policy enforcement. This interface is also referred to as PEEM callable interface. The originating entity is using this interface to issue a request to PEX. The PEEM implementation processes the request and returns a policy decision  (the result of the policy enforcement processing) to the originating entity, using the same interface. 
· The PEX component in the PEEM enabler is using the PEM-1 interface.
5.3.4 PEM-2 (PEEM specified management interface)

The PEM-2 interface is described as follows:

· This interface is specified and exposed by PEEM, and is used by other entities to make a request for policy management. This interface is also referred to as PEEM management interface. The originating entity is using this interface to pass a management request for policies to PM. The PEEM implementation processes the request and returns a policy decision to the originating entity. The PEM-1 interface is designed for the management of policies, which are entities specific to PEEM. The PEM-1 interface is not being used to manage external aspects of PEEM as an enabler (see also I1 description).
· The PM component in the PEEM enabler is using the PEM-2 interface.
5.3.5 PEM-3 Interface (PEEM used proxy interface)

The PEM-3 interface is described as follows:

· This PEEM interface is used to exchange messages compliant to I0+P of the target enablers or more generally messages compliant to combination of the target resource interface and the set of parameters that must be added to requests through that resource’s interface, as required to satisfy policies that are to be enforced when exposing the resource. The messages exchanged through this interface may be different for each enabler.

5.3.6 PEM-4 Interface (PEEM used target and delegated interface)

The PEM-4 interface is described as follows:

· This PEEM interface is used to exchange messages compliant to I0 of the target or delegated enablers or more generally messages compliant to the target or delegated resource interfaces. The messages exchanged through this interface may be different for each enabler/resource. 
PEM-3 and PEM-4 have similar properties and behaviour.
5.3.7 I1 (PEEM supported lifecycle management interface)

The  I1 interface is described as follows:

· This interface is not specified by PEEM, but supported by PEEM. I1 is a symbolic notation representing the lifecycle management interface as described in the OSE architecture document. PEEM as an enabler will be managed using this interface. This interface is yet to be defined somewhere else in OMA.  

· The PEX and the PM components in the PEEM enabler may be impacted by the I1 interface. The I1 interface is used to manage the generic external aspects of PEEM as any other enabler, which distinguishes it from the PEM-1 interface (see also PEM-1description).

5.3.8 I2 (PEEM supported other resources interface)

The I2 is described as follows:

· This interface is not specified by PEEM, but supported by PEEM. I2 is a symbolic notation representing the collection of interfaces used by OMA enablers to access resources defined outside OMA. They may include standard interfaces specified in other organizations and/or proprietary interfaces. PEEM as an enabler implementation may use such an interface to access policies (e.g. if a policy store is outside the PEEM enabler implementation) or in order to execute actions as part of the enforcement process. The latter can only better addressed in the context of processing a specific policy example.
· The PEX and the PM components in the PEEM enabler may be using the I2 interface.
5.3.9 Bindings required by other resources
The Bindings required by other resources represents the collection of technology bindings dictated by the target and delegated resources
· Bindings required by PEEM

· This Bindings required by PEEM represents the collection of bindings that may be specified by the PEEM, and that apply to the PEM-1 and PEM-2 interfaces

5.4 Flows

<< The objective of this section is to describe the high-level logical flows between the architectural entities.

DELETE THIS COMMENT >>

Appendix A. Change History
(Informative)

<< The following is a model of a revision table.  DELETE THIS COMMENT >>

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	OMA-AD_Policy_Evaluation_Enforcement_Management-V1_0-20050215-D
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	See OMA-ARC-2005-0078-PEEM-AD-Functional-Architecture

	OMA-AD_Policy_Evaluation_Enforcement_Management-V1_0-20050412-D
	12 apr 2005
	See 
· OMA-ARC-2005-0086R02-PEEM-AD-Functional-Architecture-Sections-5.2-and-5.3,,
· OMA-ARC-2005-0085-PEEM-AD-Definitions-and-Abbreviations, and
· corrected the figure cross reference and marked few opportunities for improvement

	OMA-ARC-AD_Policy_Evaluation_Enforcement_Management-V1_0-20050614-D
	14 jun 2005
	See 

· OMA-ARC-2005-0176R02-PEEM_Beyond_enabler_Protection
· OMA-ARC-2005-0167R01_Acknowledging_PEM3_PEM4_Similarities
· OMA-ARC-2005-0198-PEEM_Beyond_enabler_Protection_figure_update
· Note: editor had to consolidate changes proposed in figure 1 in 198 with original of figure 1 in OMA-AD_Policy_Evaluation_Enforcement_Management-V1_0-20050412-D. Result of consolidation is temporary depicted as underlined text in a different font color.
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