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1. Scope
(Informative)

This document provides use cases and requirements for policy evaluation, enforcement and management, (PEEM) within OMA. 

PEEM evaluates and enforces policies that manage requests/response to/from resources.  Examples of requests include authentication and authorization.
The requirements in this document are intended to facilitate the development of a set of specifications for defining, exposing, managing, evaluating and enforcing policies in a way that is scalable and flexible yet independent of any specific implementation scheme. Note that this RD is not intended to specify particular policies, but will address how to express policies.

2. References


2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[ARCH]
	“OMA Architecture Requirements Version 1_0”: http://www.openmobilealliance.org/ftp/PD/OMA-RD_Architecture-V1_0-20031021-A.zip

	[Privacy]
	“Privacy Requirements for Mobile Services V1.0”
http://www.openmobilealliance.org/ftp/PD/OMA-RD_Privacy-V1_0_0-20031104-A.zip

	[OMA Dict]
	“Dictionary for OMA Specifications V2.0.0”

http://www.openmobilealliance.org/ftp/Public_documents/ARCH/permanent_documents/OMA-Dictionary-V2_0_0-20040225-C.zip

	[EPEM WID]
	“Work Item Description: Execution Policy Enforcement & Management”


2.2 Informative References

	[RFC 3198]
	Terminology for Policy-Based Management, IETF, URI: http://www.ietf.org/rfc/rfc3198.txt


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

Editor’s note: whenever possible the source of the definition will be added to the text. 

	Authentication assertion
	An assertion that conveys information about a successful act of authentication that took place for a principal

	Authorization assertion
	An assertion that conveys information about an authorization decision

	Common Functions
	See [OMA Dict]

	Delegate
	A delegate is a designated resource that performs specified tasks or functions on behalf of (one or more) other  resources. To delegate is to designate a resource that performs specified tasks or functions on behalf of (one or more) other resources.

	
	

	
	

	Policy
	A set of rules to administer, manage, and control access to resources, [Derived from RFC3198].

	Policy Assertions
	Editor’s Note: Placeholder. It was agreed to add a definition based on discussion on doc# OMA-REQ-2004-0332

	Policy Enforcement
	The act of applying or implementing the actions of a policy or policies.

	Policy Enforcer
	A logical entity that enforces the actions of a policy or policies. 

	Policy Engine
	A logical entity that evaluates a policy or policies.  

	Policy Management
	The  act of describing, creating, updating, deleting, provisioning and viewing  policies. A meta-model or representation scheme may be used in this activity.

	Principal
	See [OMA Dict]

	Request 
	An articulation of the need to access a resource...

	Requestor
	Any entity that issues a request to a resource.

	
	

	Responder
	Resource that is the target of a request.

	Response
	An articulation of the results of the processing of a request.

	Resource
	Any component, enabler, function or application that can receive and process requests.




3.3 Abbreviations

	OMA
	Open Mobile Alliance

	PEEM
	Policy Evaulation, Enforcement and Management

	PDP
	Policy Decision Point, [RFC 3198]

	PEP
	Policy Enforcement Point, [RFC 3198]

	SLA
	Service Level Agreement


4. Introduction
(Informative)

Mobile service environments where different entities, e.g. enterprises, mobile operators and 3rd party service providers collaborate to provide highly personalised services to mobile subscribers presents new opportunities and benefits to the mobile industry. Policy Evaluation, Enforcement and Management is driven by the need to reduce management complexity whilst introducing consistent new subscriber services with the same or reduced time to market.

Policies are formalisms that are used to express business, engineering or process criteria represented by a combination of conditions and actions. Policy Evaluation, Enforcement and Management (PEEM) specifies ways to convey and enforce policies. PEEM uses policies to manage resources, processes and underlying systems.  The aim of this document is to collect requirements on a PEEM enabler. Policy Evaluation Enforcement and Management also enables the delegation of responsibility to other resources.:

· This can help reduce the silos and duplications of functionalities and components often met in the mobile industry. 

· This is expected to be an efficient mechanism to exploit common functions by providing a systematic way to express and implement the delegation to such other resources.
Policies are associated with resources, and/or requestors and/or requests.  Whenever requests are made to a resource, the associated policies are evaluated and enforced by a policy enforcement mechanism on the request and on the associated response. 

This requirements document is expected to be neutral in terms of implementation and deployments. However, the requirements presented in this document may help in the technology selection and in  the understanding of the suitability of different deployment choices. 
4.1 Actors in the context of PEEM

Figure 1 illustrates the main stakeholders in the context of PEEM.
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Figure 1: Actors in the context of PEEM

The PEEM enabler invokes relevant policies to process the request and if successful it passes the request to the target resource. 

The following discusses further the various actors in OMA and how they view the PEEM enabler.

4.1.1 End Users

The mobile user wants to personalise his/her services and express his/her preferences at a high level utilising some personalization application (e.g. web-based forms with tables, pull-down menus, etc) to use those preferences across available services. In the service provider environment, preferences may be expressed as policies. These policies are applied whenever requests are made that could be affected by those preferences..

4.1.2 Mobile Operators
The mobile operator wants flexible service management that helps manage the requests to resources and protect the integrity of its resources. Being able to expose resources in a manageable, secure, billable
, auditable and automatable manner is a key requirement. The PEEM enabler allows mobile operators to enhance their service portfolio and encourage the uptake of mobile services by other providers.

4.1.3 Service Providers
The service provider wants flexible service management that helps manage the requests to resources and protect the integrity of its resources. Being able to expose resources in a manageable, secure, billable, auditable and automatable manner is a key requirement. The PEEM enabler allows service providers to enhance their service portfolio and encourage the uptake of mobile services by other providers.
4.1.4 Application Developers

Applications can be developed tailored to specific end-users using policies. They will also exploit mobile features by accessing resources exposed in the network. Therefore, the ability to request resources in a secure and automatable way is a key requirement for application developers who want to add mobile features to their applications.

4.2 User settings and resource protection

It is important to note that the PEEM enabler can be used to:

· Protect a resource by ensuring that policies are evaluated and enforced for any message to and from the resource.

· Allow evaluation and enforcement of preferences or user settings expressed as policies.

· Simplify implementation of resources by allowing delegation to other resources.

4.3 PEEM, Other Enablers and Integration

By providing mechanisms to implement the delegation of responsibility for certain functions the PEEM enabler provides alternative ways to:

· Use other enablers

· Facilitate integration of resources that can share or reuse other resources

Because delegation to other enablers is by definition common across most use cases, the PEEM enabler can itself be considered as a key enabler.

5. Use Cases
(Informative)

5.1 Typical Flow in a PEEM Use Case

This section provides an overview of the typical flow associated to the use of the PEEM enabler.

· Owner of a resource protects the resource with a PEEM enabler using a particular valid implementation and deployment model of the PEEM enabler. Examples are discussed in [Error! Reference source not found.]

· Owner of a resource establishes the policy associated to it 

· For policy enforceer

· Subset of conditions exposed to the requestor

· Owner publishes / register policy somewhere 

· Requestor discovers (or knows) resource

· Requestor knows the conditions it must satisfy (e.g. via Service Level Agreement (SLA))

· (Requestor may take prior steps to satisfy the conditions that he/she knows for using the resource)

· Requestor prepares request to resource and provides information / meta-data / credentials to be able to satisfy the conditions that he/she knows for using the resource.

· Request is logically processed by the Policy Enforcer (logical entity / mechanism).

· Request is passed to resource for action (assuming successful validation of all the steps)
.

· (If specified by policy, response may be similarly processed before being passed to requestor.

In such a case, the requestor may also add an policy to apply on the response before letting it reach it (e.g. authentication of the source – i.e. the original responder).

Editor’s note: The rest of the section will describe, in details and as prescribed in the template, the use cases enumerated above.

5.2 Friend-Location-Finder Application

5.2.1.  ASK  \* MERGEFORMAT Short Description

This use-case describes the Friend-Location-Finder Application that when requested to do so first checks that end-user A and end-user B are subscribed to the Application, determines if the requesting end-user (end-user A) is a member of end-user B's friend list, retrieves the location of end-user B and then informs end-user A of end-user's B location.

5.2.2. Actors

· Third Party Service Provider;

· Third Party Service Provider Application (generically called Application); 

· End-User A;

· End-User B;

· Mobile Operator.

5.2.2.1.
Actor Specific Issues

· The Mobile Operator is the Service Provider for end-user A and end-user B;

· The Mobile Operator is the owner of the resource:

· Enforcing the policies;

· Providing access to its resource;

· Enforcing the SLA between the Third Party Service Provider and itself;

· Negotiates (possibly as part of SLA) billing and interconnect charges between the Third Party Service Provider and itself;

· Coordinates with the Third Party Service Provider the correct charging of events.

· The Third Party Service Provider is the owner of the Friend-Location-Finder Application;

· Acts as the Requestor when requesting end-user B's credentials including location;

· Providing necessary credentials to access the resource;

· Using the Mobile Operator's resource.

End-user A and B subscribes to the Friend-Location-Finder Application through their Service Provider, i.e. the Mobile Operator. Their subscriptions are paid to the Mobile Operator.

5.2.2.2.
Actor Specific Benefits

· The Mobile Operator:

· Can offer access to resources and their use while enforcing conditions of usage expressed in policies;

· Knows that resource is appropriately protected; 

· Makes available a wider range of Applications to their customer base;

Editor’s Note:  The above 3rd bullet requires clarification by Vodafone

· Charging and billing are coordinated per event allowing coordinated charging (or refunds) per event thus enhancing user experience.

· Third Party Service Provider:

· Can access resources to use for their Applications;

· Can simplify and automate the way to use a resource belonging to the Mobile Operator: need only to know what credential to pass and how.

· End-user A and B has single point of contact for Application queries and charging and billing issues.

· End-user A and B has a wider range of Applications available for consumption.

5.2.3. Pre-conditions

· End-user A and B must have a subscription with a Mobile Operator. In this use-case both A and B are subscribed to the same Mobile Operator;

· End-user A and B may either have a post-paid or prepaid subscription with the Mobile Operator;

· End-user A and B must have a subscription with the Friend-Location-Finder Application. Both End-user A and B are identified via a valid address (MSISDN) or an Alias ID or session ID;

· Third Party Service Provider has a contractual agreement with the Mobile Operator. This contractual agreement covers aspects such as terms and conditions, establishing payment method for application consumption and establishing privacy settings if applicable;

· Third Party Service Provider Application is registered with the Mobile Operator and is allowed to submit a "is_a_member request" and a "location_request" containing an end-user’s identity, e.g. Alias ID;

· The location being requested must be that of a network attached mobile end-user terminal;

· The Third Party Service Provider Application is responsible for converting between coordinate systems belonging to the Mobile Operator and the Third Party Service Provider Application;

· Privacy preference for the targeted end-user (end-user B), and local government legislation must be maintained by the Mobile Operator;

· If end-user A and B are roaming, service experience is not impacted. However, possibly extra charging for message reception must done with the methods employed in the same situation as those described below, i.e. different scenarios should not require special functionality;

The submission of the message is charged.

5.2.4. Post-conditions

· End-user A is presented with the located of end-user B;

· End-user A is correctly charged with the service event;

Mobile Operator and Third Party Service Provider are able to fulfil their SLA agreements, i.e. charging and billing between the two parties is correctly handled.

5.2.5. Normal Flow

Editor’s Note: The following normal flow is a prose description of the flow chart in figure 2 below. The following text from OMA-2004-0084 has been adapted to number the bullet points according the flow chart. Since the bullets do not provide a 1-to-1 mapping with the chart, a check must be made to ensure that this adaptation of the normal flow is correct.

1. End-user A accesses the Network of the Mobile Operator in order to access the Third Party Service Provider Application;

2. The Mobile Operator authenticates end-user A (basic authentication to access network);

3, 4, 5, 6 End-user A initiates an "is_a_member" request to the Friend-Location-Finder Application;

· Mobile Operator receives the request via their Network, to access the “Friend-Location-Finder Application”;

· At this point the Mobile Operator:

· Obtains end-user A Identity information;

· Obtains end-user A Subscription Profile;

· Obtains related Access & Authorization information to access Friend-Location-Finder application;

· Checks that end-user A is allowed to access the Application;

· Confirms that end-user A is authorized to access the Service;

· Introduces and associates an Alias ID to the request;

7. End-user A request reaches the Third Party Service Provider Application. End-user A requests location the Third Party Service Provider Application;

8, 9, 10 The Friend-Location-Finder Application identifies the end-user A (possibly through their Alias ID) and ensures that their credentials are authenticated and authorized for the consumption of the Friend-Location-Finder Application;

11, 12, 13 Friend-Location-Finder application initiates a request to the Mobile Operator to check end-user A account details, e.g. adequate funds such as air time credit or money credit  (This could be a check for pre-paid subscribers to ensure adequate funds to deliver the service);

14. Mobile Operator initiates an acknowledgement to the Friend-Location-Finder application for successful check for adequate funds;

15, 16, 17 Friend-Location-Finder application prompts end-user "A" to make a request. This request may also contain an Advice of Charge (AoC);

18, 19, 20, 21 End-user A requests location of End-user B from the Third Party Service Provider Application;

22. Friend-Location-Finder Application performs a lookup, through the use of their Alias ID, of the end-user B credentials to determine whether they are registered for the Friend-Location-Finder Application;

23, 24, 25 Friend-Location-Finder application then initiates a request to the Mobile Operator to check end-user's B account details, e.g. Service subscription and adequate funds. This action may require a further level of authorisation (This check may be required to confirm that "B" has still an active subscription to the application, e.g. account not dormant);

26. The Mobile Operator returns a positive acknowledgement to the Friend-Location-Finder Application confirming end-user B account details meet Application usage criteria;

Application requests the location of end-user B from the Mobile Operator. At this moment Mobile Operator has to:

a. Check the identity of the application;

b. Obtain the application Profile information;

c. Check that the application is allowed/authorized to request a charge/reservation/query on end-user A account.

27. The Third Party Service Provider Application initiates a "location_request" for end user "B" towards the Mobile Operator;

28, 29 The Third Party Service Provider Application credentials are authenticated and authorized;

30. The Mobile Operator performs mapping of the provided Alias ID to the Mobile Operator's internally allocated end-user identification, e.g. MSISDN;

· The Mobile Operator checks whether permission has been granted by end-user B for end-user A to find the location of end-use B. This may be done by:

· Checking end-user B privacy policies;

· Checking regulatory policies;

· Checking the Mobile Operator's own policies.

31. The Mobile Operator submits location request to the LES. The Mobile Operator receives the location request report from the LES which includes the geographical co-ordinates of the end-user B mobile terminal;

32. The Mobile Operator returns the location details in "Location_result" response for end-user B to the Friend-Location Finder Application;

33. The Mobile Operator logs the delivery of the request and determines the charge associated with the third party transaction;

34. The Third-Party Service Provider Application receives the Location Report in geographic coordinates;


35. The Third Party Service Provider Application can use other services to transform the geographic location response to the coordinate system requested in the location immediate request;

36, 37, 38 The Third Party Service Provider Application delivers, through the Mobile Operator, the service to end-user "A", i.e. the location of end-user "B";

39, 40 The Mobile Operator provides notification to the Third Party Service Provider Application following the completion and successful delivery of end-user B location;

41. The Mobile Operator charges end-user A for a successful consumption of the service

42. The Third Party Service Provider is charged appropriately according to the SLA.
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38. Service delivery to "A"

 

39. Service delivery acknowledgement 

 

40.

 EPEM logs delivery info and when requested by 

MO 

resources provide all logged info for complete session.
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Figure 2: Friend-Location-Finder Application

5.2.1 Alternative Flow

· Authentication fails

· Authorization failed due to lack of required funds

· If the MSISDN Alias ID is invalid

· The third party application may not be able to obtain a location request response due to, for example, Authentication failure

· In the scenario where the response from the Mobile Operator fails

The location delivery to end-user A fails and it is therefore not possible for the Mobile Operator to charge the end-user for service consumption.

5.2.2 Operational and Quality of Experience Requirements

· The Mobile Operator is able to set different levels of authorisation for accessing different levels of their resource

· The user shall have full control over his personal data' 

· The Mobile Operator and 3rd party service provider shall adhere to local government legislation

5.3 Location Application with user interaction. Location obtained in the phone

5.3.1.  ASK  \* MERGEFORMAT Short Description

User A uses his mobile terminal to obtain User B location through a 3rd party application. 

In this Use Case User B handset has the capability to calculate his position.

Policies set by end user B require that explicit confirmation is needed before giving his position to any user/application.

5.3.2. Actors

· User A 

· User B 

· Mobile Operator  – acting as network provider and service provider for both end users.

· Network Provider

· Service Provider

· 3rd party service provider

· 3rd Party application

5.3.2.1.
Actor Specific Issues

· The Mobile Operator is the Service Provider for end-user A and end-user B;

· The Mobile Operator is the owner of the resources that are protected by PEEM

· Enforcing the policies;

· Providing access to its resource;

· Enforcing the SLA between the Third Party Service Provider and itself;

· Negotiates (possibly as part of SLA) billing and interconnect charges between the Third Party Service Provider and itself;

· Coordinates with the Third Party Service Provider the correct charging of events.

· The Third Party Service Provider is the owner of the Location Application;

· Uses MO resources to get user B’s location

· Providing necessary credentials to access the resource;

· End-user A subscribes to the Location Application through the Mobile Operator. His subscription is paid to the Mobile Operator.

5.3.2.2.
Actor Specific Benefits

· The Mobile Operator:

· Can offer access to resource and its use while enforcing conditions of usage expressed in policies;

· Knows that resource is appropriately protected;

Makes available a wider range of Applications to their customer base;

Editor’s Note:  The above 3rd bullet requires clarification by Vodafone

· Third Party Service Provider:

· Can access MO resources to use for their Applications;

· Can simplify and automate the way to use a resource belonging to the Mobile Operator: need only to know what credential to pass and how.

5.3.3. Pre-conditions

· End-user A and B must have a subscription with a Mobile Operator. In this use-case both A and B are subscribed to the same Mobile Operator;

· End-user A and B may either have a post-paid or prepaid subscription with the Mobile Operator;

· End-user A must have a subscription with the Location Application. Both End-user A and B are identified via a valid address (MSISDN) or an Alias ID or session ID;

· Third Party Service Provider has a contractual agreement with the Mobile Operator. This contractual agreement covers aspects such as terms and conditions, establishing payment method for application consumption and establishing privacy settings if applicable;

· Third Party Service Provider Application is registered with the Mobile Operator and is allowed to submit a "location_request" containing an end-user’s identity, e.g. Alias ID;

· The location being requested must be that of a network attached mobile end-user terminal;

· Privacy preference for the targeted end-user (end-user B), and local government legislation must be maintained by the Mobile Operator;

· If end-user A and B are roaming, service experience is not impacted. However, possibly extra charging for message reception must done with the methods employed in the same situation as those described below, i.e. different scenarios should not require special functionality;

· The submission of the message is charged 

· User’s B handset is able to calculate its position and to give it to the network, under request.

· User B tells the operator (i.e., via call cantre or a web interface) to set and enforce a policy saying that, if somebody asks for his location, he must be asked explicitly for permission (i.e. via a SMS)

5.3.4. Post-conditions

· End-user A is presented with the location of end-user B;

· End-user A is correctly charged with the service event;

· Mobile Operator and Third Party Service Provider are able to fulfil their SLA agreements, i.e. charging and billing between the two parties is correctly handled.

5.3.5. Normal Flow
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Figure 3: Location Application with user interaction. Location obtained in the phone

(1) User A accesses the MO Network in order to access the Service through the Service Provider.

· MO’s network authenticates the user (normally done formerly in the attach procedure).

· MO’s network sends the user identity (e.g. MSISDN) to the service layer.

(2) MO’s Service Provider receives the request via the Network. At this point MO has to:

· Obtain user A Identity.

· Obtains user A Profile.

· Obtains Access & Authorization info for the location application.

· Check user A is allowed to access the location application.

· Gives user A authorization to access the location application.

(3) MO forwards request to the 3rd party location application. 

· In order to be able to fulfil the request from User A, 3rd party application must know the position of User B.

(4) 3rd party application requests MO the location of User B. At this moment Service Provider has to:

· Check the identity of the 3rd party.

· Obtain his profile.

· Check 3rd party application is allowed to access the Location Capability.

· Check if User B location information is allowed to be accessed by user A through the location application.

i. Check user B privacy policies

ii. Check regulatory policies

iii. Check operator policies

· Check if User B Handset has the ability to give the Network its position.

· Evaluating policies we have that “User A only can locate User B if User B gives his authorization”.

(5) MO uses his messaging capabilities to send a message to inform User B that User A wants to locate him.

(6) Network sends the message to User B.

(7) User B responds to this message and allows application/User A to locate him.

(8) Confirmation reaches the PEEM in the MO Service Provider.

(9) MO requests User B location to its network

(10) MO’s network requests User B handset its position.

(11) User B handset gives its position to Network.

(12) Network gives the location information of User B to the MO Service Provider. MO generates Billing and Accounting Info.

(13) MO gives the location of User B to the 3rd party application.

(14) 3rd party application gives the location information of User B to User A through the MO via its Network

5.3.6 Alternative Flow

None Identified.

5.3.7 Operational and Quality of Experience Requirements

· The Mobile Operator is able to set different levels of authorisation for accessing different levels of their resource

· 'The user shall have full control over his personal data' 

· The Mobile Operator shall adhere to local government legislation

· User A experience must not be degraded by the policy enforcement mechanisms or charging mechanisms.

· PEEM shall be able to deal with the absence of a response

5.4 Location Application. MultiNetwork scenario

5.4.1.  ASK  \* MERGEFORMAT Short Description

User A uses his mobile terminal to obtain User B location through a 3rd party application. 

User A belongs to network provider A, and user B belongs to network provider B.

Both network providers share the same service provider (for location services at least).

Network Providers A and B, as well as Service Provider, are part of the same Mobile Operator (Multinetwork Mobile Operator).

Application belongs to a 3rd party, which offers it through the Service Provider.


[image: image5.wmf] 

Service 

Provider

 

Network 

Provider A

 

Network 

Provider B

 

3rd 

Party

 

Location 

Application

 

User A

 

User B

 

MultiNetwork

 

Mobile

 

Operator

 


5.4.2. Actors

· User A 

· User B 

· Multinetwork Mobile Operator (MMO or Mobile Operator from now on)  – acting as network provider and service provider for both end users.

· Network Provider A 

· Network Provider B

· Service Provider

· 3rd party service provider

· 3rd Party Location application

5.4.2.1.
Actor Specific Issues

· The MMO is the Service Provider for end-user A and end-user B;

· The MMO is the owner of the resource:

· Enforcing the execution policies;

· Providing access to its resource;

· Enforcing the SLA between the Third Party Service Provider and itself;

· Negotiates (possibly as part of SLA) billing and interconnect charges between the Third Party Service Provider and itself;

· Coordinates with the Third Party Service Provider the correct charging of events.

· Mobile Operator offers services through different network providers

· The Third Party Service Provider is the owner of the Location Application;

· Uses MO resources to get user B’s location

· Providing necessary credentials to access the resource;

· End-user A subscribes to the Location Application through the Mobile Operator. His subscription is paid to the Mobile Operator.

· The two network providers could be a 2G and a 3G networks operating in the same country and belonging to the same mobile operator, or it could be two 2G mobile networks operating in different countries, but belonging to the same global operator.

5.4.2.2.
Actor Specific Benefits

· The Mobile Operator:

· Can offer access to resource and its use while enforcing conditions of usage expressed in execution policies;

· Knows that resource is appropriately protected;

· Make available a wider range of Applications to their customer base;

· Share policy infrastructure when delivering services through various network providers.

· Third Party Service Provider:

· Can access MO resources to use for their Applications;

· Can simplify and automate the way to use a resource belonging to the Mobile Operator: need only to know what credential to pass and how.

· End Users

· End User B sees its privacy policies successfully applied

· End User A can access properly the services he’s authorized to use

5.4.3. Pre-conditions

· End User A is subscribed to Network Operator A.

· End User B is subscribed to Network Operator B.

· End-user A and B are subscribed to the same service provider;

· Service Provider is delivering services to both network providers

· End-user A and B may either have a post-paid or prepaid subscription with the Mobile Operator;

· End-user A must have a subscription with the Location Application. Both End-user A and B are identified via a valid address (MSISDN) or an Alias ID or session ID;

· Third Party Service Provider has a contractual agreement with the Mobile Operator. This contractual agreement covers aspects such as terms and conditions, establishing payment method for application consumption and establishing privacy settings if applicable;

· Third Party Service Provider Application is registered with the Mobile Operator and is allowed to submit a "location_request" containing an end-user’s identity, e.g. Alias ID;

· The location being requested must be that of a network attached mobile end-user terminal;

· Privacy preference for the targeted end-user (end-user B), and local government legislation must be maintained by the Mobile Operator;

· If end-user A and B are roaming, service experience is not impacted. However, possibly extra charging for message reception must done with the methods employed in the same situation as those described below, i.e. different scenarios should not require special functionality;

· The submission of the message is charged 

· User B tells the operator (i.e., via call cantre or a web interface) to set and enforce a policy saying that, if somebody asks for his location, he must be asked explicitly for permission (i.e. via a SMS)

· Service Provider manages policies for its subscribers.

5.4.4. Post-conditions

· End-user A is presented with the location of end-user B;

· End-user A is correctly charged with the service event;

· Mobile Operator and Third Party Service Provider are able to fulfil their SLA agreements, i.e. charging and billing between the two parties is correctly handled.

· Privacy policies of user B have been properly applied.

5.4.5 Normal Flow
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1. User A accesses the Network A in order to access the Service through the Service Provider.

· MO’s network authenticates the user (normally done formerly in the attach procedure).

· MO’s network sends the basic user identity to the service layer.

2.  MO’s Service Provider receives the request via the Network A. At this point MO has to:

· Obtain user A Identity.

· Obtains user A Profile.

· Obtains Access & Authorization info for the location application.

· Check user A is allowed to access the location application.

· Gives user A authorization to access the location application.

3.   MO forwards request to the 3rd party location application. 

· In order to be able to fulfil the request from User A, 3rd party application must know the position of User B.

4. 3rd party application requests MO the location of User B. At this moment Service Provider has to:

· Check the identity of the 3rd party.

· Obtain his profile.

· Check 3rd party application is allowed to access the Location Capability.

· Check if User B location information is allowed to be accessed by user A through the location application.

· Check user B privacy policies

· Check regulatory policies

· Check operator policies

5. MO requests User B location to network B

a. Network B calculates position of user B

6. Network B gives the location information of User B to the MO Service Provider. MO generates Billing and Accounting Info.

7. MO gives the location of User B to the 3rd party application.

(8), (9) and (10) 3rd party application gives the location information of User B to User A through the MO via its Network A

5.4.1 Alternative Flow

None.

5.4.2 Operational and Quality of Experience Requirements

· The Mobile Operator is able to set different levels of authorisation for accessing different levels of their resource

· 'The user shall have full control over his personal data' 

· The Mobile Operator shall adhere to local government legislation

User A experience MUST NOT be degraded by the policy enforcement mechanisms or charging mechanisms.

5.5 Location Application in Visited Network

5.5.1.  ASK  \* MERGEFORMAT Short Description

A user is roaming in a visited operator.

Visited operator wants to push some tourist info to the roamer. 

This tourist info is location dependant.

Visited Network asks permission to home operator, to know if user privacy policies (or any other home policies) allow for doing so (locating the user, and push of location dependant tourist info).

5.5.2. Actors

· End user

· Visited Mobile Operator (Visited MO or VMO), 

· Home Mobile Operator (Home MO or HMO)

· 3rd Party Location application, offered through visited

5.5.2.1.
Actor Specific Issues

· The Home Operator is the Service Provider for end-user (when user is at home network)

· Visited Operator acts as Service Provider for the end-user, when roaming in the visited network.

· Home operator enforces and manages end user privacy policies

· The Third Party Service Provider is the owner of the Tourist Info Application;

· Uses visited MO resources to get user location and send tourist info

· Providing necessary credentials to access the resource;

5.5.2.2.
Actor Specific Benefits

· Home Mobile Operator:

· Grants its customers that they are going to be protected, even when roaming.

· Visited Mobile Operator

· VMO can offer services to roamers while respecting their policies (privacy policies of the roamer as well as home operator policies, if required).

· Third Party Service Provider:

· Can offer its application also to roamers whose policies allow for it.

· End Users

· End user sees his privacy policies enforced, even when roaming.

5.5.3. Pre-conditions

· End User is a subscriber of the Home Network.

· Both operators have agreements in order to be able to mutually ask for authorization of operations on roamers.

· End-user may either have a post-paid or prepaid subscription with the Home Mobile Operator;

· Third Party Service Provider has a contractual agreement with the Visited Mobile Operator. Third Party Service Provider Application is registered with the Visited Mobile Operator and is allowed to submit a "location_request" and “send_message”;

· The location being requested must be that of a network attached mobile end-user terminal;

· Privacy preferences of the end-user must be maintained by the Home Mobile Operator;

· Legal regulatory policies at the roaming country must be enforced.

· End User have told the home operator (i.e., via call centre or a web interface) to set and enforce policies regarding his privacy. These policies include also preferences about push of location dependant tourist info when roaming, allowing it.

· Home Mobile Operator manages policies for its subscribers.

· End User has successfully attached to the visited network.

5.5.4. Post-conditions

· End-user is presented with the location dependant tourist info;

· Privacy policies of end user have been properly applied.

5.5.5. Normal Flow
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As explained in the picture, prior to all the steps, we assume a former flow where:

· the user has successfully attached to the network

· Visited MO has detected the presence of this new roamer

· Visited MO wants to offer location dependant tourist info to roamers, so, initiates the process to ask home MO for authorization.

(1) Visited MO requests to HMO for authorization for:

· Automatically subscribe the user for location dependant tourist info push services.

· Describing that the service implies location and push of messages

(2) Home MO makes the right checks:

· Agreements with the other operator

· User Policies for services in roaming

· Location Privacy policies that may override the general roaming policies set by the user

· Push privacy policies that may override the general roaming policies set by the user

· Regulator policies that could override any of the previous policies

(3) HMO grants permission for the requested operation. The service for local dependant tourist info push that exists in the visited network (and only that service) may locate the user and send tourist info to him. 

(4) Visited MO subscribes the roamer into the tourist info push application (a kind of automatic subscription into such service, due to the fact that policies allowed for that in step (3)).

(5) Tourist info service at the 3rd party requests location of the roamer.

(6) VMO performs the usual checks: Service Identity, Check if service is authorized to use location enablers, check relevant policies, and check if roamer allows for being located.

(7) Visited MO obtains the position of the roamer

(8) Roamer’s position is given to the 3rd party application.

(9) After calculating the tourist info relevant to the area where the roamer is, 3rd party pushes it to the user, using the VMO messaging capabilities.

(10) VMO performs the same checks as in 6

(11) Location dependant tourist info is pushed to the user via visited MO’s network.

5.5.1 Alternative Flow

· Answer in step (3) could be that explicit permission is requested from the user.

· In such case, before step (4), a message should be sent to the user, asking if he wants to receive local dependant tourist info, explaining the conditions.

5.5.2 Operational and Quality of Experience Requirements

· Both Mobile Operators are able to set different levels of authorisation for accessing different levels of their resource

· 'The user shall have full control over his personal data' 

· The Visited Mobile Operator shall adhere to local government legislation

5.6 SMS Spam Prevention Policy

5.6.1  ASK  \* MERGEFORMAT Short Description

The Mobile Operator’s Short Message system interacts with PEEM to offer a policy-enabled short message service. Subscriber data is used to customize generic privacy rules that are created by the Mobile Operator.

At this stage all the necessary ‘facts’ specific to the customer (with respect to the policy-enabled SMS service), are known to the Mobile Operator. So when a ‘request’ is made of the SMS system to send a short message to the subscriber, the request is parsed to extract ‘facts’ and related ‘context information’ that allows the system to classify the request type, (e.g., an urgent SMS etc).

5.6.1 Actors

· Mobile subscriber who is the subject of the privacy policies

· Mobile originator of SMS messages

· Mobile Operator

5.6.1.1 Actor Specific Issues

Mobile subscriber

· Wants privacy from unsolicited SMS messages

Mobile Operator

· The Mobile Operator wants to offer a feature rich service that can be flexibly applied to address subscriber privacy concerns.

5.6.1.2 Actor Specific Benefits

Mobile subscriber

· Is in control of the short messages it receives

Mobile Operator

· Can execute policies based on user privacy 
· Can protect its subscribers from unsolicited SMS messages

· Can implement a flexible service, with enhanced revenue generating potential.

5.6.2 Pre-conditions

· The subscriber has a mobile account with operator and is able to provide information that is used to customize the application of privacy policies/rules to his needs.

· The Mobile Operator provides a means to enter relevant subscriber information.  This information along with other data is used to identify, process and enforce relevant privacy policy rules

· The Mobile Operator has put in place some policies, including privacy and anti-spam, with respect to SMS

· The subscriber has specified data that is used to customize privacy & anti-spam policies to the subscriber’s needs.

· An example of privacy policies for the subscriber is: “In non-working hours, I only want to receive SMSs from people in my address book”.

· The SMS originates from a mobile phone of another subscriber referred to as the originator. Note that the originator could also originate from or be a 3rd party service provider.

Editor’s Note: In this example, the subscriber who is the subject of the privacy policy is in his home network and his home SMS system is policy enabled. Other use cases will cover raoming scenarios.

5.6.4       Post-conditions

SMS messages may be delivered, withheld, re-routed, rejected, etc., based on Mobile Operator policy rules and subscriber specific data.

5.6.5        Normal Flow

· Originator of SMS sends a message to the Mobile Operator’s Short Message Service system requesting that the message is sent to the subscriber who is the subject of the privacy policies, mentioned above

· Mobile Operator parses the SMS and extracts all facts and context information and checks:

· if originator is authorized to use the SMS system

· if originator is authorized for the requested operation

· that policies set by the subscriber allow for receiving messages from the originator.

· Originator request is accepted

· Message is sent to the subscriber
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Figure 4: SMS Spam Prevention (in case of a Mobile Subscriber as originator of SMS)

5.6.6     Alternative Flows

None identified.

5.6.7     Operational and Quality of Experience Requirements

· A policy-enabled service incorporates or has access to PEEM capabilities.  

· The PEEM enforces decisions on behalf of the policy-enabled service

· The mobile subscriber is able to provision his privacy preferences via an appropriate interface, e.g. through his mobile device or via a web based/GUI 

· The mobile subscriber’s contract is always with the Mobile Operator

· User experience must be uniform, seamless and consistent whenever the user accesses the system

· User experience using services must not be deteriorated by the use of policy enforcement mechanisms.

· It should be possible always for PEEM mechanisms to comply with local regulatory policies.

· PEEM mechanisms must support “telco reliability and performance”, regarding downtime, transactions per second, etc.

5.7 Charging Control using Policies

5.7.1  ASK  \* MERGEFORMAT Short Description

This use case is an example of how an event can be triggered during an ongoing session. In this case, the event is triggered when the network detects that a subscriber has exceeded his pre-paid limit and run out of funds.

Additionally, the use case illustrates also how a 3rd party Service Provider defines his own particular policies.

A 3rd party Application Service Provider (ASP) delivers services to end-users. In doing so, the ASP uses resources from a Mobile Operator, and gets charged for it.  Mobile Operator charges users on behalf of the 3rd party. Policies are being used to protect the third party Application Service Provider (ASP) from being exposed to charges generated by the Mobile Operator's resources consumption (a call to a pre-paid subscriber of the operator in order to deliver a service) when the pre-paid debit limit of the user has been reached and the user has no money then to pay the service delivered by the ASP.
The third party creates a policy rule to handle subscriber overruns of his/her prepaid balance. The policy rule created for purposes of illustrating this use case is called the “PP_CHECK” policy rule.

5.7.2 Actors

· Third party ASP

· Pre-paid subscriber

· Mobile Operator

5.7.2.1 Actor Specific Issues

Third party ASP

· Wants to be able to define his own policies

· Wants to avoid delivering a service to a user, when user’s pre-paid account is empty (avoiding, thus, the expense of using the Mobile Operator’s resources when no revenue will be gathered in the end).

Mobile Operator
· Wants to manage applications across a diverse and distributed set of service providers

· Wants a flexible service management mechanism, e.g., policy management to manage access to and protect the integrity of network services.

· Wants to define network service policies, e.g., policies for capacity management, for service access authorization, service discovery and load balancing
Pre-paid subscriber

Wants to be charged according to terms described in his service contract[

5.7.2.2 Actor Specific Benefits

Third party ASP

· Is protected from unwarranted charges generated by a call to a pre-paid subscriber of the Mobile Operator

Pre-paid subscriber

· Uses services according to the terms of his pre-paid subscription
Mobile Operator
· Can offer a feature rich service, with revenue enhancing potential that flexibly meets SLA terms negotiated with ASPs’.
5.7.3 Pre-conditions

· The subscriber has a pre-paid account and his subscription allows him to receive services from the ASPs through the Mobile Operator, at a certain price 

· The ASP has an established relationship with the Mobile Operator that allows the ASP to pay the mobile operator for resource usage and which allows the mobile operator to charge the user on behalf of the ASP

· The Mobile Operator has implemented a policy-enabled call management service that incorporates or has access to PEEM functionality

· The 3rd party has defined some policies in place to be triggered when the user’s account becomes empty. (The policies may be specified by the 3rd party through an appropriate interface, or the Mobile Operator could do it on behalf of a mutual agreement)

5.7.4 Post-conditions

The network detects that the prepaid account of this called party has overrun its lower bound. This results in a notification to the policy-enabled service that uses PEEM capabilities to process the notification. The PEEM recognizes this as an ‘alert’ and takes appropriate action to process the alert. The PEEM identifies the relevant policy, (PP_CHECK), evaluates it and enforces the resulting decision. . As a result the call leg to the called party is released.

5.7.5 Normal Flow

· The Mobile Operator creates the pre-paid balance policy rule, (PP_CHECK) for its call management service. PP_CHECK is associated with a condition (“pre-paid_account.balance <= prepaid_account.lower_bound) and an action (“release.subscriber_call_leg”).

· The rule is created for PEEM. As part of the creation process the PEEM is configured to respond appropriately to events associated with the rule.

· As part of the normal operation of the call management service, a call leg is created and routed to a certain called party in the network. After some time elapses, the network detects that the prepaid account of this called party has overrun its lower bound. This event triggers the invocation of the call management service PEEM 

· The PEEM recognizes this as an alert that is to be processed. The PEEM extracts all ‘facts’ and ‘context’ information for further processing. 

· The PEEM applies the policy rule PP_CHECK whose condition is satisfied by the information passed onto it. 

· The PEEM enforces the resulting action.  As a result the call leg to the called party is released, hence protecting the third party ASP from being exposed to unwarranted charges generated by this call leg.

5.7.6 Alternative Flows

None identified.

5.7.7 Operational and Quality of Experience Requirements

· Policies may be defined in high-level service terms consistent with a policy information model.

· The high-level representation of a policy is mapped onto an internal representation that is best suited for computations and evaluation.

· The application of a policy may require a decision from external elements. 

· User experience must be uniform, seamless and consistent whenever the user accesses the system.

· User experience of using services must not be degraded by the use of policy enforcement mechanisms.

· Policies defined by 3rd parties SHOULD be based on standardised schema and semantics.

5.8 Charging Control Using Policies – 2nd Example

5.8.1  ASK  \* MERGEFORMAT Short Description

This use case is an example of how the Application Service Provider (ASP) request for using a resource triggers a Charging Control policy check in addition to a business agreement check.

In this use case a (3rd party) Application Service Provider (ASP) delivers services to end-users. In doing so, the ASP uses resources from a Mobile Operator, and gets charged for it. The Mobile Operator charges subscribers on behalf of the ASP. Policies are being used to protect the Application Service Provider (ASP) from being exposed to charges generated by the Mobile Operator's resources consumption (e.g. a session to a pre-paid subscriber of the operator) when the pre-paid debit limit of the subscriber has been reached and the subscriber has no money left to pay for the service offered by the ASP. The Mobile Operator creates a policy to handle subscriber overruns of his/her prepaid balance: such policy won’t allow the resource consumption in case the pre-paid debit limit of the subscriber has been reached. The policy created for purposes of illustrating this use case is called the “ACCOUNT_CHECK” policy.

5.8.2 Actors

· Third party ASP

· Pre-paid subscriber

· Mobile Operator
5.8.2.1 Actor Specific Issues

Third party ASP

· Wants to consume resources from the Mobile Operator to be able to offer services to the subscribers. The ASP wants to have a Service Level Agreement (SLA) with the Mobile Operator. This SLA describes to what extent the ASP is entitled to make use of the resources of the Mobile Operator.

· Does not want to be charged for delivered service to the subscriber in case the account of the subscriber has run out.

Pre-paid subscriber

· Wants to be charged according to terms described in his/her service contract.

Mobile Operator

· Wants to restrict access to its resources as defined per Service Level Agreement.

· Wants to specify policies whose operational objectives are defined in the Service Level Agreement with the ASP.

· Wants to evaluate Service Level Agreements.

· Wants to enforce Service Level Agreements.

· Wants to offer to the ASP that it checks the account balance of the subscriber, to prevail that ASP will get charged for delivered services to the subscriber that the subscriber can not afford.

· Wants to manage various applications across a diverse and distributed set of Application Service Providers.

· Wants a flexible service management mechanism, e.g. policy management to manage access to and protect the integrity of network services

5.8.2.2 Actor Specific Benefits

Third party ASP

· Is protected from unwarranted charges generated when the subscriber’s prepaid debit limit is reached.

Pre-paid subscriber

· Uses services according to the terms of his/her pre-paid subscription.

Mobile Operator

· Can offer a feature

5.8.3 Pre-conditions

· The subscriber has a pre-paid account and his/her subscription allows him/her to receive services at a certain price directly from the ASP.

· The ASP has a SLA with the Mobile Operator that (1) allows the Mobile Operator to charge the ASP for resource usage and (2) which allows the mobile operator to charge the subscriber on behalf of the ASP and (3) which obliges the Mobile Operator to provide resource usage. 

· The Mobile Operator has implemented a policy-enabled service (e.g. session control) that incorporates or has access to PEEM functionality so that the SLA and the ACCOUNT_CHECK policy are enforced.

5.8.4 Post-conditions

The policy-enabled network service used the PEEM capability that was invoked on the ASP request for network service. Appropriate information was sent about the requested network service to be assessed in an evaluation process. The PEEM enabler was consulted for a SLA check. Also the PEEM enabler was consulted for the evaluation of the ACCOUNT_CHECK and for the enforcement of the ACCOUNT_CHECK decision.  As a result the session was initiated and thereafter re-evaulated every two minutes.

5.8.5 Normal Flow

The Mobile Operator creates the pre-paid balance policy rule, (ACCOUNT_CHECK) for its network service. The ACCOUNT_CHECK policy looks like this: If the pre-paid account balance is lower than or equal to the lower bound then the session is discontinued, otherwise it is allowed to be initiated and continue for two minutes. 

The rule is created via the policy rule creation facility of the Mobile Operator. As part of the creation process the PEEM enabler is configured to respond appropriately to the network service request.

As part of the normal session initiation, the PEEM enabler is invoked on a request to initiate a session to the subscriber. The SLA is evaluated. The outcome of the SLA evaluation is enforced (the decision is enforced, e.g. continue).  The ACCOUNT_CHECK policy is evaluated. The outcome of the ACCOUNT_CHECK policy evaluation is enforced (the decision is enforced: initiate the session and set the time limit to 2 minutes). The session is now initiated and continued for two minutes. After two minutes have passed a notification is sent which invokes the PEEM enabler. The ACCOUNT_CHECK policy is evaluated again. If the account did not reach the lower bound the session will be continued for two more minutes. This will go on until the account lower bound limit is reached (then the session will be discontinued) or until the ASP or subscriber decides to end the call.

5.8.6 Alternative Flows

· SLA evaluation fails: service request is discontinued.

· ACCOUNT_CHECK policy fails: service request is discontinued.

5.8.7 Operational and Quality of Experience Requirements

· Policies SHOULD be based on standard schema and semantics
· Policies may be defined in high-level service terms consistent with a policy information model.

· The high-level representation of a policy is mapped onto an internal representation that is best suited for computations and evaluation.

· Policies are selected and evaluated after the PEEM enabler was invoked on the request for resource usage. 

· Data may be downloaded from databases (e.g. account balance database).

· The results of an evaluation can be a recommended action which is then enforced.

· User experience must be uniform, seamless and consistent whenever the user accesses the system

5.9 Enforcing Policies

5.9.1  ASK  \* MERGEFORMAT Short Description

A set of policies (static or dynamic) has been set up in advance by the owner of a resource. They must be satisfied by a requestor before it can access or use the resource. 

In this use case we assume that the owner of the resource also enforces the policies. Other sections will consider the use cases where these are different parties or in different domains.

5.9.2 Actors

· Owner of the resource:

· It has set up policies on the resource that it controls. 

· Enforces the policies on requests to the resource.

· Requestor:

· Any issuer of request to access and use the resource.

· Provide necessary credentials to use the resource as it has been informed of.

5.9.2.1 Actor Specific Issues

· Owner of the resource:

· Enforcing the policies. 

· Providing access to its resource

· Requestor:

· Providing necessary credentials to access the resource.

· Using the resource

5.9.2.2 Actor Specific Benefits

· Owner of the resource:

· Can offer access to resource and its use while enforcing conditions of usage expressed in policies

· Knows that resource is appropriately protected

· Requestor:

· Can access resources to use within its applications

· Can simplify and automate the way to satisfy the conditions to use a resource while requesting the resource: need on ly to know what credential to pass and how.

5.9.3 Pre-conditions

· Owner of the resource:

· It has set up policies on the resource that it controls. 

· It has communicated what and how credentials must be passed in a request to the resource to potential requestors:

· E.g. via SLA or a priori agreements / communications.

· Requestor knows resource

· Requestor knows the conditions it must satisfy (e.g. via Service Level Agreement (SLA)):

· E.g. what credentials and how they must be passed with a  request.

5.9.4 Post-conditions

· The request from requestor reaches the resource and is executed by or on the resource. 

· The response may be treated through additional policy steps if imposed by:

· policies of the target resource:

· E.g. a charging event is logged after successful or failed access of the resource

· Or as a repeat of the present use case where the responder becomes the requestor and vice-versa.

5.9.5 Normal Flow

· Requestor prepares request to resource and provides information / meta-data / credentials to be able to satisfy the conditions that he/she knows for using the resource.

· Request is logically processed by the PEEM enabler (logical entity / mechanism):

· Request and / or credentials
 are passed to other resources for action and / or validation of the results as specified by the policies (*):

· E.g. The requestor is first authenticated based on credentials then it is checked for authorization (which may be based on  authorization statement/token supplied with the request) to access the resource and then it is passed to a charging systems that generates a billing event.

· These may be checked to be up-to-date policies. They may or may not depend on the nature of the request and on the requestor. 

· Request is passed to resource for action (assuming successful validation of all the steps).

· The action is executed on or by the resource (see post conditions).

· Response is returned to the requestor (see post conditions)

5.9.6 Alternative Flow

· At step (*) above, it is possible that some of the validation fail. In such a case, the following cases may take place:

· The request to the resource fails and an error message is returned to the requestor

· A dialog may be established between the requestor and one of the involved intermediate resource:

· e.g. please provide a new credential or answer the following challenge.

· Other alternative steps are discussed in the use case sections below.

5.9.7 Operational and Quality of Experience Requirements

· The PEEM enabler of the owner of the resource is aware of the policies associated to the resource.

· The resource and network is logically setup such that any request to the resource is processed by the PEEM enabler.

· Note that this can be done in numerous manners that may not impose a single PEEM entity.

5.9.8 Concrete Examples

Concrete examples include a location based service exposed by a service provider provided that appropriate authentication, authorization, charging and logging is taking place.

5.10. Workflow

5.10.1  ASK  \* MERGEFORMAT Short Description

The policies setup by the resource owner implement a set of steps that must be performed by different resources that it owns to provide a particular function or application.

The flows associated to these steps remain the same and do not need to be expanded in this section. The present section focuses solely on the steps that implement a particular function or application, acknowledging that these may include enforcement and validation steps as discussed above.

5.10.2 Actors

· Owner of the function or application:

· It has set up policies for calls to a particular resource in order to implement the application or function.

· It provides the function or application by executing the prescribed workflow on requests to the function or application. 

· Requestor:

· Any issuer of request to access and use the function or application.

· It still provides the necessary credentials to use the resource as it has been informed of.

5.10.2.1 Actor Specific Issues

· Owner of the function or application:

· Executing the workflow on calls to the function or application in order to implement it.

· Requestor:

· Using the function or service

5.10.2.2 Actor Specific Benefits

· Owner of the function or application:

· Can easily implement services through the workflow specified in the policies

· Plus all the benefits enumerated in previous use cases.

· Requestor:

· Can use the service

· Plus all the benefits enumerated in previous use cases.

5.10.3 Pre-conditions

· Owner of the function or application:

· It has set up workflow to implement the function or application

· Plus same steps as in previous use cases.

· Requestor knows function or application

Requestor knows the conditions it must satisfy if any as in the previous use cases.  

5.10.4 Post-conditions

· The request from requestor reaches the function or application and the request is executed. 

· The response may be treated through additional policy steps as for use cases above. These may enforce usage conditions or be additional workflow steps to implement the full functionality of the service:

5.10.5 Normal Flow

· Requestor prepares request to function or application and provides information / meta-data / credentials to be able to satisfy the conditions that he/she knows for using the service.

· Request is logically processed by the PEEM enabler (logical entity / mechanism):

· Request and / or credentials are passed to other resources for action and / or validation of the results as specified by the policies (*) to implement the steps of the workflow.

· Response is returned to the requestor (see post conditions)

5.10.6 Alternative Flow

· At step (*) above, it is possible that some of the validation fail. In such a case, the following cases may take place:

· The request to the function or application fails and an error message is returned to the requestor

· A dialog may be established between the requestor and one of the involved intermediate resource:

· e.g. please provide a new credential or answer the following challenge.

· Other alternative steps are discussed in the use case sections below.

5.10.7 Operational and Quality of Experience Requirements

· Same as for previous use cases.

5.10.8 Concrete Examples

Editor’s note: to be done.

5.11 Delegation

5.11.1  ASK  \* MERGEFORMAT Short Description

The owner of a resource deploys it by delegating some of the functions (e.g. authentication, charging, logging, …) to other resources. Alternatively, the implementer of a resource implements it by delegating some of the functions to other resources.  The delegation is expressed as policies enforced in any messages to and from the resource. 

The flows associated to these steps remain the same and do not need to be expanded in this section. The present section focuses solely on the steps that perform delegation of functions, acknowledging that these may include enforcement and validation steps and workflow as discussed above.

5.11.2 Actors

· Owner (or implementer) of the resource:

· It deploys or implements the resource by delegating some functions to other resources and expresses these via policies.

· Enforces the policies on requests to the resource.

· Requestor:

· Any issuer of request to access and use the resource.

· Provide necessary credentials to use the resource as it has been informed of.

5.11.2.1 Actor Specific Issues

· Owner (or implementer) of the resource:

· Resource deployment or implementation by delegation 

· Same as in use cases above.

· Requestor:

· Using the resource

· Same as in use cases above

5.112.2 Actor Specific Benefits

· Owner (or implementer) of the resource:

· Can simplify implementation or deployment by relying on other resources to provide the delegated functions

· Re-use resources

· Avoid silos

· Simplifies integration:

· Re-use resources through PEEM and policies.

· Same as for use cases above. 

· Requestor:

· Can access resources to use within its applications

· Same as for use case above.

5.11.3 Pre-conditions

· Owner (or implementer) of the resource:

· It has implemented or deployed resources by relying on a set of policies for the resource that it controls. 

· Same as for use cases above.

· Same as for use cases above for the requestor.

5.11.4 Post-conditions

· Same as for use cases above.

5.11.5 Normal Flow

· Requestor prepares request to resource and provides information / meta-data / credentials to be able to satisfy the conditions that he/she knows for using the resource.

· Request is logically processed by the PEEM enabler (logical entity / mechanism):

· Request and / or credentials are passed to other resources that perform in particular the delegated functions for action and / or validation of the results as specified by the policies (*):

· Request is passed to resource for action (assuming successful validation of all the steps).

· The action is executed on or by the resource (see post conditions).

· Response is returned to the requestor (see post conditions)

5.11.6 Alternative Flow

· At step (*) above, it is possible that some of the validation fail. In such a case, the following cases may take place:

· The request to the resource fails and an error message is returned to the requestor

· A dialog may be established between the requestor and one of the involved intermediate resource:

· e.g. please provide a new credential or answer the following challenge.

· Other alternative steps are discussed in the use case sections below.

5.11.7 Operational and Quality of Experience Requirements

· Delegation may be implemented:

· Directly by the target resource:

· PEEM functionality built in the resource

· By another logical mechanisms:

· As discussed in section Error! Reference source not found.:

· E.g. as a component in front of the resource that intercepts any request to it.

· Way to provide delegation for legacy system:

· New conditions are enforced in front of it

· Conditions already enforced and not expressed in policies.

· Same as for use cases above.

Editor’s note: Figure shsoudl be added to illustrates the different options. Contributions are encouraged.

5.11.8 Concrete Examples

Editor’s note: to be done.

5.12 Controlled Exposure of Resources 

For all the use cases above, the requestor may be:

· Part of the same domain or system as the resource:

· To simplify enforcement of policies on any request or to implement delegation and workflows.

· E.g. another resource within the domain etc…

· A third party requestor part of a system and domain different from the target resource:

· To implement services or resources and to enforce that the service or resource is securely exposed only to authorized parties

· To implement delegation and workflows and enforce steps like billing, logging.

· E.g. another resource in another domain etc..

In all cases, actors and flows remain the same as above and below.  Accordingly the other use case sub-sections are skipped.

Note that as already mentioned, the goal is to expose enabler in a controlled manner. It should not be assumed that authentication, authorization, enbcription or charging is always to be enforced or that these are the only conditions that can be enforced.

5.13 Policies for terminal-based Resources

For all the use cases above, the resources may be:

· In the network of the owner domain but not as a terminal.

· On the terminal:

· When among the technology options covered in section Error! Reference source not found., an explicit PEEM entity is present this can be:

· On the terminal:

· Actors and flows remain the same as above.  

· Accordingly the other use case sub-sections are skipped for this use case.

· In the network, processing (by PEEM enabler) any message to and from the terminal including:

· Within home network

· While roaming etc…

· The only differences with respect to all use cases considered before are at the level of the Operational and Quality of Experience Requirements:

· How does the PEEM enabler determines the policies to enforce

· Where are the policies enforced:

· Within visited network

· Within the home network, after intercept and redirect to the PEEM enabler:

· From the terminal

· From the visited network

Editor’s note: the above discussions points should be addressed. Contributions are welcome.

5.14 Discovery of Policies

For all the use cases above, what credentials must be provided and how may be explicitly discovered by the requestor instead of being known from the resource owner through a separate channel.

The pre-conditions do not require any more that the requestor be aware of these conditions. Instead during the normal flow, the requestor can discover this meta-data prior to preparing and generating the request. This typically also involves a registration of the conditions.

The actual policies may be similarly discovered by the PEEM enabler:

· In advance for static policies

· Prior to any enforcement in all the other cases (or before final validation in the case of section 5.4).

· Again this typically involves registration of the policies.

5.15 Defining the Policies 

For all the use cases above, the policies may be:

· Specific to the target resource:

· Set or derived by user’s settings (e.g. derived from privacy considerations).

· Set or derived by owner’s settings

· Limited to the delegatable functions that are not performed by the resource

· Global across all the resources controlled by its owner

· The result of a combination of policies that are global across all the resources controlled by the owner and policies proper to the target resource.

Using the management interface of the PEEM enabler, the owner of the resource can manage these different policies. The combined policy associated to a resource can be:

· Generated

· Communicated to requestor as discussed above (in advance or via discovery)

· Communicated to PEEM enabler as discussed above (in advance, via discovery or via update events)

5.16 Debugging the Policies 

For all the use cases above, the policies may be debugged:

· For policy expression or logic errors

· For errors:

· E.g. by checking dependencies on other resources and availability of these resources.

· For conflicting policies.

5.17 Deploying New Resources

For all the use cases above, in order to satisfy the pre-conditions, the owner of the resource is able to:

· Express / generate the policies as discussed in section 0
· Communicate these policies, when needed (as discussed above) to the the PEEM enabler

· Communicate the appropriate subset of conditions to the requestor, when needed (as discussed above).

5.18 Sources of Policies

For all the use cases above, the policies may be:

· Defined by the owner of the resources

· Derived from settings by others (user’s terminal, owner)

· See for example use case in section  5.6

· Defined by a third party:

E.g. An enterprise may want to establish particular policies for access of certain resources by its employees or a person wants to let others perform actions on its behalf.

5.19 Prioritization of Policies

Section 0 indicates that there may be multiple sources of policies. The owner of the PEEM enabler can provide prioritizations rules between these policies.

5.20 PEEM Delegation

For all the use cases above, it is possible that the PEEM that processes messages to and from a resource be provided by a different actor:

E.g. a resource is made available (e.g. exposed through the Operator’s network or uploaded) by a third party on an operator’s network. PEEM is provided by the operator. Policies are provided by the third party, possibly combined with the global policies of the operator as discussed in section 0.

5.21 Handling Changes in Policies
5.21.1  ASK  \* MERGEFORMAT Short Description

This use case describes the issues involved with changes of the policy associated to a resource protected by PEEM.

5.22.2 Actors

The involved actors are:

· Service provider that owns a resource (e.g. location server) protected by PEEM.

· Requestor that issue request to the resource

In addition:

· The PEEM functionality may or may not be provided by the same service provider.

· The requestor may or may or may not be in the same domain as the resource (e.g. an application developer within the service provider domain or a third party application developer).
5.21.2.1 Actor Specific Issues

The issues for the actors are:

· Requestor:

· Issuing an acceptable request to the resource; independently of the changes of policy (that the requestor should in general not be aware of).

· Service Provider:

· Ensuring that PEEM is aware of the updated policies

· Ensuring that the authorized requestor know how to issue request to the resource at all time.
5.21.2.2 Actor Specific Benefits

The benefits for the actors are:

· Service provider:

· Being able to manage the policies and change them when dictate by any business or technical reasons.
· Being able to accommodate cases where users can dynamically changes their privacy or service preferences and have this reflected in policies that can be immediately reflected.

· Requestor: 

· Being able to query any resource that the requestor is authorized to query.

5.21.3 Pre-conditions

The required pre-conditions are:

· PEEM protects a resource


· Policies are set up for the resource.

· Requestor is known of the service provider for example through existing agreement between the requestor and the SP (e.g. SLA)
· As a result of the agreements above, the equestor is authorized to send requests to the resource

· Requestor knows how to issue requests to the resource.

5.21.4 Post-conditions

The required post-conditions are:

· Policies have been changed

· Requestor has received response to the request that he/she sent to the resource after the change of policies

5.21.5 Normal Flow

The normal flow for this use case is:

1. The service provider decides to change the policies associated to the resource that he controls

2. He / she generates a new policies:

· This can be by editing descriptions of the policies

· Or by modifying the policies through an policy management application.

3. The PEEM is provisioned with the new policies

4. The requestor issues a request to the resource

5. The request is processed by PEEM

6. If the policies are satisfied the request is passed to the resource

7. The request is executed or acted upon

8. The response is returned to the requestor, possibly further processed by PEEM systems, as defined by the applicable policies.

5.21.6 Alternative Flow

Several alternate flows may take place.

5.21.6.1 Requestor notification

· Prior to step 4, the requestor is informed one way or another (typically when the requestor request the type of information that he / she must provide with a request to the resource)
 that the policies have been changed and how this may impact the type of request that he/she may have to generate. Depending on how resource interfaces and PEEM is implemented the following alternative exist:

· The interface communicated to the requestor has been modified to reflect the changes that affect the requestor. This is done in a step 3’ before the step introduced above. 

· Typically in such a case the request arguments affected by the changes in policies are not distinguishable from the other request arguments.

· The interface to the resource is not changed but the requestor is explicitly informed of changes that affect the request that must be issued. No additional step is needed besides the step introduced above

· In such a case it is possible to distinguish between arguments that do not depend on the policies and those that do. For example the former can be part of a message payload, possibly encrypted one way agreed with the target resource while

5.21.6.2 Discovery

· Prior to step 4, the requestor may discover the type of request that he/she may have to generate. Depending on how resource interfaces and PEEM is implemented the following alternative exist:

The interface registered for the resource and discovered by the requestor reflects the changes of the interface that result from the changes in policies. This is done in a step 3’ before step 4. In such a case, the requestor only sees an interface.

· The interface registered for the resource and discovered by the requestor is not changed but the requestor also discovers one way or another the changes that affect the message that must be issued. Update of these, registration and discovery is done in a step 3” before step 4.

· In such a case it is easy possible to distinguish between arguments of the request that do not depend on the policies and arguments that do. For example the formers can be part of a message payload, possibly encrypted one way agreed with the target resource while the latter are passed in the header, encrypted in ways understandable by PEEM.

5.21.6.3 Change in the middle of a request

· The change of policies may take place between steps 3 and 4.

· PEEM may have to reject the request as it may not satisfy the new policies any more (e.g. if the request conditions have changed but the request does not take the changes into account).

· PEEM may enter a set of exchanges with the requestor to satisfy the new interface if the request does not satisfy the new policies any more (e.g. if the interface have changed because of changes of policies but the request does not take the changes into account).

It is also possible that PEEM does not change its processing of on-going requests and still relies on the older policies.
5.21.6.4 PEEM checks

· The change of policies may take place between steps 5 and 6.

· The PEEM could check that the policies have not changed in a step 5’

· If they have changed, the request may be rejected or enter a set of exchange with the requestor as discussed in the case above.  

· Step 3 in general could be replaced by having PEEM checking if the policies have changed.

· It is also possible that PEEM does not changes it’s processing of on-going requests and still relies on the older policies.

5.21.7 Operational and Quality of Experience Requirements

· If the changes of policies imply that the requestor must provide identity claim, credentials and account information (e.g. for payment) the interface description must describe the need to pass this information and how it should be passed as part of the request or aside of the request. This can be provided as part of the description of the interface to the resource or in a side communication (e.g. meta-information associated to the description of that interface).

The PEEM should be compatible with the different mechanisms to inform the requestor when the type of requests that must be provided to a resource has changed. This can be because the resource changes (e.g. upgrade) and therefore it has a new interface

· It should be possible to derive the impacts on the interface from the execution policies

·  They are in general a subset of the policies or derived from a subset of the policies assertions that they contain (e.g. only the charging, authentication and authentication assertions).

· It should be possible to satisfy the requirements above automatically (i.e. by machine).

· The service provider must be able to express the policies, change them and provision them into the PEEM system.
Editor’s Note: The above bullets are subject to ongoing discussions and have not been fully agreed.

5.22 Enabler composition

5.22.1  ASK  \* MERGEFORMAT Short Description

This use case describes the use of a number of enablers within a service transaction. A user accesses a mobile location based game service, where the network operator provides enablers to an application provided by a third party service provider. The user perceives the delivery of the game service as a single transaction. If the transaction proceeds normally, the user receives the service and is charged. If the transaction proceeds abnormally, e.g. if one of the enablers fails perhaps, the user is notified and, since the service was not delivered, the user is not charged.

5.22.2 Actors

· User – end user using a mobile device.

· Network operator – operates a mobile network and provides network enablers to third parties.

· Third party service provider-– provides a mobile location based game.

5.22.2.1 Actor specific Issues

· User 
· Uses any third party service whilst relying on existing agreements and solutions 

· Network operator

· Offers composed services

· Enforces SLA in-between user, third party and itself 

· Third party service provider

· Provide a high value service sharing the risk and investment
5.22.2.2 Actor specific Benefits

· User 
· Perceives and pays only for the successful use of a third party service

· Network operator

· Provides basic values to any third party

· Third party service provider

· Leverage and uses existing NO resources to provide added service value
5.22.3 Pre-conditions

· User has an account with the network operator

· Third party service provider has made the necessary business and technical arrangements with the network operator to use several enablers as part of a specific service offering.

· User has an account with the Third party service provider.

· User has federated his account at the network operator and at the application provider so that the Third party service provider can receive position information from the network operator.

5.22.4 Post-conditions

The user has sent a message to the network operator, indicating some action as part of the game play.

· The network operator has provided the users position and the users message to the application service provider.

· The Third party service provider has computed a result and sent a message via the network operator’s message enabler to the user.

· The user is charged 1 million woolongs for a successful transaction by the network operator.

· The network operator has credited 500 thousand woolongs to the application service provider

5.22.5 Normal Flow

1. The user sends a message “SHOOT WITH PHOTON LASER” to the service account for the game service.

2. The network operator forwards this message to the application service provider.

3. The Third party service provider requests the position of the user. Note that the network operator could have sent this position information in conjunction with the user message, depending on the technical solution.

4. The network operator provides the Third party service provider with the position. The note in the previous step still applies.

5. The Third party service provider computes a result.

6. The Third party service provider sends a result message to the network operator.

7. The network operator forwards the result as a message to the user  “DIRECT HIT – 300 POINTS”.

8. The Third party service provider requests that the network operator charges the user 1 million woolongs. Note that this information may be sent in conjunction with the previous step depending on the technical solution. Note also that depending on the technical and business arrangements between the network operator and the Third party service provider the network operator may instigate this step directly.

9. The Third party service provider requests that the network operator credits the Third party service provider with 500,000 woolongs. The two notes from the previous step apply here as well.


[image: image9.wmf]User

Network

Operator

Third Party

Service Provider

2: notify(user, 

transactionRef

, 

gameplayAction

, weapon)

8: 

resultMessage

(

result)

1: 

gameplayMessage

(

gameplayAction

,

weapon)

3: 

requestPosition

(user, 

transactionRef

)

4: 

getPosition

(user)

5: position(user, 

transactionRef

)

7: notify(user, 

transactionRef

, result)

6: 

computeGameplay

()

9: 

requestCharge

(user, 

transactionRef

,

gameplayActionCharge

)

10: charge(

gameplayActionCharge

)


Figure 4 Normal flow

5.22.6 Alternative Flow

This alternative flow is an exception handling flow, and is the substance of this use case, since it leads to specific overall requirements. The post-conditions described above do not apply to these exception flows.

5.22.6.1 Alternative flow 1: Enabler exception

1. As per normal flow.

2. As per normal flow.

3. As per normal flow.

4. The network operator cannot retrieve the position of the user due to some technical fault. It advises the Third party service provider to this effect.

5. The Third party service provider sends a message to the network operator to be forwarded to the user. Note that depending on the technical and business arrangement between the two actors, this and the next step may be affected by the network operator directly.

6. The network operator sends the message “TECHNICAL PROBLEMS – YOU HAVE NOT BEEN CHARGED” to the user
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Figure 5 Alternative flows 1, NO failure

5.22.6.2 Alternative flow 2: Third party service provider unreachable

1. As per normal flow.

2. The network operator cannot contact the Third party service provider within a specified time.

3. The network operator sends the user a message: “TECHNICAL PROBLEMS – YOU HAVE NOT BEEN CHARGED”.
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Figure 6 Alternative flows 2, TPSP failure

5.22.7 Operational and Quality of Experience Requirements

The user, in this case also the customer, perceives and values the service, not the underlying enablers. If he receives the service he pays the agreed price. If he does not receive the service, he does not pay for the service, or for the use of the underlying enablers.

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

This section contains high-level requirements for the PEEM enabler.

Some of the requirements in the following sub-sections originate from other OMA source material, (see section 2.1) and may have been modified for the PEEM enabler. In each case, the source requirement from this material is indicated.
1. The PEEM enabler MUST NOT restrict the technology and deployment options satisy the requiremenst. (Motivated by section 5.9)

2. The PEEM Enabler MUST NOT violate any of the requirements in section 6.1 of [ARCH].
3. The PEEM enabler MUST be able to evaluate and enforce policies from at least the following, 

· Requests from a 3rd party ASP, wanting to utilize Mobile Operator's resources 

· Requests from end users, wanting to access services of the mobile operator 
· Requests from end users, wanting to access services of a 3rd party ASP, and 
· Requests from another Mobile operator

· Response from the resource

· Request from an end user wanting to communicate with another end user

4. The PEEM enabler MUST be able to identify policies relevant to a request and response. (Motivated by section 5.6)

5. The PEEM enabler MUST be able to receive requests for a policy decision, e.g. authorisation. (Motivated by section 5.6

6. PEEM enabler MUST be able to interact with other resources to enforce the results of policy evaluation. (Motivated by section 5.6)

7. Enablers MUST be able to determine when to perform policy enforcement (i.e. on which requests there is a need to ask for policy decision). (Motivated by section 5.6)

8. The PEEM enabler MUST NOT prohibit the end user from defining his/her own policy (e.g., privacy policies) to be stored and enforced by the service provider.  (Motivated by section 5.6. Further requirements can be found in [Privacy])

9. 3rd parties MUST be able to define their own policies, to be stored and enforced by service providers. (Motivated by section 5.7)

10. The PEEM enabler MAY be able to enforce policies triggered by events. (Motivated by section 5.7)
11. The language used to express policies MUST be specified, i.e. based on standard schema and semantics. (Motivated by section 5.7)

6.1.1 Security

1. The PEEM enabler MUST support secure exchanges between requestor and responder (Motivated by sections 5.12and 5.13)

2. The PEEM enabler MUST be able to process assertions, e.g. Authentication (e.g. level of security), Authorisation, and QoS

move this requirement to section 6.1
3. The PEEM enabler SHOULD support policies that  allow the use of different trust models..  [ARCH 6.1.1 #3]

4. The PEEM enabler MUST support policies that may be enforced by other enablers to permit secure and confidential access to services and associated exchanges within and across networks and domains e.g. through methods such as encryption, integrity protection, non-repudiation, authentication (both mutual and one-way) and authorization. [ARCH 6.1.1 #9]

5. The PEEM enabler MUST support policies that may be enforced by other enablers to permit protection against security threats, secure and confidential access to services and associated exchange [ARCH 6.1.1 #12]

6. The PEEM enabler SHOULD support policies that allow the support for authorization assertion(s). (Motivated by section 5.9)

6.1.2 Charging

1. The PEEM enabler MUST NOT preclude any charging models between different actors. [ARCH 6.1.2 #1]

6.1.3 Administration and Configuration

1. PEEM enabler MUST NOT impact establishment of SLAs between requestor and owner. (Motivated by section 5.9)

Editor’s note: This requirement is to be re-visited.

2. The PEEM enabler MUST provide mechanisms for the owner of a resource to manage policies related to a resource.  The following list MAY be the least set of requirements on activities related to the management of policies:

· To create policies

· To update/modify policies, (e.g. if the application/service provider adds new functionality that may impact policies)

· To view policies

· To de-bug policies

Editor’s note:”De-bug” to be re-phrased, (action for Vodafone). Also, need to capture prioritisation/sequencing and/or conflict management

· To delete policies

3. The PEEM enabler MUST support policies associated with

· an individual resource

· a group of multiple resources

· a specific requestor

· a specific request

(Motivated by sections 5.9, 5.15 and 5.18)

4. The PEEM enabler SHOULD allow associating policies to a new resource by re-using existing policies and extending them. (Motivated by section 5.17)

5. The PEEM enabler MUST provide ways to express assertions, including assertions associated with any OMA enabler, and  SHOULD provide ways to express other assertions. (Motivated by sections 5.9, 5.12, 5.13, 5.15, 5.17, 5.18 and 5.20 ) 

6. The PEEM enabler MUST be able to derive from policies what assertions a requestor must supply so that the request can pass through PEEM's policy evaluation and enforcement process

7. The PEEM enabler MUST enable a resource owner to delegate to other parties the enforcement of policies for such resources.

8. The PEEM enabler MUST enable a resource owner to delegate to other parties the management of policies 





       12. It SHOULD be possible to dynamically manage policies

6.1.4 Usability

1. The PEEM enabler MUST be compatible with mechanisms for the owner of a resource to advertise the request conditions in order for another party to use a service enabler. (Motivated by sections 5.9, 5.10, 5.12 to 5.15 and 5.18)

Editor’s Note: Current wording could not be agreed. This needs to be clarified.
2. The PEEM enabler MUST support the management of policies by various actors, eg service provider, network operator, enterprise, end user. 
3. The PEEM enabler MUST be able support requests done on behalf of principals.

6.1.5 Interoperability


1. Standardized interfaces MUST be defined for the PEEM enabler. [ARCH 6.3.1 #2]
See also requirement 6.1.3 #14.
6.1.6 Privacy

1. The PEEM enabler MUST support enforcement of privacy policies (Motivated by section 5.6 and by [Privacy])

2. The PEEM enabler MUST be able to evaluate and enforce policies that protect user identity and related user information including privacy preferences, e.g. for anonymity.

6.2 Overall System Requirements

The general characteristics & behaviours specified in this chapter are supported by the PEEM enabler:

Editor’s Note: Some of the following requirements may need to be assigned to section 6.3

1. The PEEM enabler MUST provide a mechanism to enforce the policy associated to a resource on any request to that resource and on any associated response. (Motivated by sections 5.9 to 5.14). 

2. The PEEM enabler MUST be able to support delegation to one or more resource (e.g. charging, service discovery) . (Motivated by section 5.11).

3. The PEEM enabler MUST support requestor and responders located in the same or on different systems, within the same or different domains. (Motivated by sections 5.12, 5.13, 5.15 and 5.18)

4. The PEEM enabler MUST NOT preclude any specific deployments e.g. a geographically distributed PEEM, a  highly scalable PEEM. [ARCH 6.1.5 #2]

5. The PEEM enabler SHOULD NOT preclude the deployment of service enablers in high-availability, high-uptime, scalable environments (e.g. By requiring implementation in ways which disable the use of the functions of this environment). [ARCH 6.3 #1]

6. The PEEM enabler MUST support the ability to simultaneously operate multiple versions (i.e. multiple instances, defined according to different releases of the OMA specifications) of an interface or API. [ARCH 6.3 #4]

7. The interfaces to the PEEM enabler MUST NOT constrain the functions of the enabler to a single domain. [ARCH 6.3.1 #1]

8. 
9. The PEEM enabler MUST support Discovery for an implementation of a Service Enabler. [ARCH 6.3.2.1 #3]

10. 


11. The PEEM enabler MUST be compatible with interface changes derived from policy changes (Motivated by section 5.21)

12. The PEEM enabler MUST be able to determine the policies associated to a resource that it protects (Motivated by section 5.21)

13. The PEEM enabler MUST be able to support the interruption of flows and rejection of requests, through enforcement of policies (e.g. failure in authentication or authorization requests, charging failure, etc.). (Motivated by alternative flows in use cases from 5.2 and 5.8).

14. The PEEM enabler MUST be able to evaluate and enforce policies that ensure authorization against but not limited to the following criteria (Motivated by mostly all of use cases): 

a. Subscriptions of the end user

b. end user segment, (e.g. gold, silver bronze users)

c. Subscriptions/agreements (SLAs) with 3rd parties

d. End users account status

e. End user privacy policies

f. Operator policies

g. Regulatory/legislative (e.g. user protection) policies

15. The PEEM enabler MUST be able to create log information about the flows and events (such as error events) that the PEEM processes, and the associated policy evaluation results (for auditing purposes). Examples of log information are:
· Statistical information (e.g. failure rate of a particular request for a resource and real time QoS information for a session)

· Information for both inbound requests, (e.g. requests from authorised third parties, and outbound responses

16. The PEEM enabler MUST be able (by interacting with other enablers) to obtain session information (e.g., user_id) from the information contained in a request/response (motivated by pre-conditions of use case at 5.2, 5.3 and 5.4)

17. The PEEM enabler MUST be able evaluate and enforce policies mandating to  obtain of user approval (motivated by use case 5.3, and alternative flow in use case at 5.5)

18. The PEEM enabler MUST be able to evaluate and enforce end-user defined policies even when they are roaming in a visited network ( Motivated by preconditions at several use cases)

19. The PEEM enabler MUST be able to evaluate and enforce policies that deal with authorization requests from other Service Providers (Motivated by use case at 5.5)

20. The PEEM enabler MUST evaluate and enforce policies applicable to requests submitted from end-users originating from multiple networks and multiple Service providers (Motivated by use case 5.4);

21. The PEEM enabler MUST be able to evaluate and enforce policies on requests coming from end-users accessing resources that are made available on visited networks (Motivated by use case 5.5)

22. PEEM enabler SHOULD be able to deal with possible override of policies (ones cancelling/pre-empting others) due to different priority levels in different policies

23. When Policies are established the PEEM enabler SHOULD be able to include mechanisms to facilitate detection of policies incompatible with others already established, i.e. for detection of contradicting policies.

24. It MUST be possible to add a resource to be protected by the PEEM enabler at execution time.

25. PEEM MUST NOT specify additional mechanisms for registration and discovery

6.3 System Elements

<< This section identifies the high level requirements, on each system element in the use cases, identified in this specification, including the user’s device(s) if relevant. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Each subsection should have sub-subsection(s) covering the requirements on interfaces.  DELETE THIS COMMENT >>

	System Element <letter>:
	<System Element Description>
	<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>


Table 1: System Elements

6.3.1 System Element A

This section contains numbered high level requirements on System Element A.  DELETE THIS COMMENT >>

	<Nr.>
	


Table 2: Requirements for System Element <A>

6.3.1.1 Interfaces to System Element X

<This subsection and the following subsections describe the high level requirements on the interfaces from System Element A to the other Elements in the System.  DELETE THIS COMMENT >>

6.3.1.2 Interfaces to System Element Y

<etc>

6.3.2 Network interfaces

<This clause identifies the high level network interface (bearers/protocols) needs to support the requirements identified in this specification.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Nr.>
	<Ref: SE (letter)>
	


Table 3: Requirements for Network Interfaces
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	· Update of requirements and use caes based on decisions during the OMA REQ WG breakout sessions on 7th and 8th Jan 2004

· Include all agreed changes to definitions in OMA-REQ-2003-0873-EPEM_Comments_to_definitions, 

· Include agreed changes to use case 5.14 proposed in OMA-REQ-2003-0875-EPEM_Updated_Use_case_SMS_Privacy.doc

· Include agreed changes to use case 5.15 proposed in OMA-REQ-2003-0874-EPEM_Updated_Use_case_Charging doc

· Include new use case (5.17) OMA-REQ-2003-0877-Additional-use-case-for-EPEM-RD with agreed changes

· Inclide changes to requirements and agreed new requirements from OMA-REQ-2003-0878-EPEM-OMA-ARCH-Common-Requirements

· Add requirements modified and agreed from OMA-REQ-2003-0879-Friend-Location-Finder-use-case-EPEM-requirements

· Re-phrase R21 from OMA-REQ-2003-0880-EPEM-Decomposition

· Categorizie requirements as agreed in OMA-REQ-2003-0886-Categorization_EPEM_requirements

	OMA-RD-Execution_Policy_Enforcement_Management-V1_0-2004062309-D
	18th Feb 2004
	1, 2, 3, 5, 6
	· Added the definition for “Common Functions”, as agreed by the ARCH WG
· Remove the internal component assumptions as highlighted in OMA-REQ-2004-0088-EPEM_Internal_Component_Assumptions, (including the removal of the reference to the EPEM TR from section 1 and 2.2)
· Add the changes made to use case  “5.17 Friend-Location-Finder Application” in document OMA-REQ-2004-0084-EPEM-use-case-analysis”, as agreed in Beverly Hills.  Move to 5.2

· Add the new use case  “Location Application with user interaction. Location obtained in the phone” in document OMA-REQ-2004-0098-EPEM-Location-User-Interaction”as agreed in Beverly Hills. Move to section 5.3.

· Add the changes made to the “SMS Spam Prevention” use case in document OMA-REQ-2004-0085-Updates_to_Use_Case_5.14 as agreed in Beverly Hills. Move to section 5.4.

· Add the changes made to the “Charging Control using Policies” use case in document OMA-REQ-2004-0086-Updates_to_Use_Case_5.15 as agreed in Beverly Hills. Move to section 5.5.

· Add the new use case “Charging Control using Policies – 2nd example “ in document OMA-REQ-2004-0107-LATE-EPEM-Charging-Use-Case–2nd-example as agreed in Beverly Hills. Put in section 5.6.

· Change R-77 to: “EPEM must be able to use common functions”
· Add the new requirements in OMA-REQ-2004-0106-LATE-EPEM_Additional_Requirements into section 6 as modified and agreed in Beverly Hills.
· Re-number the requirements in section 6.

· Remove requirement R-31 which is duplicated by Requirement 6.1.4 #3 (R-32)

 

	OMA-RD-Execution_Policy_Enforcement_Management-V1_0-2004062309-D
	4th April 2004
	1, 2.2, 3.2, 4.1.1, 5.2.2, 5.3.2.1, 5.3.2.2, 5.5.5, 5,21, 6.2

Annex B
	· Incorporate changes proposed verbally and agreed in REQ WG Meeting #19, Kansas City:

· Add OMA Dictionary to Informative References

· Remove definitions that are already found in OMA Dictionary

· Add “enabler” to definition of “Resource”

· Section 4.1.1: change “calls” to “request”
· Remove the word “execution” where agreed.
· Editorial Changes in 5.2.2 and 5.3.2.1
· Add Editor’s Note to 5.2.2.2 and 5.3.2.2
· Reword “rule creation facility” in 5.5.5
· Add the new text proposed to the Scope in OMA-REQ-2004-0229-EPEM_Scope, together with the agreed changes.
· Add the agreed new text proposed to Annex B in OMA-REQ-2004-0204-LATE-EPEM-Additional-Related-Technologies
· Add the new use case in OMA-REQ-2004-0247-EPEM-Location-Multinetwork with agreed changes into 5.4.
· Add the new use case in OMA-REQ-2004-0248R01-EPEM-Location-VisitedNetwork, with agreed changes into 5.5.
· Add use case in OMA-REQ-2004-0095-Use_case_handling_execution_policy_changes_alternative_flows, including agreed changes into sect. 5.21. The agreed requirements from this use case are added to 6.2 as req. 20 & 21

	OMA-RD-Execution_Policy_Enforcement_Management-V1_0-2004062309-D
	20TH April
	All
	· Update draft RD with new RD Template for 2004.

	OMA-RD-Execution_Policy_Enforcement_Management-V1_0-2004062309-D
	3rd May
	1, 2.1, 3.2, 5.5, 5.22, 6.1.1, 6.1.3
	· Incorporate changes to use case 5.5 in OMA-REQ-2004-0248R02-EPEM-Location-VisitedNetwork
· Add new definitions and requirements proposed in OMA-REQ-2004-0363-EPEM-Expaned-Policy-Enforcement-Use-Case, with agreed changes.
· Add the new text and changes in OMA-REQ-2004- 0374-Policy_Management with agreed changes

· Incorporate new use in OMA-REQ-2004-0375-IC-EPEM-UC-Enabler-composition, with agreed changes as 5.22
· Add changes from OMA-REQ-2004-0332-EPEM-RD-ver20040218-Nokia-Comments as agreed.

	OMA-RD-Execution_Policy_Enforcement_Management-V1_0-20040517-D
	17th May
	5.22, 6
	· Changes agreed during Teleconference of 10th May 2004

· Update use case 5.22 with corrected diagrams.

	OMA-RD-Execution_Policy_Enforcement_Management-V1_0-20040528-D
	25th May
	6.1.3, 6.1.4, 6.1.5, 6.2, plus all sections impacted by name change
	· Changes agreed during Teleconference of 24th May 2004, (continuation of discussion on OMA-REQ-2004-0332-EPEM-RD-ver20040218-Nokia-Comments)
· Change ‘EPEM’ to ‘PEEM’ (Policy Evaluation, Enforcement & Management) everywhere

	OMA-RD-Execution_Policy_Enforcement_Management-V1_0-20040609-D
	9th June
	6.1.1, 6.1.5, 6.2
	· Changes agreed during Teleconference of 7th June 2004, (continuation of discussion on OMA-REQ-2004-0332-EPEM-RD-ver20040218-Nokia-Comments)

	OMA-RD-Execution_Policy_Enforcement_Management-V1_0-20040623-D
	22nd June
	1, 3.2, 4 and 6
	Added changes agreed during the REQ WG #21 meeting in Bangkok, June 2004:

· Incorporate agreed changes to definitions in OMA-REQ-2004-0509-LATE-EPEM_Changes_to_Definitions and OMA-REQ-2004-0518-LATE-Comments-to-0509----Change-of-Definitions
· Add claurufication of ‘policies’ in Introduction

· Add new requirements agreed from OMA-REQ-2004-0384R01-EPEM-derived-requirements.

· Add agreed changes to informative sections from OMA-REQ- 2004-0497 LATE-EPEM_Changes_to_Informative_Sections



	OMA-RD-Execution_Policy_Enforcement_Management-V1_0-20040719-D
	19th July
	6
	Added changes from OMA-REQ-2004-0498-EPEM_Changes_to_Section6, agreed in teleconferences of 12th and 19th July


Appendix B. Review of Related Technologies and Standards (Informative)

Editor’s note: This section will provide a overview of:

- IETF 

- IETF [RFC 3198] and related IETF policy specifications:

- Common Open Policy Service (COPS)

-  XML configuration access protocol (XCAP)

- IETF Policy Framework

- AAA

- Policy provisioning

- Policy Management

- Web Services: W3C, OASIS:


- web service activities (e.g. Choreography / composition, security)


- Extensible Access Control Markup Language (XACML)

                               - Security Assertion Markup Language Protocol (SAMLP)

- Private specifications:

- WS-Policy 

- Workflow technologies and standards (e.g. Simple Workflow Access Protocol (SWAP)).

- Aspects of Parlay / OSA

- Related OMA activities (e.g. non-exhaustive: Security, Privacy, DRM, DM, MWS, Architecture, …)

- Others?

Editor’s note: The following are technology specific / specification specific statements collected in inputs that should be captured when this appendix and the following one are addressed.

The definitions of execution policy assertions proposed in section Error! Reference source not found. encompass the definitions of policies as used by IETF [RFC 3198] and WS-Policy [Error! Reference source not found.].
PEEM makes use of the web-services policy management paradigm to establish a policy enabled services framework that orchestrates a subscriber’s access to one or more network service enablers. Complementing this, it uses a policy paradigm that is motivated by the IETF policy information model to manage and enforce static policies associated with network service enablers.










� Notions of allowing billable and auditable exposure of resources used throughout this document should be understood as examples of conditions that can be enforced before allowing access and usage of the resource. It does not imply that billing must always take place, nor that this is the sole type of condition can be enforced besides authentication, authorization etc… This comments applies throughout this document.


� In a non typical variation of the flow, the requestor could discover the conditions that it must satisfy.


� In case of failure of some of the execution or validation steps, the request may be returned with the requestor with an error or a dialog may be established between the requestor and one of the involved intermediate resources (e.g. a new prompt / challenge).


� The credentials may result from previous steps performed by the requestor to acquire these credentials as allowed or specified by the details on the executions policies that it is aware of.


� We could however envisage other cases where the requestor is actually informed of the changes when he / she sends request as previously mandated for the target resource. It could be identified that this is an older request type and the expected changes can be communicated as part of the error response. Alternatively a return code could simply inform the requestor that this is not / no more a correct request and to go get an update of the expected request through whatever mean is available to do so. 





�PAGE \# "'Page: '#'�'"  ��This step is not clear in the flow chart


�PAGE \# "'Page: '#'�'"  ��This step is re-written: 2004-0084 originally stated: “The Mobile Operator and Third Party Service Provider and charge appropriately according to the SLA. – THIS DOES NOT MAKE SENSE
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