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1 Reason for Change

This CR presents a set of requirements for section 6, including new requirements and some modifications to requirements already in the RD.

2 Impact on Backward Compatibility

There is no impact on backward compatibility.

3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The requirements in the next section are presented for agreement and inclusion into BCAST RD document.

6 Detailed Change Proposal

6 Requirements
(Normative)

<Linkage of requirements to Use Cases is not mandatory>

6.1 High-Level Functional Requirements

	HLFR#1

<Ref: Use Case I&E, Protected mobile broadcast services and content delivered within> 
	An open solution for protection of broadcast services, including signalling and content, shall be defined. 

	HLFR#2
	Output bearers created by a Mobile Broadcast Service Application (BCAST-Application) SHALL be based on the IP protocol and protocols which use IP as an underlying functionality.

	HLFR#3
	Signalling created by a BCAST-Application SHALL be based on the IP protocol and protocols which use IP.

	HLFR#4
	A BCAST-Application SHALL use other OMA enablers to accomplish its purpose whenever appropriate enablers exist.

	HLFR#5
	The open solution SHALL assume the existence of an underlying Broadcast Distribution System (BDS) that

1. is capable of transmitting BCAST-Application output IP flows to all parts of the associated wireless network,
2. is capable of coordinating the transmission requirements of those output IP flows (e.g., quality of service, encryption), and
3. provides a Service Guide capability for informing mobile terminals connected to that BDS of availability and characteristics of IP flows in the various regions of the wireless network.

	HLFR#6
	The open solution SHALL be capable of supporting direct point-to-point communication between a BCAST-Application and a Mobile Broadcast Service Client (BCAST-Client) on the mobile terminal.


Table 17: High-Level Functional Requirements

6.1.1 Security

<< This clause identifies the high level security needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	SEC#1
(ref. HLFR#5)
	The open solution SHALL be capable of communicating encryption requirements with the underlying BDS.

	SEC#2
(ref. HLFR#5)
	The open solution SHALL be capable of requesting decryption key distribution by the underlying BDS for decryption keys generated by a BCAST-Application.

	SEC#3
(ref. HLFR#1)
	The open solution SHALL be capable of providing signalling privacy between a BCAST-Application and the underlying BDS.

	SEC#4
(ref. HLFR#1)
	The open solution SHALL be capable of providing signalling integrity between a BCAST-Application and the underlying BDS.

	SEC#5
(ref. HLFR#1)
	The open solution SHALL be capable of providing content privacy between a BCAST-Application and the underlying BDS.

	SEC#6
(ref. HLFR#1)
	The open solution SHALL be capable of providing content integrity between a BCAST-Application and the underlying BDS.

	SEC#7
(ref. HLFR#1)
	The open solution SHALL be capable of providing signalling privacy between a BCAST-Application and the BCAST-Client.

	SEC#8
(ref. HLFR#1)
	The open solution SHALL be capable of providing signalling integrity between a BCAST-Application and the BCAST-Client.

	SEC#9
(ref. HLFR#1)
	Secure delivery of access keys and rights objects to client devices SHALL be supported via direct BCAST-Application to BCAST-Client interaction.


Table 18: High-Level Functional Requirements – Security Items

6.1.2 Charging

<< This clause identifies the high level charging needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title, HLFR>
	


Table 19: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

<< This clause identifies the high level administration and configuration needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title,  HLFR>
	


Table 20: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

<< This clause identifies the usability needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title, HLFR>
	


Table 21: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

<< This clause identifies the high level interoperability needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	INTEROP#1
(ref. HLFR#5)
	The open solution SHALL provide an open interface to the underlying BDS for creating, modifying, and deleting entries in the Service Guide capability of the BDS.

	INTEROP#2
(ref. HLFR#5)
	The open solution SHALL provide an open interface to the underlying BDS for describing the IP flow characteristics that must be supported by the BDS to accomplish successful transmission of those IP flows (e.g., quality of service, protocol stack, scheduling).

	INTEROP#3
(ref. HLFR#4)
	The open solution SHALL use established protocols to communicate with other OMA enablers where those protocols exist. 

	INTEROP#4
(ref. HLFR#3)
	The open solution SHALL use established protocols based on the IP protocol and protocols which use IP to communicate between the BCAST-Application and the BCAST-Client. 

	INTEROP#5
(ref. HLFR#3)
	The open solution SHALL provide an open interface to the underlying BDS for describing the BCAST-Client that is necessary to process the BCAST IP flows within the mobile terminal.


Table 22: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

<< This clause identifies the high level privacy needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title, HLFR>
	


Table 23: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Service and content protection - general

<Ref: HLFR#1>
	The service and content protection enablers for mobile broadcast services SHALL build on OMA DRM 2.0, where appropriate.

	Service and content protection - general

<Ref: HLFR#1>
	All parts of the service and content protection enablers, including e.g. the key management, the delivery, and encryption and decryption operations of keys and content, and interfaces, SHALL be fully specified so that no proprietary extension to any part of the system are required. 

	Service and content protection – general

 <Ref: HLFR#1>
	Service and content protection enablers SHALL be designed with specific interoperability points to enable horizontal competition between vendors.

	Service and content protection - general 

<Ref: HLFR#1>
	The service and content protection enablers SHALL NOT mandate usage of additional third party or external hardware in terminals.

	Service and content protection - applicability

<Ref: HLFR#1>
	The service and content protection enablers SHALL support (one-way) broadcast channels or have a broadcast mode of operation.

	Service and content protection - applicability 

<Ref: HLFR#1>
	The content protection enabler SHALL provide protection for discrete objects of any type.

	Service and content protection - applicability 

<Ref: HLFR#1>
	The service and content protection enablers SHALL support terminal-initiated access requests.

	Service and content protection - applicability 

<Ref: HLFR#1>
	The content protection enabler SHALL provide the means for retrieving related rights objects for chosen protected content items.

	Service and content protection - applicability 

<Ref: HLFR#1>
	The service and content protection enablers SHALL support the impulse distribution of access keys and rights objects. Also in this context, the service and content protection enablers SHALL support (one-way) broadcast channels or have a broadcast mode of operation.

	Service and content protection - applicability 

<Ref: HLFR#1>
	The service and/or content protection enablers SHALL provide means for protecting real-time streaming.

	Service and content protection - applicability 

<Ref: HLFR#1>
	The service and content protection enablers SHALL provide means for protecting time-restricted services or content (e.g. subscription and pay-per-view).

	Service and content protection - applicability 

<Ref: HLFR#1>
	The service and content protection enablers SHALL allow bundling of access keys and rights objects such that a single access key or rights object can be linked to an entire selection of services or content.

	Service and content protection – applicability
	It SHALL be possible to deliver any type of DRM protected discrete objects over mobile broadcast services. 

	Service and content protection - applicability 

<Ref: HLFR#1>
	The service and content protection enablers SHALL support different groups of recipients for different pieces of broadcast services and content, and SHALL provide granularity down to an individual user. 

	Service and content protection – security

<Ref: HLFR#1>
	The service protection enabler SHALL support means to protect the service against unauthorized access, and ensure integrity and confidentiality. 

	Service and content protection – security

<Ref: HLFR#1>
	The service and content protection enablers SHALL be able to revoke subscriptions from users.

	Service and content protection – mobility

<Ref: HLFR#1>
	If the underlying BDS supports mobility, the service and content protection enablers SHALL NOT restrict user mobility within the coverage area of the network.

	

	
<<This is a function of the underlying BDS, not of the BCAST enabler.>>

	Service and content protection – others

<Ref: HLFR#1>
	The content protection enabler SHALL be agnostic with respect to the media type it protects.



	

	
<<See SEC#9.>>

	
	


Table 24: High-Level Functional Requirements – Security Items

<text>

6.3 System Elements

<< This section identifies the high level requirements, on each system element in the use cases, identified in this specification, including the user’s device(s) if relevant. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Each subsection should have sub-subsection(s) covering the requirements on interfaces.  DELETE THIS COMMENT >>

	System Element <letter>:
	<System Element Description>
	<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>


Table 25: System Elements

6.3.1 System Element A

<This section contains numbered high level requirements on System Element A.  DELETE THIS COMMENT >>

	<Nr.>
	


Table 26: Requirements for System Element <A>

6.3.1.1 Interfaces to System Element X

<This subsection and the following subsections describe the high level requirements on the interfaces from System Element A to the other Elements in the System.  DELETE THIS COMMENT >>

6.3.1.2 Interfaces to System Element Y

<etc>

6.3.2 Network interfaces

<This clause identifies the high level network interface (bearers/protocols) needs to support the requirements identified in this specification.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Nr.>
	<Ref: SE (letter)>
	


Table 27: Requirements for Network Interfaces
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