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1 Reason for Change

This CR presents a set of requirements for section 6, including new requirements and some modifications to requirements already in the RD.  It also requests the removal of section 6.3, since that material duplicates what should be placed in the AD.

2 Impact on Backward Compatibility

There is no impact on backward compatibility.

3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The requirements in the next section are presented for agreement and inclusion into BCAST RD document.

6 Detailed Change Proposal

6 Requirements
(Normative)

6.1 High-Level Functional Requirements

	Use Case I&E, Protected mobile broadcast services and content delivered within. 
	An open solution for protection of broadcast services, including signalling and content, shall be defined. 

	BC-01 Abstraction
	Broadcast Services SHALL use IP based protocols as the technology- and bearer-independent abstraction layer for the Broadcast Channel.

	BC-02 Network Technology Agnosticism
	It SHALL be possible to use any network technology that provides IP-based mobile broadcast capabilities (such as MBMS, BCMCS, DVB-H, ISDB-T, DMB-T) as the underlying network technology.

	BC-03 Terminal Availability
	Broadcast Services or Enablers or Distribution Systems SHALL NOT assume the Broadcast Terminal to be always switched on, or located within coverage.

	BC-04
	The mobile broadcast services framework SHALL use other OMA enablers to accomplish its purpose whenever appropriate enablers exist.

	BC-05
	There is an expectation that the underlying Broadcast Distribution System (BDS) will provide the following functionality, and that this set of functionality will not be provided by mobile broadcast service enablers.
1. The BDS is capable of transmitting IP flows to all parts of the associated wireless network.
2. The BDS is capable of coordinating the transmission requirements of those IP flows (e.g., quality of service, encryption).


	BC-06
	The open solution SHALL be capable of supporting point-to-point communication between a Mobile Broadcast Service Application in the network and a Mobile Broadcast Service Client on the mobile terminal.


Table 1: High-Level Functional Requirements

6.1.1 Security

	SEC-01

	The open solution SHALL be capable of providing signalling privacy between mobile broadcast service enablers and the underlying BDS.

	SEC-02

	The open solution SHALL be capable of protecting the integrity of the signalling between mobile broadcast service enablers and the underlying BDS.

	SEC-03

	The open solution SHALL be capable of protecting content and service privacy between mobile broadcast service enablers and the underlying BDS.

	SEC-04

	The open solution SHALL be capable of protecting the integrity of the content and services between mobile broadcast service enablers and the underlying BDS.

	SEC-05

	The open solution SHALL be capable of protecting the privacy of the signalling between mobile broadcast service enablers in the network and in the terminal.

	SEC-06

	The open solution SHALL be capable of protecting the integrity of the signalling between mobile broadcast service enablers in the network and in the terminal.


Table 2: High-Level Functional Requirements – Security Items

6.1.2 Charging

	CHARGING-1 Information Exchange
	It SHALL be possible for the Mobile Broadcast Service Providers in the home and visited network to exchange data for charging related to content and services consumed by visiting End-Users.

	<Ref: Use Case Title, HLFR>
	


Table 3: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

	<Ref: Use Case Title,  HLFR>
	


Table 4: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

	<Ref: Use Case Title, HLFR>
	


Table 5: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

Table 6: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

	<Ref: Use Case Title, HLFR>
	


Table 7: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	OSR-01 Service and content protection - general
	The service and content protection enablers for mobile broadcast services SHALL build on OMA DRM 2.0, where appropriate.

	OSR-02 Service and content protection - general
	All parts of the service and content protection enablers, including e.g. the key management, the delivery, and encryption and decryption operations of keys and content, and interfaces, SHALL be fully specified so that no proprietary extension to any part of the system are required. 

	OSR-03 Service and content protection – general
	Service and content protection enablers SHALL be designed with specific interoperability points to enable horizontal competition between vendors.

	OSR-04 Service and content protection - general
	The service and content protection enablers SHALL NOT mandate usage of additional third party or external hardware in terminals.

	OSR-05 Service and content protection - applicability
	The service and content protection enablers SHALL support (one-way) broadcast channels or have a broadcast mode of operation.

	OSR-06 Service and content protection - applicability 
	The content protection enabler SHALL provide protection for discrete objects of any type.

	OSR-07 Service and content protection - applicability 
	The service and content protection enablers SHALL support terminal-initiated access requests.

	OSR-08 Service and content protection - applicability 
	The content protection enabler SHALL provide the means for retrieving related rights objects for chosen protected content items.

	OSR-09 Service and content protection - applicability 
	The service and content protection enablers SHALL support the impulse distribution of access keys and rights objects. Also in this context, the service and content protection enablers SHALL support (one-way) broadcast channels or have a broadcast mode of operation.

	OSR-10 Service and content protection - applicability 
	The service and/or content protection enablers SHALL provide means for protecting real-time streaming.

	OSR-11 Service and content protection - applicability 
	The service and content protection enablers SHALL provide means for protecting time-restricted services or content (e.g. subscription and pay-per-view).

	OSR-12 Service and content protection - applicability 
	The service and content protection enablers SHALL allow bundling of access keys and rights objects such that a single access key or rights object can be linked to an entire selection of services or content.

	OSR-13 Service and content protection – applicability
	It SHALL be possible to deliver any type of DRM protected discrete objects over mobile broadcast services. 

	OSR-14 Service and content protection - applicability 
	The service and content protection enablers SHALL support different groups of recipients for different pieces of broadcast services and content, and SHALL provide granularity down to an individual user. 

	OSR-15 Service and content protection – security
	The service protection enabler SHALL support means to protect the service against unauthorized access, and ensure integrity and confidentiality. 

	OSR-16 Service and content protection – security
	The service and content protection enablers SHALL be able to revoke and blacklist client devices.

	OSR-17 Service and content protection – mobility
	If the underlying BDS supports mobility, the service and content protection enablers SHALL NOT restrict user mobility within the coverage area of the network.

	OSR-18 Service and content protection – mobility
	The service and content protection enablers SHALL support user roaming, i.e. upon roaming to another network, the user shall be able to access services or content local to the serving network.

	OSR-19 Service and content protection – others
	The service and content protection SHALL be provided in a manner that is agnostic with respect to the media type it protects.

	OSR-20 Service and content protection – others

	Out-of-band delivery of access keys and rights objects to client devices SHALL be supported.
<Reconsider in light of the discussions on security requirements.>

	OSR-21 Leverage
	The mobile broadcast enablers SHALL leverage existing technologies and specifications as far as possible to satisfy the requirements, especially protocols, data representations and encoding formats and broadcast distribution systems defined by other standards bodies.

	OSR-22 Network-Terminal Interoperability
	The mobile broadcast solution SHALL ensure interoperability between the network-agnostic parts of Networks and Terminals from different vendors.

	OSR-23 Enabler Interoperability
	The mobile broadcast enablers SHALL be interoperable with other OMA enablers.


Table 8: High-Level Functional Requirements – Security Items

<Section 6.3 is removed entirely from the document.>
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