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1 Reason for Change

This contribution provides an initial diagram and text for four layer model for service and content protection.

2 Impact on Backward Compatibility

There is no impact on backward compatibility.

3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The text and diagram in the next section is presented for agreement and inclusion into the BCAST AD document.  It is intended to be included in an appropriate section in the AD document.

6 Detailed Change Proposal

6.1.2.6
Four-layer model for service and content protection function

The four-layer model for service and content protection function is presented in Figure 1 below.


[image: image1.wmf]Traffic Key

Message

Decoding

Device

Registration

Issuer

Context

OMA Rights

Objects

Issuing

OMA Rights

Objects

Decoding

Traffic Key

Message

Generation

Encryption

Decryption

Rights

Decryption Key

Service

Decryption Key

Traffic

Decryption Key

Unprotected Content

Unprotected Content

Rights

Encryption Key

Service

Encryption Key

Traffic

Encryption Key

Layer 1: Device

Registration

Layer 2: Rights

Management

Layer 3: Key

Delivery

Layer 4: Content

Encryption

Device  Registration  Data  over

broadcast  or  interaction  channel

Rights  Objects  over

broadcast  or  interactive  channel

Traffic  Key  Messages  over

broadcast  channel

Traffic  Key  Encrypted Content  over

broadcast  channel


Figure 1: Four-layer model for Service and Content Protection Function

Layer 1 implements device registration. The key material and meta data acquired during the registration phase will enable the device to decrypt and authenticate rights objects and subsequently access content.

Layer 2 implements rights management. The OMA 2-pass ROAP will be used for devices that have access to the interaction channel. This layer delivers a service encryption key instead of a content encryption key. The service encryption key is an intermediate key, i.e. it does not directly encrypt the content but instead encrypts a traffic encryption key. 

Layer 3 implements traffic key delivery over the broadcast channel.  A traffic key message, encrypted by a service key, contains a security association and the traffic key itself, which is needed to decrypt (a part of) the service. The crypto-period (life-time) of the traffic key will be relatively short to prevent real-time distribution attacks (the so-called McCormac hack).

Layer 4 implements broadcast content encryption.
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