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1 Reason for Contribution

The contribution lists some issues that Motorola identified when using the OMA DRM v2.0 specification for broadcast applications.  The objective for this contribution is to forward these issues to the OMA BCAST DLDRM for resolution, which may include possible extension or modification of DRM v2.0 for broadcast applications.  Forwarding these issues, and others that may be subsequently identified, is in keeping with the process discussed during the joint BCAST-DRM meeting in Orlando, Florida, USA.
2 Summary of Contribution

The contribution lists issues associated with the use of OMA DRM v2.0 Rights Objects and the Rights Object Acquisition Protocol for broadcast applications.
3 Detailed Proposal

There are issues when attempting to use the OMA DRM v2.0 Rights Objects (ROs) and the Rights Object Acquisition Protocol (ROAP) for broadcast applications.  Some of these issues are listed in this contribution.

· Rights Objects:

Rights Objects (ROs) are a major part of the DRM v2.0 specification.  ROs are specified by using textual XML-based language.  Using ROs as they are currently defined presents some issues:

1) Bandwidth.  Textual XML-based objects are verbose.  Depending on the exact application, there can be two modes of operation when sending ROs to devices:

(a) Large numbers of different instances of ROs are unicast to devices

(b) Single instance of RO is multicast to devices
For these two modes of operation, the broadcast channel is used for devices with no interactive channels.  The broadcast bandwidth used for modes (a) and (b) can be quite large.  Mode (a) clearly requires a large amount of broadcast bandwidth when text-based ROs are used.  In mode (b), the RO must be sent multiple times over a broadcast to make sure that the RO is not lost.  Therefore, the bandwidth overhead in mode (b) is multiplied by the number of repetitions.

2) Performance/Scalability.  In the case of a broadcast service, there can be a very large number of users that are all tuning in to a live event and thus performance is critical.  Digital signature generation for every user that wants to tune into an event is too computationally expensive to provide a sufficient level of scalability.  Even for monthly subscribers, Rights Objects may need to be regularly sent to update service keys, and generating an individual signature for every user is not sufficiently scalable.  

3) Economy of Implementation.   Many implementations use security devices (e.g., SIM cards) that, for reasons of cost, are normally constrained in terms of computing power and available storage.  Such devices are not able to run a full XML parser.

4) Need for multiple levels of Rights Objects.  Broadcast protection may use a key hierarchy with multiple levels.  The keys are likely to change from time to time, with keys in one level changing at a rate different from the rate of change at other levels.   If ROs are used to deliver the keys, then it is not clear how the ROs at the different levels relate to each other.

· Rights Object Acquisition Protocol (ROAP)

Some devices that receive broadcast applications do not have an interactive channel.  They receive the applications only via the one-way broadcast channel.  Registration of devices in DRM v2.0 occurs via a 4-pass registration process that uses a return-channel.  There is a need for a registration process that only uses the one-way broadcast channel.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The text in Section 3 is presented for agreement and forwarding to the OMA BAC DLDRM working group for resolution.
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