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1 Reason for Change

BCAST group has agreed a Change Request document OMA-BCAST-2005-0003-TS-ServContProt-Four-Layer-Model, which presents a four-layer model for Service and Content Protection Function. That document shows how OMA DRM Rights Object and ROAP can be effectively used for protecting service and content of broadcast.

This document proposes alternative method of protecting broadcast service and content using OMA DRM Domain concept. BCAST group had considered using OMA DRM Domain as a solution for layer 2 key management.
For now, we haven’t had sufficient discussion about using OMA DRM Domain in the service and content protection, hence this Change Request aims to have more discussion in earlier stage during the specification cycle about such an issue that has fundamental impacts on overall system performance.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

LGE is seeking discussion within BCAST group for the changes included in this document.
6 Detailed Change Proposal

5.1.2.3 Key Hierarchy with Domain
The figure below presents the key hierarchy for service protection with Domain.
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Figure 1: Key Hierarchy for Service Protection

Layer 1 implements device registration. The key material and meta data acquired during the registration phase will enable the device to decrypt and authenticate rights objects and subsequently access content.

Layer 2 implements Service Group Management. The OMA DRM Join/Leave Domain Protocol will be used for devices that have access to the interaction channel. This layer delivers a service encryption key as domain key. Service encryption key MAY be updated through the creation of new Domain or Domain Upgrade. 

Layer 3 implements rights management.  A Rights Object, which can be protected by service key, contains the traffic key which is needed to decrypt (a part of) the service, together with the identifiers that allow the traffic key to be linked with the encrypted content and the domain. The crypto-period (life-time) of the traffic key will be relatively short to prevent real-time distribution attacks.
The idea behind layer 3 is to provide enhanced security, scalability and richer use-case support. The specification for layer 3 shall ensure these ideas are met.

It is noted that the architectural framework does not exclude solutions that include changing security elements such as key derivation.

Layer 4 implements encryption of the broadcast content with the traffic key. The encryption can be performed on network layer (i.e. IP), transport layer (e.g. UDP), or session layer (e.g. RTP).
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