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1 Reason for Change

In the case of OMA broadcast services, typically the key that protects Traffic Key messages (Service Key or Program Key) has to be updated periodically and it would not be sufficiently scalable or convenient for a Rights Issuer to keep sending out unsolicited ROAP Trigger messages to all subscribers in its list before each Service Key or Program Key change occurs.

The RO Trigger typically does not contain any device or user-specific information, except possibly for a Domain ID, and therefore can be multicast to all subscribed devices, in order to achieve the desired level of scalability.  Due to the importance of minimizing broadcast bandwidth overhead, this document proposes a binary format for Broadcast Trigger messages that contains information consistent with existing ROAP Triggers, but is not based on XML.
2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This contribution is intended to be included in Section 5.1.3.1 of the service and content protection technical specification OMA-TS_BCAST_SvcCntProtection-V1_0_0-20041230-D.

6 Detailed Change Proposal

During the ROAP Registration phase for broadcast services, the Registration Response message will have a new extension defined called BroadcastTriggerIPAddress:

<complexType name="BroadcastTriggerIPAddress">

  <complexContent>

    <extension base="roap:Extension"/>

      <sequence minOccurs="0">


<element name="DestIPAddress" type="roap:IPAddressType"/>

<element name="Port" minOccurs="0"/>


<element name="SourceIPAddress="0" type="roap:IPAddressType/>

      </sequence>

      <attribute name="protocol" use="required"/>

      <annotation>


Application-level delivery protocol has to defined at the protocol attribute.


One example is the "FLUTE".

      </annotation>

  </complexContent>

</complexType>

<simpleType name="IPv6AddressType">

  <annotation>

    An IPv4 address [RFC791] represented in decimal format with dots as delimiters

  </annotation>

  <restriction base="string">

    <pattern value="[0-9a-f]{0,4}:([0-9a-f]{1,4}:){0,6}:{0,1}([0-9a-f]{1,4}:){0,6}[0-9a-f]{0,4}"/>

  </restriction>

</simpleType>

<simpleType name="IPv4AddressType">

  <annotation>

    An IPv6 address [RFC2373] represented as hexadecimal numbers with colons as     delimiters or as a combination of hexadecimal and decimal numbers with dots and     colons as delimiters

  </annotation>

  <restriction base="string">

    <pattern value="([0-9]|[1-9][0-9]|1[0-9][0-9]|2[0-4][0-9]|25[0-5])\.[0-9]|[1-9][0-9]|1[0-9][0-9]|2[0-4][0-9]|25[0-5])\.[0-9]|[1-9][0-9]|1[0-9][0-9]|2[0-4][0-9]|25[0-5])\.[0-9]|[1-9][0-9]|1[0-9][0-9]|2[0-4][0-9]|25[0-5])"/>

  </restriction>

</simpleType>

<simpleType name="IPAddressType">

  <xsd:annotation>

    <xsd:documentation>

      A type to represent a version independent IP address.

    </xsd:documentation>

  </annotation>

  <union>

    <simpleType>

      <restriction base="IPv4AddressType"/>

    </simpleType>

    <simpleType>

      <restriction base="IPv6AddressType"/>

    </simpleType>

  </union>

</simpleType>

</xsd:simpleType>

	Parameter
	ROAP-BroadcastTriggerIPAddress
	Description

	Protocol
	M
	Protocol is delivery protocol identifier to the broadcast trigger message. For an example, it could be the “FLUTE”.

	DestIPAddress
	M
	DestIPAddress is destination multicast address. 

	Port
	O
	Port is port number of the destination multicast address. Port number XXX will be used, if not present.

	SourceIPAddress
	O
	SourceIPAddress is a source IP address from which trigger messages come from. The source IP address, if not present, is assumed to be the IP address of Rights Issuer.


The BroadcastTriggerIPAddress extension MUST be marked as non-critical.  Devices that do not support broadcast services can ignore this extension, as they will not need to receive triggers for broadcast services.  

In the case that the Rights Issuer wants to keep track of which devices support broadcast services, this could be done through the existing Device Details extension that identifies the device manufacturer and model.  This information may be used by the Rights Issuer to identify broadcast-capable devices.  Alternatively, a new optional extension could be specified just for this purpose – to mark a device as broadcast-capable.

The information on whether or not a device is broadcast-capable is not required by the Rights Issuer in order to support broadcast services, since it would be up to each broadcast-capable device to acquire the specified Broadcast Trigger stream and then use that information to request the corresponding Rights Objects.  But for possible load balancing/scalability considerations, the Rights Issuer may still need an optional mechanism to determine how many broadcast-capable devices have been registered.
Each Broadcast Trigger message will contain triggers for multiple Rights Objects and each Rights Issuer MUST generate only one such message for all broadcast services for which it can issue Rights Objects.  This will minimize the bandwidth overhead of the digital signature that can optionally be applied to the Broadcast Trigger message.

The Broadcast Trigger message is binary and is formatted as follows (all integer values are in network byte order):

	Parameter
	Format and length
	Description

	Total Length
	UINT16
	Length of this object, not including the Length parameter.

	Version
	UINT8
	Version of the syntax.  Must be 0x01 for this version.

	Rights Issuer ID Type
	UINT8
	Rights Issuer ID type.  Currently supported values are:

1=20-byte SHA-1 hash of the DER-encoded SubjectPublicKeyInfo.  It is the same as the data type roap:KeyIdentifier with the algorithm set to http://www.w3.org/2000/09/xmldsig#sha1.

	Rights Issuer ID
	Binary string; length depends on the type.  For type=1, the length is 20 bytes.
	Binary string containing the Rights Issuer ID.

	Version
	UINT32
	Version number for the Broadcast Trigger message.  Each time that the contents of this message changes, the RI MUST increment the version number.  A device MUST reject a Broadcast Trigger message if the version number is less than the previously recorded value corresponding to this RI.

	RI URI Length
	UINT16
	The length of the Rights Issuer URI in bytes.

	RI URI
	UTF8String of variable length.
	Rights Issuer’s URI.

	Trigger Num
	UINT16
	Number of triggers to follow.  The following fields corresponding to each trigger will be repeated this many times.

	Trigger Length
	UINT16
	Length of this next trigger in bytes.

	ForDomain
	BOOLEAN
	1=corresponding Rights Object can optionally be requested for the domain.

	RO ID Current
	US ASCII printable string, null terminated.  Field length = 16 bytes (so the string can be 1-15 characters).
	Rights Object identifier for the current Service or Program Key, corresponding to the ROid, as it is defined already by OMA DRMv2.

	Expiration Time
	UINT64
	Expiration time for the current Service or Program Key, represented as an NTP timestamp.  An NTP timestamp is a 64-bit unsigned fixed-point number, in seconds relative to 0h on January 1, 1900. The integer part is in the first 32 bits and the fraction part in the last 32 bits.

	RO ID Next
	US ASCII printable string, null terminated.  Field length = 16 bytes (so the string can be 1-15 characters).
	Rights Object identifier for the next Service or Program Key, corresponding to the ROid, as it is defined already by OMA DRMv2.  This allows a device to pre-fetch Rights Objects ahead of time, before the switch has been made to the new Service or Program Key.

	Number of Assets
	UINT8
	Number of assets corresponding to this Rights Object.  It is conceivable that a broadcast service may have some optional components such as additional audio streams or metadata streams that may be sold as additional assets.

	Current CID Length
	UINT16
	Length of the Current CID parameter in bytes.

	Current CID
	UTF8String of variable length
	Same as ContentID element in the ROAcquisitionTrigger.  This CID applies to the key that is currently being used to protect the Traffic Key message stream for this service.

	Next CID Length
	UINT16
	Length of the Next CID parameter in bytes.

	Next CID
	UTF8String of variable length
	Same as ContentID element in the ROAcquisitionTrigger.  This CID applies to the next key that will be used to protect the Traffic Key message stream for this service after the next key change.

	Signature Algorithm
	UINT8
	Signature Algorithm corresponding to the Signature field below.  The currently defined values are:

1=RSAwithSHA1 PSS signature



	Signature Length
	UINT16
	Length of the Signature field

	Signature
	Binary string of variable length
	The signature covers all of the fields in this message, not including the Signature Algorithm, Signature Length and Signature fields.


When a device capable of receiving OMA DRM-protected broadcast services is first initialized, it SHOULD:

· Perform ROAP registration with each Rights Issuer for which it is configured.

· Start receiving the Broadcast Trigger multicast message stream.

· Filter the triggers based on the subscribed services.  For each trigger for a subscribed service, obtain the Rights Objects with current keys right away. For the next keys, attempt to obtain the corresponding Rights Objects after a random delay (in order to avoid a performance bottleneck at the Rights Issuer during a key change).  Specifically, if a trigger with the next key was first obtained at time T1, and the current key expires at T2, then a device will request the next Rights Object at the random time TR:

T1 <= TR <= T2-(T

Where (T is a configurable parameter that ensures that all devices will request the next key far enough in advance, to prevent disruption of service during Service or Program key changes.

· Once a device has already obtained current and next Rights Objects, it should not need to request the current Rights Objects again – since each next Rights Object will eventually become current.  The device will continue to request (with random delays) the next Rights Objects whenever a trigger indicates that the RO ID of the next Rights Objects has changed.

This activity of obtaining triggers and Rights Objects for broadcast services SHOULD be implemented inside a device in parallel with the process of acquiring a Traffic Key message stream and the content itself.  This will avoid potentially considerable delays when the user performs “channel changes”.  The process of acquiring the next Rights Objects ahead of time with a random delay generated by each device also protects the Rights Issuer from being overwhelmed with Rights Object requests during key changes.
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