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1 Reason for Change

This document contains detailed proposals for the broadcast extensions to OMA DRM 2.0, and builds on the work that has been done in the joint BAC-DLDRM & BAC-BCAST meeting in Seoul.

2 Impact on Backward Compatibility

The intention is to define the broadcast extensions to OMA DRM 2.0 in a way that builds on the key concepts and mechanisms that have been carefully crafted.

Especially, it shall be possible to implement DRM agents in the terminal that can be used for broadcast and non-broadcast content and services at the same time.

3 Impact on Other Specifications

There is an impact on the BCAST service guide specification, e.g. related to discovery of the “key stream”, and related to identification of services and programs. Other BCAST specifications may also be impacted.

The broadcast extensions build on the OMA DRM 2.0 enabler specifications. There is no impact on the OMA DRM 2.0 specifications as such. The idea is that the broadcast extensions can be integrated into OMA DRM as part of one of the upcoming releases.

However, it is desirable that CMLA will already embrace the broadcast extensions before their integration into OMA DRM, and define compliance and robustness rules for broadcast.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the change proposals in the latest version of OMA-TS-BCAST_SvcCntProtection
(structuring of the individual extensions into the document structure would be left to the editor).

6 Detailed Change Proposal

1. Broadcast Traffic Encryption

This chapter deals with the “Service Encryption Layer” in the 4-layer model for Service and Content Protection. This layer is currently covered only for Content Protection, so there is need for extensions to cover also Service Protection.

1.1 IPsec

IPsec fulfills both the criterion to be bearer-agnostic and to be universally usable for all types of IP-based services. It SHALL be possible to use IPsec to protect Broadcast Services. Broadcast Terminals SHALL support IPsec.

Note: The IKE mechanism for key negotiation that is used to secure point-to-point connections, and the MSEC mechanism that is used for multicast groups but requires very frequent bi-directional messaging between all members of the multicast group, both cannot be used in the context of broadcasting. In order to generate revenue from protected services, it must be possible to couple key distribution with service provisioning.

1.1.1 Protocol and Mode

It SHALL be possible to use IPsec ESP in Transport Mode for encryption of broadcast services, according to RFC 2401 and 2406. Other IPsec protocols or modes SHALL NOT be used.

1.1.2 Encryption Algorithm

The encryption algorithm for IPsec ESP SHALL be AES-128-CBC with explicit IV in each IP packet, as defined in RFC 2451 and 2602. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.

1.1.3 Authentication Algorithm

The authentication algorithm for IPsec ESP SHALL be HMAC-SHA1-96, as defined in RFC 2104 and 2404. Other authentication algorithms or key sizes SHALL NOT be used.

If no authentication is desired, the NULL authentication algorithm MAY be specified.

1.2 SRTP

SRTP allows protection of RTP based services (“streams”). Broadcast Terminals MAY support SRTP.

1.2.1 Encryption Algorithm

The encryption algorithm for RTP packets SHALL be AES-128-CM, as defined in RFC 3711. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.

1.2.2 Authentication Algorithm

The algorithm for authentication of RTP packets SHALL be HMAC-SHA1-80, as defined in RFC 2104 and 3711. Other authentication algorithms or key sizes SHALL NOT be used.

If no authentication is desired, the NULL authentication algorithm MAY be specified.
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