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1. Scope
(Informative)

<< Briefly describe the scope of this document – how it presents the architecture of this particular enabler.  Include an explanation of how this architecture relates to Open Mobile Alliance activity.  If it adds clarity, also describe what is not in the scope of this architecture.  DELETE THIS COMMENT >>

The scope of the Mobile Broadcast Services (BCAST) architecture document is to define the architecture for the Mobile Broadcast services enablers. This architecture is based on the requirements listed for in the BCAST Requirements document [BCAST RD V1.0]. 

2. References

The policy and guidelines for references, particularly to material from other organizations, is available at http://member.openmobilealliance.org/ftp/tp/gen_info/Reference.shtml, the following is a brief summary:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for reference use in documents that will be approved with or after a referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”, Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[OSE]
	“OMA Service Environment”
URL: http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[@@@-RD]
	“@@@ Requirements”, Open Mobile Alliance, OMA-RD_@@@-Vx_y, URL:http://www.openmobilealliance.org/ 

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	[ARCH-PRINC]
	“OMA Architecture Principles”, <doc ref>, URL:http://www.openmobilealliance.org/

	[ARCH-REVIEW]
	“OMA Architecture Review Process”, <doc ref>, URL:http://www.openmobilealliance.org/

	[OMA-DICT]
	“OMA Dictionary”, <doc ref>,URL:http://www.openmobilealliance.org/

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<<The Architecture Document is assumed to contain normative material and is expected to use the previous two paragraphs, if not (is it really an AD?), replace it with the following paragraph.  DELETE THIS COMMENT >>

This is an informative document, which is not intended to provide testable requirements to implementations.

<<If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  Delete all definitions that are not used in the document.
DELETE THIS COMMENT >>

	Interface
	See [OMA-DICT].

	Broadcast Distribution System
	A system containing the ability to transmit the same IP flow to multiple Terminal devices simultaneously.   A Broadcast Distribution System typically uses techniques that achieve efficient use of radio resources.

	Network
	Broadcast /Interactive Network for distribution and interaction BCAST services


3.3 Abbreviations

<< Add abbreviations as needed to the following table.  DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	BDS
	Broadcast Distribution System

	SGE-M-F
	Service Guide Entry Management Function (within the BCAST service application)

	SG-G-F
	Service Guide Generation Function (within the BCAST service distribution)

	SG-C-F
	Service Guide Client Function in the terminal

	CP
	Contents Provider


4. Introduction
(Informative)

<< Describe the high level architecture in greater detail than provided in section 1.  From a market perspective, this section should answer the following questions (in prose):

What is the purpose of this architecture?

What problems does this architecture solve?

DELETE THIS COMMENT >>

4.1 Use Cases

<< Identify the Use Cases that covered by the architecture.  Add all references to Use Case documents to section 2.  This section should also identify the major Actors in the architecture.  DELETE THIS COMMENT >>

4.2 Requirements

<< This section MUST include:

1. identification of the Requirements Document(s) on which this architecture is based.  The referenced RDs MUST be included in section 2.

2. a clear statement about the requirements that are met or satisified and those that are NOT met or satisified. There are many ways to provide this information including (but not limited to): stating “All requirements in RD XXX are met”, stating “All requirements in RD XXX are met except Y.Y and Z.Z”, stating “only requirements Y.Y and Z.Z in RD XXX are met”, etc.

The editor may use a table to specify the above information.

DELETE THIS COMMENT >>

4.3 Planned Phases

<< Specify where this architecture is within the projected phases (e.g. phase 1.0, phase 2.0, etc.).  If the current phase is greater than phase 1.0, briefly describe how this version of the architecture differs from the previous version.  It may be appropriate to include a separate sub-section for the various phases. 

If no additional phases are planned beyond this architecture then state so.

DELETE THIS COMMENT >>

5. Architectural Model

<< This section defines the enabler’s architectural model.  The model identifies: a) all internal functional components of this enabler, and b) all of the communication relationships between the components of this enabler and with other enablers and applications (including those specifications not defined by OMA).

This section SHOULD contain a diagram of the architecture.  Diagrams in this section should contain logical entities only and not conflate logical entities with physical entities.  However, mobile terminals and networks may be shown because of their potential relevance in the design of the architecture.  Figure 1 is an illustrative example of an architectural diagram and should be modified to reflect this architecture.

Working Groups SHOULD re-use functions specified by other enablers.  Working Groups should consult other Architecture Documents and Specifications to identify any of this architecture’s functionality (e.g. its systems, subsystems, interfaces, etc) that is already specified. 

This section MAY include an explanation and/or diagram to show how this architecture relates to the various views (i.e. the reference point view) defined in  “Inventory of Architectures and Services”.  This diagram and explanation, however, are optional.  

DELETE THIS COMMENT >>


[image: image2]
<fig x > Relation between BCAST Enabler and Other OMA Enablers

OMA BCAST Enabler combines a set of intrinsic functions that jointly enable the Mobile Broadcast Services. These functions are service guide and, service discovery functions, streaming and file distribution functions, service and content protection functions, terminal provisioning function, service provisioning function, interaction function and notification function.
The BCAST Enabler partly builds on other OMA Enablers, partly enhances the existing OMA Enablers and partly defines the BCAST intrinsic functionality. Thus, as illustrated in <fig x>, the other OMA entities provide non-intrinsic functions to BCAST Enabler.  Other non-intrinsic function of other OMA Entity is used as it is or it is extended according to the required function by OMA BCAST Enabler.

The typical examples of other OMA BCAST Enablers are Location, Device Management and Digital Right Management.

[Note: The description of other OMA enabler will be added after OMA BCAST decides which Other OMA enabler provides non-intrinsic function to BCAST enabler. This note will be deleted after AD work is finished].
The BCAST enabler involves a collection of logical entities over a set of reference points.  The BCAST functions are: service guide and, service discovery functions, streaming and file distribution functions, service and content protections functions, provisioning functions, interaction functions and notification functions. These functions are located in the different BCAST logical entities. The following diagram shows the relationships among the BCAST logical entities. The following sections provide additional information for these entities.
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Figure x – BCAST Architecture Diagram
6.1
Logical Entities for BCAST Enabler

The BCAST enabler involves a collection of logical entities that work together to realize the needed capabilities.  The following table presents these logical entities.  The table includes entities that will be driven by the functionality defined in the BCAST enabler and other logical entities that provide services but whose definitions are defined elsewhere.

	Logical Entity
	Major Functionality

	Entities in-scope of OMA BCAST

	BCAST Service Application
	Takes the responsibility of provision of BCAST Service. It has the functionality of media encoding, content protection and interaction. It also provides the BCAST service attributes to the BCAST Service Distribution/Adaptation and BCAST Subscription Management.



	BCAST Service Distribution/Adaptation
	Takes the responsibility for the delivery, aggregation, and adaptation of BCAST Services. It has the functionality of File and Service Distribution, Service Encryption, Service Guide generation and delivery, notification delivery, the adaptation to each BDS. The functionality of adaptation to each BDS may vary depending on the underlying BDS. 



	BCAST Subscription Management
	Takes the responsibility for the subscription management, the provision of information used for BCAST Service reception, and BCAST device management. 
It has the functionality of Notification, Service Guide Generation, Service Protection management, Content Protection Management and also interacts with the BDS Service Distribution to communicate/manage subscription information with the Terminal

	Terminal
	The user device receives broadcast content as well as program support information (including: electronic service guide, content protection information, etc). The user device may support the interactive channel in which case it would be able to directly communicate to the network regarding the available services.

	Entities out-of-scope of OMA BCAST

	Content Creation
	Source of content, may provide support for delivery paradigms (e.g. streaming servers); provides base material for content descriptions.

	BDS Service Distribution
	Service Distribution may or may not exist in the underlying system.  If there is no BDS Service Distribution then this would be a “Null Function”.  BDS Service Distribution is responsible for the coordination and delivery of broadcast services to the BDS for delivery to the terminal. It works with the interactive network to perform service discovery BDS specific service protection  and handle other interaction functions. It also work with the BDS for the delivery of the content to the terminal.

	Broadcast Distribution System
	Specific support for the distribution of the broadcast radio activities.  This may involve the same or different radio network from that used by the interactive channel.

	Interaction Network
	Specific support for the distribution of the interactive channel radio activities.  This may involve the same or different radio network from that used by the broadcast channel.


Table y – Descriptions of Logical Entities
6.2
Reference Points for BCAST Enabler

The logical entities of the BCAST enabler are connected to permit them to provide the functions needed. These points of connection establish the reference points documented in this section. As with the logical entities, certain of these reference points will be fully defined as part of the BCAST enabler. The following table describes these reference points.

	Reference Point
	Usage

	Reference Points within BCAST Scope

	BCAST-1
	Content, Content attributes, etc.

	BCAST-2
	BCAST Service, content protected BCAST Service, BCAST Service attributes, 

	BCAST-3
	BCAST Service attributes, User preference and subscription information, User request, User reporting.

	BCAST-4
	Notification, Service Guide, Service keys, etc

	BCAST-5
	BCAST Service, Service and/or Content protected BCAST Service, Service and content attributes, Notification, Service Guide, Security material ( e.g. DRM RO and Keys  used for BCAST Service protection), distributed over the Broadcast Channel

	BCAST-6
	BCAST Service, Service and/or Content protected BCAST Service, Service and content attributes, Notification, Service Guide, Security material ( e.g. DRM RO and Keys  used for BCAST Service protection), over the Interaction Channel

	BCAST-7
	Service provisioning, Subscription information, Device management, ESG fragments, Security material (e.g. DRM RO and Keys  used for BCAST Service description)

	BCAST-8
	User interaction, reporting, and user preference, 

	BDS Specific Reference Points

	BDS-1
	BCAST Service, Content and/or Service protected BCAST Service, Service and content attributes, Notification, Service Guide, Security material ( e.g. DRM RO and Keys  used for BCAST Service protection )

Note: Service protection may be employed by the BDS itself, if available.

	BDS-2
	Service provisioning, Subscription information, Device management, ESG fragments, Security material (e.g. DRM RO and Keys  used for BCAST Service description ).

	Reference Points out of BCAST Scope

	X-1
	Reference Point between BDS Service Distribution and BDS

	X-2
	Reference Point between BDS Service Distribution and Interaction Network

	X-3
	Reference Point between BDS and Terminal

	X-4
	Reference Point between BDS Service Distribution and Terminal over Broadcast Channel

	X-5
	Reference Point between BDS Service Distribution and Terminal over Interaction Channel

	X-6
	Reference Point between Interaction Network and Terminal


Table z – Descriptions of Reference Points

5.1 Dependencies

<< This section MUST enumerate all of the dependencies this architecture has.  Dependencies in this context include other enablers, specifications, etc. this enabler calls (i.e. re-uses).  Each dependency MUST include a reference to the document(s) that specifies the depdency.  All of these references MUST also be included in Section 2.1.

The enumeration would be along the lines of a list with entries such as

    - IMAP binary extension [RFC3516]
where the reference (e.g. RFC3516 in this example) would link to the fully qualifed reference in section 2.1 table.

If this architecture has no dependencies, then this section only needs to contain a statement as such.

DELETE THIS COMMENT >>

.

5.2 Architectural Diagram
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Figure 1: Example Diagram of an Architectural Model

5.3 Functional Components and Interfaces

<< This section describes all of the architecture’s functional components and interfaces. Each of the components should be described in a separate subsection and MUST contain at least the following information:

Name

Description

Responsibility (e.g. what does the component do/perform)

Each component SHOULD have at least one interface that can be used by some other functional component, enabler, application, etc.

All of the interfaces should be described in this section.  The interfaces MUST be described in a language-independent way as required by [ARCH-PRINC].

Each interface description MUST include at least the following information:

Name

Description

Entities in this enabler that will use the interface 

Interface naming convention: The name of an interface consists of one, two, or three characters, followed by a dash, followed by a running number (starting at “1” and counting upwards in steps of 1 for each new interface).  Each work group decides about the character(s) for their interfaces as long as there is no duplication with already existing names (work groups can consult ARCH to confirm).  Interface names should be chosen in an intuitive way to allow easy recognition of the interface (e.g. based on what functionality is communicated over the interface).  Some examples are:

     B-1
B stands for “Browsing”

     POC-5
POC stands for “Push to Talk over Cellular”

     MMS-7
MMS stands for “Multimedia Messaging”

DELETE THIS COMMENT >>
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Figure X: Architecture of BCAST Functions and Protocol Stack
The green boxes at the left side illustrate the currently identified OMA BCAST Functions. These Functions might be defined within OMA BCAST, or making use of (referring to) other OMA Enablers or other existing standards. 

The right side of the diagram shows the protocol stack of OMA BCAST, OMA BCAST Functions may make use of, or interact with, or enhance on, or define, some protocols that are related to OMA BCAST as shown in the yellow boxes. 

The bottom layers include one-way and two-way directional bearers; hence the green box functions might behave differently for different types of bearers.

 (Editor’s note: To which protocols BCAST Functions will interact with, is not defined yet. This will become clearer along the way of standardization. 

For example, Service Protection might exist in IP layer (IPSec), or UDP/RTP layer (ISMACryp, SRTP, MBMS Download Protection), etc;

Stream Distribution might be over RTP/SRTP, or MPEG-4 systems over IP.)

5.4 Service Guide Function 

The Service Guide Function provides the broadcast users with information on the various broadcast contents available in their region.  Depending on the capabilities of the underlying Broadcast Distribution System (BDS), the broadcast content information is transmitted to the End-User’s Terminal either as an IP-based Service Guide, or as BDS-specific messaging, or both.  The format of the Service Guide information is defined for various interfaces in the following subsections. 
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Figure 3: Service Guide Function Architecture
The BCAST Service Guide Function Architecture (Figure 1) defines the following interfaces:

	Interfaces
	Reference Point
	Description

	BSG-1
	BCAST-1
	Service/content description information, scheduling information, location information, target terminal capabilities, target user profile, etc. i.e. Service Guide Entry information

	BSG-2
	BCAST-2
	Server-to-server communications for delivering assembled service/contents description information in the form of a standardized schema, for example service guide entry metadata over SOAP

	BSG-3
	BCAST-3
	BCAST Service Guide information (without modification for any specific underlying BDS) over object delivery protocols, for example Service Guide metadata over FLUTE

	BSG-4
	BCAST-4
	Interactive access to retrieve Service Guide or additional information related to Service Guide (without modification for any specific underlying BDS) from SG-G,  for example, by HTTP, SMS, MMS

	BSG-5
	BCAST-5
	BCAST Service Guide information (possibly modified by SG-D for specific BDS) over object delivery protocols, for example Service Guide metadata over FLUTE

	BSG-6
	BCAST-6
	Interactive access to retrieve Service Guide or additional information related to Service Guide (possibly modified by SG-D for specific BDS) from SG-D,  for example, by HTTP, SMS, MMS


5.4.1 Service Guide Generation Function 

The Service Guide Generation Function (SG-G) in the network  is responsible for receiving descriptive information about the services or content to be broadcast, as well as scheduling and other information, and preparing that information to be sent either directly to the terminal, or to the Service Guide Distribution Function (SG-D).

Information may be received in a standardized manner across the BSG-1interface, or may come into the SG-G in a variety of ways, including proprietary interfaces.  

The SG-G assembles the information according to a standardized schema and passes it across the BSG-2 interface to the SG-D, or across the BSG-3 interface to the terminal directly.
SG-G may receive the request for Service Guide information from the terminal, and send the requested Service Guide information to the terminal.
5.4.2 Service Guide Distribution Function

The Service Guide Distribution Function (SG-D) in the network is responsible for receiving standardized service guide entries in the form of a standardized schema from the SG-G, and both generates an IP-based Service Guide that is transmitted over the BDS to the SG-C and makes that information available to the underlying BDS. 

If necessary, the SG-D may cooperate with the particular BDS through the interface X-1, to add or modify information for each service guide entry. For example, the source IP address of the IP packet stream may be modified to match the needs of the network operator, schedule information may be modified, and billing information for the broadcast services may be added. The specific BDS may also indicate to the SG-D which service guide entries should be accumulated for each of one or more Service Guides that are to be broadcast in various regions of the network associated with the BDS. SG-D may filter Service Guide information from SG-G based on End User’s pre-specified profile. 
SG-D may receive the request for Service Guide information from the terminal, and send the requested Service Guide information to the terminal.
5.4.3 Service Guide Client Function 

The Service Guide Client Function (SG-C) in the terminal is responsible for receiving the Service Guide information from the underlying BDS, and making the service guide available to the mobile terminal. The SG-C obtains specific Service Guide information by filtering to match the terminal specified criteria (for example, location, user profile, terminal capabilities), or it simply obtains all available Service Guide information.  Commonly, the user may view the Service Guide information in a menu, list or tabular format.
SG-C may send a request to the network in order to obtain specific Service Guide information, or the whole Service Guide.
5.5 Service Interaction Function

 Service Interaction Function provides the point-to-point communication between a Mobile Broadcast Service Application in the network and a Mobile Broadcast Service Client on the mobile terminal. Depending on the capability of interaction system, a Mobile Broadcast Service Client would use the Service Interaction Function to enjoy additional interactive services (e.g. subscription/purchasing transaction, billing, usage monitoring, access management). The Service Interaction Function could be supported by the same network which provides Broadcast Services or a separate network. For example, the separate network for interaction can be a cellular network or messaging system such as SMS or MMS.
5.5.1 Architecture overview of Service Interaction Function

[image: image7]
Figure-1: Service Interaction Function Architecture Overview

5.5.2 Service Interaction Function Interfaces

The Service Interaction Function architecture related to the following interfaces:

	Interface
	Reference Point
	Usage

	SI-1
	BCAST-2
	BSI-M gets the general service information and End User’s requests from the BSI-D and also supports the End User’s download like Right Object and/or protected contents, etc.  

	SI-2
	BCAST-4
	End User [BSI-C] requests the end-to-end management to BSI-M, like subscription/purchase of Broadcast services, billing/charging, voting, request/response of service guide information and Right Objects related protected contents, etc. 

	SI-3
	BCAST-6
	End User [BSI-C] requests the network specific services, for example, requests of retransmission of the parts of services and Right Objects of the protected services.


5.5.3 Broadcast Service Interaction Management Function

The Broadcast Service Interaction Management Function (BSI-M) is responsible for serving general interactive broadcast services related to the point-to-point communication. 

BSI-M receives the End User’s requests which are individual services or information like subscription/purchase of contents, service information, etc and provides requested services of information through the individual channel, SI-2, after checking the End User’s validity. Also, BSI-M manages the BSI-D’s requests like security items related to protected contents through the SI-1. 

<TBD>

5.5.4 Broadcast Service Interaction Distribution Function
The Broadcast Service Interaction Distribution Function (BSI-D) is responsible for serving specific connectivity role to enable interactive broadcast services to be delivered over a specific set of bearers. BSI-D can add or modify the received services provided by the BSI-M for the particular BDS. 

BSI-D is related to the protected services, so the only subscribed End User could access to the BSI-D through the SI-3 and reflects End User’s requests.

<TBD>
5.5.5 Broadcast Service Interaction Client Function
The Broadcast Service Interaction Client Function (BSI-C) is responsible for managing individual interactive broadcast services for the End User. End User (BSI-C) requests the individual services like subscription/purchase, etc from the BSI-M and gets the individual feedback from it through the SI-2. Also, BSI-C requests retransmission of the lost parts of services and requests right objects from the BSI-D.

After receiving the contents, BSI-C may modify the received contents for the End User if necessary. It means that BSI-C may filter or sort the received contents to fit the End User’s preferences. 
<TBD>
5.6 Provisioning Function


The Provisioning Function is the mechanism that enables a Mobile Broadcast Service Provider to provision mobile broadcast services to the Broadcast User for his/her requirements. Provisioning Function takes charge of registering and fulfilling user transactions such as service subscription or service purchase and also offers the means for the Broadcast User to inquire account status information from the Mobile Broadcast Service Provider. According to the circumstances, the Provisioning Function can use either the Interaction Channel or the Broadcast Channel. Interaction Channel is for protected transaction like delivery of Rights Objects and purchase of subscribed services. Also, the Broadcast User can inquire some information like account status, service guide, program additional information from the Mobile Broadcast Service Provider through the Interaction Channel. 


[image: image8] 
Figure 1: Service Provisioning Function Architecture Overview
5.6.1 Broadcast Service Provisioning Function Interfaces
The Broadcast Service Provisioning Function architecture related to the following interfaces:
	Interface
	Reference Point
	Usage

	SP-1
	BCAST-2
	BSP-M provides the general provisioning data to the BSP-D and also gets the assembled End User’s requests [BSP-C] through the BSP-D.

	SP-2
	BCAST-3
	BSP-M provides the general provisioning data to the End User [BSP-C] directly. 

	SP-3
	BCAST-4
	End User [BSP-C] requests and downloads the provisioning information related contents and managements directly.

	SP-4
	BCAST-5
	Modified provisioning information to the specific BDS delivers to the BSP-C.

	SP-5
	BCAST-6
	End User [BSP-C] accesses provisioning information related service.


5.6.2 Broadcast Service Provisioning Management Function

The Broadcast Service Provisioning Management Function (BSP-M) is responsible for providing general service provisioning about the subscription and purchase of Broadcast Service and/or Contents as maintaining a somewhat agnostic view of the distribution scheme(s). According to the End User’s subscription information, BSP-M manages charging information of the End Users and enables billing of mobile broadcast services.

BSP-M provisions general contents to the Broadcast Service Provisioning Distribution Function (BSP-D) and also gets End User’s feedback and personalized requests from the BSP-C. 

<TBD>
5.6.3 Broadcast Service Provisioning Distribution Function
The Broadcast Service Provisioning Distribution Function (BSP-D) is responsible for providing specific provisioning contents of particular system to the client. Provisioning information could be added or modified for adjusting to the specific BDS by the BSP-D.
<TBD>
5.6.4 Broadcast Service Provisioning Client Function
The Broadcast Service Provisioning Client Function (BSP-C) is responsible for managing the provisioned services for the End User.  

BSP-C receives provisioning information from the BSP-M and BSP-D by the broadcast channel or the interaction channel and modifies the received provisioning information for the End User if necessary.

Also, it initiates to acquire individual subscription information to the BSP-D or BSP-M.

<TBD>
5.7 Service and Content Protection Functions

The Service and Content Protection function described in this document fully complies with the ‘Open’ of the Open Mobile Alliance initiative. All proposed technologies are open standards or will become part of an open standard no proprietary parts or extensions are required.
5.7.1 Overview

The Service and Content Protection function provides a BDS-agnostic way of protecting both content and services delivered within Mobile Broadcast services. Figure 1 illustrates the difference between Service Protection and Content Protection.
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Figure 4: Service and Content Protection

5.7.2 Key Hierarchy

The figure below presents the key hierarchy for service protection.
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Figure 1: Key Hierarchy for Service Protection

Layer 1 implements device registration. The key material and meta data acquired during the registration phase will enable the device to decrypt and authenticate rights objects and subsequently access content.

Layer 2 implements rights management. The OMA 2-pass ROAP will be used for devices that have access to the interaction channel. This layer delivers a service encryption key instead of a content encryption key. The service encryption key is an intermediate key, i.e. it does not directly encrypt the content but instead encrypts a traffic encryption key. For management and protection of service subscriptions the service encryption key will be updated with normally longer crypto-period than the traffic key.  

Layer 3 implements traffic key delivery over the broadcast channel.  A traffic key message, encrypted by a service key, contains the traffic key, which is needed to decrypt (a part of) the service, together with the identifiers that allow the traffic key to be linked with the encrypted content and the rights object. The crypto-period (life-time) of the traffic key will be relatively short to prevent real-time distribution attacks.

The idea behind layer 3 is to provide enhanced security, scalability and richer use-case support. The specification for layer 3 shall ensure these ideas are met.

It is noted that the architectural framework does not exclude solutions that include changing security elements such as key derivation.

Layer 4 implements encryption of the broadcast content with the traffic key. The encryption can be performed on network layer (i.e. IP), transport layer (e.g. UDP), or session layer (e.g. RTP).

5.7.3 Architectural Overview of Service Protection

The overall architecture for service protection function is presented in Figure 2 below.


[image: image11.wmf]Broadcast

Distribution

System

(BCMCS, MBMS,

DVB-H, DMB, …)

service

protection

generic

function

application

service

protection

generic

function

broadcast

service

application

OMA  Broadcast  Distribution  System

Terminal

Network

Broadcast

Distribution

System

(BCMCS, MBMS,

DVB-H, DMB, …)

OMA  Broadcast  Distribution  System

Terminal

Network

Terminal

Network

Terminal

Network

SP-1

SP-3

SP-2

SP-6

service

protection

specific

function

Specific I/F

(per BDS)

SP-4

service

protection

specific

function

Specific I/F

(per BDS)

SP-4

SP-2

SP-5


Figure 5: Service Protection Function Architecture

5.7.4 Service Protection Reference Points

The Service Protection Function architecture defines the following reference points:

	SP-1
	The reference point between an OMA-compliant Broadcast Service Content Provider and the Service Protection Generic Function.  

	SP-2
	The reference point between a Service Protection Generic Function within the Network and a Service Protection Generic Function within the Terminal.

	SP-3
	The reference point between a Service Protection Generic Function within the Network and the Service Protection Specific Function within the Network.

	SP-4
	The reference point between a Service Protection Specific Function within the Network and a Service Protection Specific Function within the Terminal.

	SP-5
	The reference point between a Service Protection Specific Function within the Network and a Service Protection Generic Function in the Terminal.

	SP-6
	The reference point between a Service Protection Generic Function within the Terminal and an application within the Terminal.


5.7.5 Architectural Overview of Content Protection

The overall architecture for content protection function is presented in Figure 3 below.
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 Figure 6: Content Protection Function Architecture

5.7.6 Content Protection Reference Points

The Content Protection Function architecture defines the following reference points:

	CP-1
	The reference point between an OMA-compliant Broadcast Service Content Provider and the Content Protection Generic Function.  

	CP-2
	The reference point between a Content Protection Generic Function within the Network and a Content Protection Generic Function within the Terminal.

	CP-3
	The reference point between a Content Protection Generic Function within the Terminal and the application within the Terminal.


5.8 Flows

5.9 Basic Service Guide Creation and Broadcast

5.9.1 Case One

The following scenario indicates the basic operation of the Broadcast Service Guide Function functions.
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Figure 7: Basic Service Guide Creation and Broadcast(case one)

1. The CP sends a Service Guide Entry-x to theSG-G. The Service Guide-x means multiple CPs are able to issue several Service Guide Entries independently.(interface BSG-1)

The contents of the Service Guide Entry could be any of the following : 

A. Version

B. Service Name, Type, ID

C. Preview

D. Validity

E. Schedule/Timing

F. Location

G. Target terminal capability

H. Application binding

I. Advertisement
J. Purchase information

K. Delivery information
L. Etc.
2. The SG-D assembles Service Guide Entries and sends them to the SG-D. (BSG-2)

3. The SG-D and the Network interact to add or modify .Service Guide Entries. As a result, the  SG-D generates the BDS specific  Service Guide information. This detailed processing and BDS specific info.are out of scope of this document. In some cases, the  SG-D may simply sends the Service Guide Function without modifying it.(X-1, X-3)

The input from the BDS could be any of the following:

A. The source IP address

B. Schedule information

C. Requirement for purchase
D. And so on.
4. The SG-D sends the  BSG with BDS specific information to the SG-C.. In the Terminal, before viewing the End User, filtering operation may be done.(BSG-5)
5.9.2 Case two
The following scenario indicates the alternative basic operation of the Broadcast Service Guide Function functions.
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Figure 8: Basic Service Guide Creation and Broadcast(case two)

1. The CP sends a Service Guide Entry-x to the SG-G. The Service Guide Entry x means multiple CPs are able to issue several Service Guide Entries independently.(BSG-1)

2. The SG-G aggregates several Service Guide Entries, and in case of no modification for any BDS, SG-G sends the BSG to the SG-C directly.(BSG-3)

5.10 Service Guide Request by the Terminal 

5.10.1 Case one

The following scenario indicates the operation of the Broadcast Service Guide request and filtering in the terminal.
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Figure 9: Service Guide Request of the Terminal(case one)

1. The SG-C requests the BSG or additional information after reception of the BSG to SGE-M-F.(BSG-4)

2. The SG-G accepts this request, sends the request to the SG-D.(BSG-2)

3. The SG-D sends the BSG to theSG-G.(BSG-2)

4. The SG-G sends it to the -SG-C which requested the BSG. The SG-C may perform filtering according to the filtering criteria.(BSG-4)

5.10.2 Case two

[image: image16.wmf]SG-G

SG-D

SG-C

1.Request BSG

2.BSG

Interactive 

Network


Figure 10 Service Guide request by the terminal (case two)

1. The SG-C requests for Service Guide or additional information after reception of the BSG to SG-D (BSG-6)

2. The SG-D delivers requested information to SG-C. The SG-C may perform filtering according to the personal filtering criteria. (BSG-6)

<< The objective of this section is to describe the high-level logical flows between the architectural entities.
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