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1 Reason for Change

This document contains a proposal for the broadcast extensions to OMA DRM 2.0 allowing both Service and/or Content protection using a single mechanism based on the proposed 4-layer key hierarchy.
We feel that the commercial requirement of both having service and content protection can be achieved very efficiently and in a secure way with technical solutions that address content protection only. In addition, this reduces the complexity of the terminal as this is limiting the number of protection mechanisms. Finally, secure recording can be very easily enabled; as protection is always at content level, there is no need for local scrambling of received content. Such mechanism allows an easier sharing of resources among users, enabling richer user experience.

2 Impact on Backward Compatibility

None as the proposed work will be an extension to OMA DRM 2.0.
3 Impact on Other Specifications

The broadcast extensions build on the OMA DRM 2.0 enabler specifications. There is no impact on the OMA DRM 2.0 specifications as such. The idea is that the broadcast extensions can be integrated into OMA DRM as part of one of the upcoming releases.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the change proposals in the latest version of OMA-TS-BCAST_SvcCntProtection.

6 Detailed Change Proposal

5.1.3.3 Service and Content Protection
This section presents a mechanism that allows both Service and Content protection to be achieved. The broadcaster can very efficiently choose between several protection levels, this can be Service and Content protection, only one of them or none. The proposed technique provides a solution for the content encryption at Layer 4 as defined in the 4-layer model for Service and Content Protection, shown below for reference. It is assumed that Traffic Keys are changed on a regular basis.
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Figure 1  4-layer model for Service and Content Protection.
5.1.3.3.1 Encryption

Content that is part of a file download service SHALL be encrypted following OMA DRM 2.0 specifications and SHALL be stored using the OMA DCF 2.0 file format. Depending on the key used to protect the traffic keys, this content could be associated to a service subscription, a content subscription or a single "pay-per-view" event.
Content that is part of a real-time delivery service SHALL be protected and carried over RTP according to ISMA Encryption and Authentication v1.0 which uses AES-128-CTR. When recording content from a real-time delivery service, the file SHALL be created according to a modified version (to be defined in a further CR) of OMA PDCF 2.0 which allows usage of multiple keys for content encryption in a single file. This is achieved by introducing the Access Unit header OMADRMAUHeader which signals AU encryption and provides storage for things like the Key Indicator and IV (The Key Indicator identifies the TEK key used to encrypt Access Unit  and the IV is used for the Counter mode of AES).
5.1.3.3.2 Use of Rights Object for Service and/or Content Protection

For service protection, rights Object are delivered on the Layer 2. They carry the appropriate rights allowing service, i.e. subscription or pay-per-view services for example. If access is granted, decrypted content can be saved without any DRM information associated to it anymore. Nevertheless, recording can also be done in an encrypted form if desired, as protection is at content level.
For Content protection, the encrypted data can be recorded in the terminal in an appropriate PDCF format, provided it is modified to incorporate the appropriate encrypted Traffic Encryption Key stream (modification to be defined in further CRs).
In both cases, service or content protection, a DRM-protected file is or can be obtained, allowing sharing within the Device Domain or via superdistribution, with the associated usage rules stored in the Rights Object.

Depending on the rights associated with the content, the following services can be defined (for example):

	Service protection
	If content can be stored in the clear (associated with Service rights).

	Content protection
	If content can be stored encrypted in a modified PDCF format (Content rights).

	Service and Content protection
	Depending on the rights associated with the streamed content, both service rights (e.g. subscription or PPV) and content rights (e.g. time limitation or number of plays) can be required.

	No protection
	All or part of a streamed content can be in the clear as the SelectiveEncryption bit specifies whether or not Access Units are encrypted, allowing a "preview" mode or lower-value content to be sent in the clear.
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