Doc# OMA-BCAST-2005-0099R01-Revocation-Broadcast-Services.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Input Contribution

Doc# OMA-BCAST-2005-0099R01-Revocation-Broadcast-Services.doc
Input Contribution



Input Contribution

	Title:
	Revocation in Broadcast Service
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	BCAST, DLDRM 

	Submission Date:
	2 Mar, 2005

	Source:
	Byung-Rae (B.R.) Lee
Samsung Electronics
Byungrae.lee@samsung.com

	Attachments:
	OMA-BCAST-2005-0099R01-Revocation-Broadcast-Services.ppt
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	Replaces:
	n/a


1 Reason for Contribution

Device revocation is required when a device is hacked or is known to have some weaknesses. OMA DRM v2.0 addresses revocation issues and defines 

1. Device Revocation : The process of an RI indicating that a Device is no longer trusted to acquire ROs

2. Domain Revocation : The process of an RI indicating that a Domain Key is not trusted for protection of Domain RO

Broadcast environment also needs to define a mechanism to prevent an illegal device from acquiring ROs. 
2 Summary of Contribution

The contribution outlines revocation issues in Broadcast service environment. 
3 Detailed Proposal

Device revocation is required when a device is hacked or is known to have some weaknesses. This also applies to the broadcast environment by revoking a device’s ability to decrypt broadcasted ROs. 
In broadcast environment, revocation of the device is to revoke a device’s ability to decrypt ROs and it means excluding a device from a group of registered devices. It can be thought of as to accomplish the revocation procedure by delivering the new Broadcast Encryption Key to registered devices except the one to be revoked.

When a device registers the device acquires key information to decrypt encrypted ROs. After a device de-registers(departures the registered group), the device should no longer be able to decrypt ROs. 
If a device wants to de-register from a group of registered devices, then two possible methods are possible

1. Send a new Broadcast Encryption Key (a key which can decrypt ROs) information to the rest of a group or registered devices; repeat this procedure for the rest of devices : 

2. broadcast a new Broadcast Encryption Key information (There are well known broadcast encryption schemes)
Revocation is required to happen when a device leaves a group of registered devices. In summary, the revocation procedure is for the following cases: 
· A device is hacked or known to have some weaknesses

· A device leaves the group

To enable this, we propose define revocation and its related Broadcast Encryption Key update procedure in Mobile Broadcast Services Architecture specification and Service and Content Protection specification or OMA DRM v2.0 Extension for Broadcast Support specification. Work topics for the revocation are: 
1. Overview on the procedure of the revocation 

2. Broadcast Encryption Key delivery message format 
3. The size of the Broadcast Encryption Key  

4. Other information. 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group should consider if this feature would be useful to support OMA BAST-DRM and if the consequent impact on the specifications would be acceptable. 
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