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1 Reason for Change

This CR contains some updates to the specification text for the token-based metering feature. An input paper on this feature was agreed at the Chicago joint BCAST-DRM meeting (OMA-BCAST-2005-0100R01-token-based-metering.doc). Most changes are cosmetic, e.g. naming of the token-based constraint or provide additional information, e.g. detailed descriptions of device behaviour when using this constraint. The other changes add extra flexibility in usage of the reporting mechanism and correct mistakes in the previous CR. 
2 Impact on Backward Compatibility

As this CR is related to editorial changes only, there are no compatibility issues.

3 Impact on Other Specifications

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Add the following elements to the specification to support this feature. 
6 Detailed Change Proposal

1. Additions to the OMA DRM 2.0 REL

The new token-based constraint defines that usage of the DRM content involves consumption of tokens. A device can receive tokens from multiple RIs and use them to consume DRM content whose usage is defined as token-based in the RO associated with the DRM content. 

The <token-based> element will have the following 3 required attributes: 

· token-constraint-type: The type of stateful consumption which is governed by token availability. Currently the only suitable constraints in the REL are count, timed-count and accumulated. 

· token-unit: The unit of the specified constraint which corresponds to tokens being decremented, e.g. a single count or 30 minutes of time. 

· tokens-consumed: Tokens consumed per token unit, e.g. 3 tokens consumed for every count. 

An example of the usage of this constraint (shown below) instructs the DRM agent to consume two tokens every time that the corresponding content item is played. 

<o-dd:play>

<o-ex:constraint>

     <oma-dd:token-based>



<oma-dd:token-constraint>count</o-dd:token-constraint>

       

<oma-dd:token-unit>1</o-dd:token-unit>



<oma-dd:tokens-consumed>2</o-dd:tokens-consumed>

      </oma-ex:token-based>

</o-ex:constraint>
</o-dd:play>

Figure 1: Example Usage of Token-based Constraint 

1.1 REL DTD Additions 

Figure 2 shows the additions required to the existing REL DTD to introduce the metering constraint. 
<!ELEMENT o-ex:rights (o-ex:context, o-ex:agreement)>

<!ATTLIST o-ex:rights


xmlns:o-ex CDATA #FIXED “http://odrl.net/1.1/ODRL-EX”


xmlns:o-dd CDATA #FIXED “http://odrl.net/1.1/ODRL-DD”


xmlns:oma-dd CDATA #FIXED “http://www.openmobilealliance.com/oma-dd”


xmlns:ds CDATA #FIXED “http://www.w3.org/2000/09/xmldsig#”


xmlns:xenc CDATA #FIXED “http://www.w3.org/2001/04/xmlenc#”

>

<!ELEMENT o-ex:context (o-dd:version?, o-dd:uid*)>

<!ELEMENT o-dd:version (#PCDATA)>

<!ELEMENT o-dd:uid (#PCDATA)>

<!ELEMENT o-ex:agreement (o-ex:asset+, o-ex:permission*)>

<!ELEMENT o-ex:asset (o-ex:context?, o-ex:inherit?, o-ex:digest?, ds:KeyInfo?)>

<!ATTLIST o-ex:asset

   o-ex:id ID #IMPLIED

   o-ex:idref IDREF #IMPLIED

>

<!ELEMENT o-ex:inherit (o-ex:context)>

<!ELEMENT o-ex:digest(ds:DigestMethod, ds:DigestValue)>

<!ELEMENT ds:DigestMethod (#PCDATA)>

<!ATTLIST ds:DigestMethod


Algorithm CDATA #FIXED "http://www.w3.org/2000/09/xmldsig#sha1"

>

<!ELEMENT ds:DigestValue (#PCDATA)>
<!ELEMENT ds:KeyInfo (xenc:EncryptedKey?, ds:RetrievalMethod?)>

<!ELEMENT xenc:EncryptedKey (ds:KeyInfo?, xenc:EncryptionMethod, xenc:CipherData)>

<!ELEMENT xenc:EncryptionMethod (#PCDATA)>

<!ATTLIST xenc:EncryptionMethod


Algorithm CDATA #FIXED "http://www.w3.org/2001/04/xmlenc#kw-aes128"

>

<!ELEMENT xenc:CipherData (xenc:CipherValue)>

<!ELEMENT xenc:CipherValue (#PCDATA)>

<!ELEMENT ds:RetrievalMethod (#PCDATA)>

<!ATTLIST ds:RetrievalMethod


URI CDATA #REQUIRED

>

<!ELEMENT o-ex:permission (o-ex:constraint?, o-ex:asset*, o-dd:play?, o-dd:display?, o-dd:execute?, o-dd:print?, oma-dd:export?)>

<!ELEMENT o-dd:play (o-ex:constraint?)>

<!ELEMENT o-dd:display (o-ex:constraint?)>

<!ELEMENT o-dd:execute (o-ex:constraint?)>

<!ELEMENT o-dd:print (o-ex:constraint?)>

<!ELEMENT o-ex:constraint (o-dd:count?, oma-dd:timed-count?, o-dd:datetime?, o-dd:interval?, o-dd:accumulated?, o-dd:individual?, oma-dd:system*, oma-dd:token-based?)>

<!ELEMENT o-dd:count (#PCDATA)>

<!ELEMENT oma-dd:timed-count (#PCDATA)>

<!ATTLIST oma-dd:timed-count


oma-dd:timer CDATA #IMPLIED

>

<!ELEMENT o-dd:datetime (o-dd:start?, o-dd:end?)>

<!ELEMENT o-dd:start (#PCDATA)>

<!ELEMENT o-dd:end (#PCDATA)>

<!ELEMENT o-dd:interval (#PCDATA)>

<!ELEMENT o-dd:accumulated (#PCDATA)>

<!ELEMENT o-dd:individual (o-ex:context)>

<!ELEMENT oma-dd:export (o-ex:constraint)>

<!ATTLIST oma-dd:export


oma-dd:mode (move | copy) #REQUIRED

>

<!ELEMENT oma-dd:system (o-ex:context)>
<!ELEMENT oma-dd:token-based (oma-dd:token-constraint-type)> 
<!ELEMENT oma-dd:token-constraint-type (count | timed-count | accumulated)> 

<!ATTLIST oma-dd:token-constraint-type 

oma-dd:timer CDATA #IMPLIED
>
<!ATTLIST oma-dd:token-based 


oma-dd:token-unit PCDATA #REQUIRED 


oma-dd:tokens-consumed  PCDATA  #REQUIRED>

>

Figure 2: REL DTD Additions
An example of the usage of the metering constraint shown below instructs the DRM agent to consume two tokens every time that the corresponding content item is played once. 

<o-ex:permission>
<o-dd:play/>

<o-ex:constraint>

     <oma-dd:token-based>



<oma-dd:token-constraint>count</oma-dd:token-constraint>

       

<oma-dd:token-unit>1</o-dd:tokenunit>



<oma-dd:tokens-consumed>2</o-dd:tokensconsumed>

      </oma-ex:token-based>

</o-ex:constraint>

</o-ex:permission>

1.2 Element <token-based> 
	Element
	<!ELEMENT oma-dd:token-based>

	Semantics
	The <token-based> element specifies how many tokens are consumed when the DRM content to which the constraint applies is used in a certain way. If the DRM agent detects that no tokens for this RI, or a number of tokens less than that contained in the <tokens-consumed> attribute of the <token-based> element are available, the DRM Agent MUST NOT grant the corresponding permission to the DRM Content.


1.3 Element <token-constraint>

	Element
	<!ELEMENT oma-dd:token-constraint (count | timed-count | accumulated)>

	Semantics
	The <token-constraint> element must contain either “count”, “timed-count”  or “accumulated”. If it contains “count”, then every time the number of counts specified in the corresponding <token-unit> element is consumed, the token store is decremented by the number of tokens in the <tokens-consumed> element. For example, if the <token-unit> element contains “1” and the <tokens-consumed> element contains “2”, then each time the permission is exercised the token store is decremented by 2 tokens. 

If it contains “timed-count”, then the semantics are as for the “count” value but with the addition of an optional timer attribute. If the timer attribute is omitted or contains an invalid value, or if the device is not able to measure the time passed as required by the semantics of this element, then the device MUST reduce the count state immediately upon beginning to access the content. In this case the semantics of the “timed-count “ value are identical to those of the “count” value.

If the value is “accumulated”, this specifies the maximum period of time during which the permission can be exercised over the DRM Content before the token store is decremented by the number of tokens in the <tokens-consumed> element. For example, if the <token-unit> element specifies 900 seconds and the <tokens-consumed> element contains “1”, then each time the permission is exercised for 900 seconds (since the last token decrement) the token store is decremented by 1 token.


1.4 Attribute “timer”

	Attribute
	<!ATTLIST oma-dd:token-constraint oma-dd:timer CDATA #IMPLIED>

	Semantics
	The attribute contains a positive integer value. It specifies the number of seconds after which the count state is reduced starting from beginning to render the Content.

For example, if the timer value is set to “30” (without the quotes) the count state is decremented after the content has been rendered for 30 seconds.  When the number of counts specified in the corresponding <token-unit> element is consumed, the token store is decremented by the number of tokens in the <tokens-consumed> element. For example, if the <token-unit> element contains “1”, the timer attribute specifies 30 seconds, and the <tokens-consumed> element contains 2, then each time the permission is exercised for at least 30 seconds, the token store is decremented by 2 tokens. 

The timer attribute should be defined only when the value of the <token-constraint> element is “timed-count”.


1.5 Attribute “token-unit” 

	Attribute
	<!ATTLIST oma-dd:token-based oma-dd:token-unit PCDATA #REQUIRED >

	Semantics
	The format of the <token-unit> element depends on the value of the <token-constraint-type> element. If the <token-constraint> element contains “count”, the corresponding <token-unit> value specifies the number of times permission may be granted over an asset in order for the corresponding number of tokens in the <tokens-consumed> element to be consumed. This must be a positive integer value. 

If the <token-constraint> element contains “accumulated”, then the <token-unit> value specifies the number of seconds a permission may be granted over an asset in order for the corresponding number of tokens in the <tokens-consumed> element to be consumed. The lexical representation of this value MUST use the restricted accumulated format PnDTnHnMnS or any reduced precision and truncated representation version thereof as specified in [XMLSchema]. For example, P15DT10H30M20S represents an accumulated of 15 days, 10 hours, 30 minutes and 20 seconds. The specified period SHOULD be greater than zero. If the specified period is equal to zero, then the permission MUST NOT be granted. [XMLSchema] allows the number of seconds in the period to include decimal digits to arbitrary precision. However, to ensure interoperability, ROs MUST NOT contain fractional seconds in the period.


1.6 Attribute “tokens-consumed” 

	Attribute
	<!ATTLIST oma-dd:token-based oma-dd:tokens-consumed PCDATA #REQUIRED >

	Semantics
	The attribute contains a positive integer value. It specifies the number of tokens by which the token store should be decremented when a single token unit (as specified in the “token-unit” attribute) is consumed when exercising the permission to which the <metered> constraint is attached. For example, if the “token-unit” indicates 900 seconds and “tokens-consumed” contains 1, then the token store will be decremented each time the DRM content is played for a total of 900 accumulated seconds. 


2. Extensions to ROAP to Issue Tokens 

ROAP would be extended to allow tokens to be delivered to a device. Either a 1-pass or 2-pass version can be used. 

2.1 Token Delivery
The first element of the 2-pass ROAP extension is a ROAP trigger which prompts the device to send a token acquisition request to the RI. The RI then responds with a token acquisition response. 

In the 1-pass version, only a ROAP-TokenResponse is delivered by the RI to the device. 

2.1.1 TokenAcquisitionTrigger 

The full extensions to the ROAP schema for triggers required to add this trigger are shown in Figure 3. The elements in the token acquisition trigger have the following meanings: 

· The RI ID MUST uniquely identify the Rights Issuer. 

· The <nonce> element provides a way to couple ROAP triggers with ROAP requests. 

· The DRM Agent MUST use the URL specified by the <roapURL> element when initiating the ROAP transaction. When the <roapTrigger> element carries a <tokenRequest> element, the PDU MUST be a ROAP-TokenAcquisitionRequest PDU.
· The Token Delivery ID identifies the token request in a similar way to the way the RO ID identifies an RO.

· If the trigger is signed, the <ds:Reference> element of the <ds:SignedInfo> child element of the trigger <signature> shall reference a ROAPTrigger element by using the same value for the URI attribute as the value for the ROAP trigger element's id attribute.
<schema 

  targetNamespace="urn:oma:bac:dldrm:roap-trigger-1.0"  

  xmlns="http://www.w3.org/2001/XMLSchema" 

  xmlns:roap-trigger="urn:oma:bac:dldrm:roap-trigger-1.0"

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

  xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"
  elementFormDefault="unqualified"

  attributeFormDefault="unqualified">

<import namespace="urn:oma:bac:dldrm:roap-1.0" schemaLocation="roap.xsd"/> 

<import namespace="http://www.w3.org/2000/09/xmldsig#"

        schemaLocation="http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-schema.xsd"/>

<import namespace="http://www.w3.org/2001/04/xmlenc#"

        schemaLocation="http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/xenc-schema.xsd"/>

<complexType name="RegistrationRequestTrigger">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="nonce" type="roap:Nonce" minOccurs="0"/>

    <element name="roapURL" type="anyURI"/>

  </sequence>

  <attribute name="id" type="ID"/>

</complexType>

<complexType name="ROAcquisitionTrigger">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="nonce" type="roap:Nonce" minOccurs="0"/>

    <element name="roapURL" type="anyURI"/>

    <element name="domainID" type="roap:DomainIdentifier"

             minOccurs="0"/> 

    <sequence maxOccurs=”unbounded”>

      <element name="roID" type="ID"/> 

      <element name="contentID" type="anyURI" maxOccurs="unbounded"/>

    </sequence>

  </sequence>

  <attribute name="id" type="ID"/>

</complexType>

<complexType name="DomainTrigger">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="nonce" type="roap:Nonce" minOccurs="0"/>

    <element name="roapURL" type="anyURI"/>

    <element name="domainID" type="roap:DomainIdentifier"/>

  </sequence>

  <attribute name="id" type="ID"/>

</complexType>
<complexType name="TokenAcquisitionTrigger">

  <sequence>

    <element name="riID" type="roap:Identifier"/>

    <element name="nonce" type="roap:Nonce" minOccurs="0"/>

    <element name="roapURL" type="anyURI"/>

     <element name="tokenID" type="ID"/> 

    <attribute name="id" type="ID"/>

</complexType>

<!-- ROAP trigger -->

<element name="roapTrigger" type="roap-trigger:RoapTrigger"/>

<complexType name="RoapTrigger">

  <annotation>

    <documentation xml:lang="en">

      Message used to trigger the device to initiate a Rights Object Acquisition Protocol.

    </documentation>

  </annotation>

  <sequence>

    <choice>

      <element name="registrationRequest" type="roap-trigger:RegistrationRequestTrigger"/>

      <element name="roAcquisition" type="roap-trigger:ROAcquisitionTrigger"/>

      <element name="joinDomain" type="roap-trigger:DomainTrigger"/>

      <element name="leaveDomain" type="roap-trigger:DomainTrigger"/>
      <element name="tokenAcquisition" type="roap-trigger:TokenAcquisitionTrigger"/>

    </choice>

    <element name="signature" type="ds:SignatureType" minOccurs="0"/>

    <element name="encKey" type="xenc:EncryptedKeyType" minOccurs="0"/>

</sequence>

<attribute name="version" type="roap:Version"/>

<attribute name=”proxy” type=”boolean”/>

</complexType>

</schema>

Figure 3: Addition of Token Acquisition Trigger to Schema
2.1.2 ROAP-TokenRequest 

A device can create a token request from the device to a rights issuer. This is an extension of the existing ROAP request type. 

	ROAP-TokenRequest

	Parameter
	Mandatory/Optional

	Device ID
	M

	RI ID
	M

	Device Nonce
	M

	Token Delivery ID 
	M

	Certificate Chain
	M

	Extensions
	O

	Signature
	O


Figure 4: Token Request Message Description

Device ID identifies the requesting Device.

RI ID identifies the authorizing RI.

Device Nonce is a nonce chosen by the Device.

Token Delivery ID identifies the tokens to be issued to this device in a similar fashion to the way an RO ID identifies a RO. 

Certificate Chain: This parameter is sent unless it is indicated in the RI Context that this RI has stored necessary Device certificate information. When present, the parameter value SHALL be as described for the Certificate Chain parameter in the ROAP-RegistrationRequest message.

Extensions: The following extensions are defined for the ROAP-TokenRequest message:

-     Peer Key Identifier: An identifier for an RI public key stored in the Device. If the identifier matches the RI's current public key, or if the extension is empty, it means the Device has already stored the RI ID and the corresponding RI certificate chain, and the RI need not send down its certificate chain in its response message.

-     No OCSP Response: Presence of this extension indicates to the RI that there is no need to send any OCSP responses since the Device has cached a complete set of valid OCSP responses for this RI.

-     OCSP Responder Key Identifier: This extension identifies an OCSP responder key stored in the Device. If the identifier matches the key in the certificate used by the RI's OCSP responder, the RI MAY remove the OCSP Responder certificate chain from the OCSP response before providing the OCSP response to the Device.

The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key. The Device MUST send the No OCSP Response extension if, and only if, it has a complete set of valid OCSP responses for the RI certificate chain. The Device MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP Responder key for this RI.

Signature is a signature on this message (besides the Signature element itself). The signature method is as follows:

- The message except the Signature element is canonicalized using the exclusive canonicalization method defined in [XC14N].

- The result of the canonicalization, d, is considered as input to the signature operation. 

- The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The RI MUST verify the signature on the ROAP-TokenRequest message.

2.1.2.1.1 Message syntax

The <tokenRequest> element specifies the ROAP-TokenRequest message. It has complex type roap:TokenRequest, which extends the basic roap:Request type.
<element name="tokenRequest" type="roap:TokenRequest"/>

<complexType name="TokenRequest">

  <annotation>

    <documentation xml:lang="en">

      Message sent from Device to RI to request tokens

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Request">

      <sequence>

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="nonce" type="roap:Nonce"/>

        <element name ="tokenID" type="ID"/>

        <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/> 

        <element name="extensions" type="roap:Extensions" minOccurs="0"/>

        <element name="signature" type="base64Binary"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

2.1.3 ROAP-TokenDeliveryResponse

The ROAP-TokenResponse is returned to the device by the RI in response to a ROAP-TokenRequest, or can also be used in the 1-pass version without any preceding messages.
	Parameter
	ROAP-TokenDeliveryResponse



	
	2-pass

Status = Success
	2-pass

Status ≠ Success
	1-pass

	Status
	M
	M
	M

	Device ID
	M
	-
	M

	RI ID
	M
	-
	M

	Token Delivery ID 
	M
	-
	M

	Device Nonce
	M
	-
	-

	Token Quantity
	M
	-
	M

	Token Reporting URL
	O
	-
	O

	Latest Token Consumption Time
	O
	-
	O

	Earliest Reporting Time 
	O
	-
	O

	Latest Reporting Time 
	O
	-
	O

	Certificate Chain
	O
	-
	O

	OCSP Response
	O
	-
	M

	Extensions
	O
	-
	O

	Signature
	M
	-
	M


Figure 5: Token Delivery Response
Status indicates if the request was successfully handled or not. In the latter case, an error code as specified in OMA DRM 2.0 status codes are sent. The following additional status values are defined to support support token-based metering. These values are only valid in a token delivery response. 
· TokenConsumptionReportError: The RI did receive a token consumption report but it was erroneous and the device should resend. 
· NoTokenConsumptionReport: The RI did not receive a token consumption report yet, but was expecting one as the present date and time is later than the last token consumption time in a previous token delivery message. 
Device ID identifies the requesting Device. The value returned here MUST equal the Device ID sent by the Device in the ROAP-TokenRequest message that triggered this response in the 2-pass ROAP. In the 1-pass ROAP, the RI selects the Device ID of the recipient Device. If the Device ID is incorrect, the ROAP-TokenResponse processing will fail and the Device MUST discard the received TokenResponse PDU.

RI ID identifies the RI. In the 2-pass protocol, the value MUST equal the RI ID sent by the Device in the preceding ROAP-TokenRequest message. 
Token Delivery ID identifies the tokens to be issued to this device in a similar fashion to the way an RO ID identifies a RO. This ID should match the Token Delivery ID in the preceding TokenRequest message. Devices must discard token delivery response messages with a token delivery ID which is identical to the one in any previously processed token delivery response messages. 

Device Nonce: If present (2-pass), MUST have the same value as the corresponding parameter value in the preceding ROAP-TokenRequest. 
Token Quantity:  Contains the number of tokens being issued. If this is a positive number, the device should increment its token store by the given quantity. If it is a negative number the device should decrement the token store by the given quantity. 
Token Reporting URL: The presence of this parameter indicates that token consumption from this token delivery must be reported. The parameter defines the URL to which the ROAPTokenConsumptionReport  message should later be sent. 

Earliest Reporting Time: The device should report consumption after this time and before the latest reporting time. If the device reports consumption of tokens before the date/time defined in this parameter, in the subsequent  token delivery response the RI may not change the latest token consumption time. In other words the next delivery of tokens is within the same reporting period. The field should only be defined when a token reporting URL is specified.  
Latest Reporting Time: The device should report consumption before this time and after the earliest reporting time. If the RI receives the report before this time, it should send a new token delivery message before the latest token consumption time so the device can continue consumption. This field should only be defined when a token reporting URL is specified.  
Latest token consumption time: After the date/time indicated in this parameter, the device SHALL NOT use any tokens which have been received after the last token delivery message which includes a token reporting URL. If reports are being made on time by the device, this date is constantly being updated and therefore consumption should never be blocked. This field should only be defined when a token reporting URL is defined.  
OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the RI's certificate chain. The Device MUST NOT fail due to the presence of more than one OCSP response element. This parameter will not be sent if the Device sent the Extension No OCSP Response in the preceding ROAP-RegistrationRequest (and the RI did not ignore that extension). 

Certificate Chain: This parameter MUST be present unless a preceding ROAP-TokenRequest message contained the Peer Key Identifier extension, the extension was not ignored by the RI, and its value identified the RI's current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-RegistrationResponse message.

Signature is a signature on data sent in the protocol. The signature is computed using the RI's private key and the current message (besides the Signature element itself). The signature method is as follows:

· All elements except the Signature element are canonicalized using the exclusive canonicalization method defined in [XC14N].

· The resulting data d is considered as input to the signature operation.

· The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The Device MUST verify this signature. A Device MUST NOT accept the token acquisition as successful unless the signature verifies, the RI certificate chain has been successfully verified, and the OCSP response indicates that the RI certificate status is good. If the acquisition protocol failed, the Device MUST NOT install the received tokens. 
2.1.3.1.1 Message syntax

The <tokenDeliveryResponse> element specifies the ROAP-TokenDeliveryResponse message. It has complex type roap:TokenDeliveryResponse, which extends the basic roap:Response type.

<element name="TokenDeliveryResponse" type="roap:Response"/>

<complexType name="TokenDeliveryResponse">

  <annotation>

    <documentation xml:lang="en">

      Message sent from RI to Device to deliver tokens 

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Response">

      <sequence minOccurs="0">

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="tokenDeliveryID" type="roap:Identifier"/>

        <element name="nonce" type="roap:Nonce" minOccurs="0"/>

        <element name="tokenQuantity"  type="nonNegativeInteger"/>

        <element name="tokenReportingURL"  type="anyURI" minOccurs="0"/>

        <element name="earliestReportingTime"  type=" dateTime "  minOccurs="0"/>
        <element name="latestReportingTime"  type=" dateTime"  minOccurs="0"/>
        <element name="latestTokenConsumptionTime"  type="dateTime" minOccurs="0"/>

        <element name="certificateChain" type="roap:CertificateChain"  minOccurs="0"/> 

        <element name="ocspResponse" type="base64Binary" minOccurs="0" maxOccurs="unbounded"/>

        <element name="signature" type="base64Binary"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

Figure 6: Message syntax of Token delivery response

The following changes are made to the status type. The Status simple type enumerates all possible error messages.   

<simpleType name="Status">


<restriction base="string">



<enumeration value="Success"/>



<enumeration value=”Abort”/>



<enumeration value="NotSupported"/>



<enumeration value="AccessDenied"/>



<enumeration value="NotFound"/>



<enumeration value="MalformedRequest"/>



<enumeration value="UnknownCriticalExtension"/>



<enumeration value="UnsupportedVersion"/>



<enumeration value="UnsupportedAlgorithm"/>



<enumeration value="NoCertificateChain"/>



<enumeration value="InvalidCertificateChain"/>



<enumeration value="TrustedRootCertificateNotPresent"/>

                                                         <enumeration value=”SignatureError”/>



<enumeration value="DeviceTimeError"/>



<enumeration value="NotRegistered"/>



<enumeration value="InvalidDCFHash"/>



<enumeration value="InvalidDomain"/>



<enumeration value="DomainFull"/>


<enumeration value="TokenConsumptionReportError">



<enumeration value="NoTokenConsumptionReport">


</restriction>

</simpleType>

Figure 7: Updates to status type

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and terminate the protocol. RI systems and Devices are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the ROAP protocol.

3. Extensions for ROAP for Reporting
Reporting can be done via ROAP by devices with a backchannel. The report from the device is based on the ROAPRequest type. The response expected to such a request is a ROAPDeliveryResponse (1-pass) or ROAPDeliveryTrigger (2-pass). 
	ROAP-TokenConsumptionReport

	Parameter
	Mandatory/Optional

	Device ID
	M

	RI ID
	M

	Report Time
	M

	Tokens Consumed
	M

	Certificate Chain
	O 

	Signature
	M


Figure 8: ROAP TokenConsumptionReport 

Device ID identifies the requesting Device.

RI ID identifies the RI. 

Device Nonce: This parameter, if present, MUST have the same value as the corresponding parameter value in the preceding trigger. 
Report Time is the current DRM Time, as seen by the Device.

Tokens Consumed: Contains information on how many tokens were consumed since the last report.
Certificate Chain: This parameter MUST be present. The value of a Certificate Chain parameter shall be as described for the Certificate Chain parameter of the ROAP-TokenConsumptionReport message. 

Signature is a signature on this message (besides the Signature element itself). The signature method is as follows:

· The message except the Signature element is canonicalized using the exclusive canonicalization method defined in [XC14N].

· The result of the canonicalization, d, is considered as input to the signature operation. 

· The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The RI MUST verify the signature on the ROAP-TokenConsumptionReport message.
Finally, the device must receive and process a ROAP-TokenConsumptionReport. The device should clear all token consumption information for the preceding report period.

3.1.1.1.1 Message syntax

The <tokenConsumptionReport> element specifies the ROAP-TokenDeliveryResponse message. It has complex type roap:TokenConsumptionReport, which extends the basic roap:Request type.

<element name="tokenConsumptionReport" type="roap:TokenConsumptionReport"/>

<complexType name="TokenConsumptionReport">

  <annotation>

    <documentation xml:lang="en">

      Message sent from Device to RI to report token consumption report

    </documentation>

  </annotation>

  <complexContent>

    <extension base="roap:Request">

      <sequence>

        <element name="deviceID" type="roap:Identifier"/>

        <element name="riID" type="roap:Identifier"/>

        <element name="nonce" type="roap:Nonce"/>

        <element name="time" type="dateTime"/> 

        <element name="tokensConsumed"  type="nonNegativeInteger"/>
        <element name="certificateChain" type="roap:CertificateChain" minOccurs="0"/> 

        <element name="signature" type="base64Binary"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

Figure 9: Message Syntax of token consumption report
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