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1 Reason for Change

This document describes a new permission called ACCESS for OMA–DLDRM which is needed for the extensions for broadcast support.

We see a problem with the OMA DRM 2.0 permissions when dealing with the direct access and rendering of  a broadcast stream. Suppose this is controlled by an RO using the PLAY permission. Suppose further that one has stored the broadcast stream (or a portion thereof) as well as the key stream messages. Then these stored streams could also be rendered based on the above RO. Adding a e.g. a count constraint or a time constraint does not help.

2 Impact on Backward Compatibility

The intention is to define the broadcast extensions to OMA DRM 2.0 in a way that builds on the key concepts and mechanisms that have been carefully crafted.

The new access permission is meant to be used to control access to broadcasts and not content already dealt with in OMA DRM 2.0. This CR has therefore no impact on backwards compatibility.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

<provide a description of the intended actions to be taken by the group>

6 Detailed Change Proposal

Include the change proposal in ch. 7.5 (REL extensions) of the latest version of OMA-TS-DRM-XBS-V1_0-20060321-D (structuring of the individual extensions into the document structure would be left to the editor).

1. Element <permission>

	Element
	<!ELEMENT o-ex:permission (o-ex:constraint?, o-ex:asset*, o-dd:play?, o-dd:display?, o-dd:execute?, o-dd:print?, oma-dd:export?, oma-dd:access?)>

	Semantics
	The <permission> element contains an optional <constraint> element, zero or more <asset> elements and a set of optional permissions specifying the rights over a piece of Content, such as <play>, <display>, <execute>, <print>, <export>, and <access> permission elements.

The <constraint> element is the top-level constraint. As a sibling element to other permission elements such as <play>, <display> it applies to all sibling permission elements inside the same <permission> element. The DRM Agent MUST honor the top level constraint in addition to honoring possible constraints specified as a child element to a permission element, e.g., <play>, when granting access to content according to such a permission. The <asset> elements specified within the <permission> element enable expression linking allowing its sibling permission elements in the same <permission> element to apply to DRM Content referenced by <asset> elements contained in an <agreement> element (i.e., outside a <permission> element). The link is established through the use of the “id” and “idref” attributes specified in sections Error! Reference source not found. and Error! Reference source not found..

Note that the DRM Agent MUST respect both, constraints specified as child elements to a permission element and those specified as top-level constraints in the same Rights Object. I.e., the stricter of two constraints of the same type prevails for a given permission element. Of course, Rights Objects with contradictory constraints should not be issued in the first place.

When there is a top-level constraint that is otherwise not allowed as a child constraint to a permission, e.g., <count> and <export mode=”move”>, the child constraint takes precedence over the top-level constraint as applied to this permission. For example, in the move scenario, Content and Rights Object would be moved, and the <count> constraint would accordingly be removed, too.

A DRM Agent MUST grant access to DRM Content referenced by an <asset> element in the agreement model according to permissions specified inside a <permission> element that is as sibling elements to an <asset> element in the permission model, where the <asset> element referencing the DRM Content and the <asset> element inside the <permission> element are linked by matching “id” and “idref” attributes.

If no <asset> element is present in a permission element such as <play>, then the permission applies to all <asset> sibling elements in the same Rights Object.

The <export> permission is associated with all of the DRM Content referenced by <asset> elements within the same Rights Object. A single Rights Object has at most one <export> element within a given <permission> element.


.

.
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2. Element <access>

	Element
	<!ELEMENT oma-dd:access (o-ex:constraint)>

	Semantics
	The <access> element grants the permission to create an immediate
 rendering of audio or video Content directly from a broadcast, multicast, or unicast stream during its reception. It contains an optional <constraint> element. If the <constraint> element is specified the DRM Agent MUST grant access rights according to the <constraint> child element. If no <constraint> element is specified, the DRM Agent MUST grant unlimited access rights.

A <system> element contained in a <constraint> child element to <access> is used to specify target system that may be used for creating an immediate rendering of the broadcast, multicast, or unicast stream during its reception.

The <access> element has the semantics of rendering immediately the broadcast, multicast, or unicast stream somehow into user perceivable form. The DRM Agent MUST NOT grant access according to <access> to Content that cannot be rendered in this way.

Note that the DRM Agent MUST NOT grant access to stored content, not even stored broadcast, multicast, or unicast streams, based on the <access> permission. In order to specify rights for stored content, the <play> element MUST be utilized instead (section x.x.x).




































































































































































� “immediate” here means a time period in the order of one or a few seconds at most.
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