Doc# OMA-BCAST-2005-0nnn-RO-compression.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-BCAST-2005-0nnn-RO-compression.doc
Change Request



Change Request

	Title:
	RO compression using GZIP
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA BCAST and OMA DLDRM

	Doc to Change:
	OMA-TS-BCAST_SvcCntProtection-V1_0-20050311-D (or latest update)

OMA-DRM-XBS-V1_0-20050315-D (or latest update)

	Submission Date:
	21 Mar 2005

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Frank Hartung, Ericsson, Frank.Hartung@ericsson.com 

	Replaces:
	n/a


1 Reason for Change

An efficient representation of ROs is needed for broadcast distribution. BCAST has already adopted GZIP as the mandatory mechanism for service guide compression. Also, GZIP has been chosen by 3GPP MBMS (see 3GPP TS 26.346, sections 5.2.2. and 7.2.5), and is currently being proposed and under discussion in DVB. This proposal suggests the use of GZIP also for compression of ROs. This reduces overall implementation complexity in terminals, since it does not require an additional compression or parsing functionality in the device. Special binary formats of Rights Objects are not desirable, since they require an additional parser, and since parallel definitions of XML based and binary ROs may lead to inconsistencies and interoperability problems. Please note that OMA DRM 2.0, in contrast to OMA DRM 1.0, does not specify a binary RO format. Further it is suggested that RO compression is optional to use – BDSs may have enough bandwidth to omit RO compression, and it should be a service provider decision to use compression or not. In any case, compression shall be optional in the case ROs are distributed over the interactive channel.

2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is proposed to include the text below into the latest versions of OMA-TS-BCAST_SvcCntProtection-V1_0 and OMA-TS-DRM-XBS

6 Detailed Change Proposal

A. Change in document OMA-TS-BCAST_SvcCntProtection-V1_0-20050311-D:
[RFC1952]
RFC 1952, “GZIP file format specification version 4.3”
…

5.1.2.2.1.1 Use of ROs

Service keys described in Layer 2 of the Key Hierarchy for Service Protection are transmitted to each terminal within rights objects (ROs) by using service key messages, whose format is to be defined later.  In addition to service keys, ROs also contain permissions and other attributes linked to protected service.  Service Keys would typically be utilized for subscription services.  Each service key protects a single subscription service that can be purchased as a unit.  A unit is the minimum granularity of services that a service provider offers to an end user, and a unit, therefore, MAY correspond to a single program channel, to a portion of a channel, or to a collection of program channels that are all purchased as a unit.  The service key is an intermediate key, i.e. it does not directly encrypt the content but instead encrypts a traffic encryption key or Layer 3 keys.  The service keys themselves are encrypted by keys transmitted in Layer 1 of the Key Hierarchy.  The method of encrypting the service keys is to be defined later.

A terminal periodically receives a set of service keys that MUST be encrypted and authenticated.  Depending on the capabilities of underlying transport networks, multiple service keys MAY be combined into one service key message directed to a terminal.  There MAY also be multiple such messages that relay different sets of service keys to the same terminal.

Service keys SHOULD be periodically updated so that when someone drops a subscription, their access to a service will be terminated cryptographically once a service key changes.  For example, service keys MAY change once per billing period (e.g., on a monthly basis).

The transmission of service key messages to a terminal can be done over an interaction channel or over a broadcast channel, depending on factors such as whether the terminal has access to an interaction channel.  The exact mechanism to transmit service key messages to terminals is to be defined later.

If a Rights object, e.g. a service key message, is transmitted over the broadcast channel, then the RO 



MAY be compressed using GZIP [RFC1952]. Terminals SHALL implement GZIP [RFC1952].
In addition, if the service key message is transmitted over the broadcast channel, then digital signatures or MACs over the RO MAY be verifiable over the efficiently encoded RO itself without having to decode or de-compress the efficiently encoded RO.

In addition, if the service key message is transmitted over the broadcast channel, then all content of the service key message other than the efficiently encoded RO MAY be compressed or encoded.

If the service key message is transmitted over the interaction channel, then the service key messages , including the RO, digital signatures or MACs, MAY be encoded, compressed, or text-based.

B. Change in document OMA-DRM-XBS-V1_0-20050315-D:

[RFC1952]
RFC 1952, “GZIP file format specification version 4.3”
…

6.  Broadcast Rights

6.1    Broadcast Rights Object
Broadcast Rights Objects are regular (XML encoded) Rights Objects with broadcast specific extensions. 

6.1.1 Compression of Broadcast Rights Objects

Broadcast Rights Objects distributed over the broadcast channel or the interactive channel MAY be compressed using GZIP [RFC1952]. 
Terminals SHALL implement GZIP [RFC1952].
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