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1 Reason for Contribution

This contribution presents how to increase the security of the current broadcast solutions by using a tamper resistant module, (if it is supported by the UE), to provide secure service protection. In addition, this solution provides a mechanism to verify device compliancy using OMA DRM version 2. In a GSM or a UMTS compliant network, this tamper resistant module is either a SIM or a USIM card. It is commonly noted (U)SIM [3GPP 22.101]. This proposal is based on USIM but with possible modifications to current SIM standards in 3GPP a similar mechanism could be implemented using SIMs

(U)SIM ensures the global security of their services and networks (86% of mobile devices will use a (U)SIM by 2006, and already more than one billion users have a (U)SIM in their UE). This solution proposes to re-use some of the existing security mechanisms developed based on USIM technology. This document do not intend to demonstrate the security of a (U)SIM as it is extensively used by GSM and UMTS networks to provide security in 3GPP networks. 

2 Summary of Contribution

In Service Protection, the key point is to ensure that certain services are only delivered to legitimate subscribers of the Service Provider that have subscribed to these services, i.e. only subscribers that pay a subscription fee for the service should be able to access these services on the broadcast channel. Access in this context translates to decryption of an encrypted channel for a particular service. 

This requirement, and the concern that the Service Provider will have about fraudulent subscribers, can be addressed if the Service Provider can use security technologies that are already deployed as part of its existing subscription base such as  the (U)SIM if the Service Provider is a mobile network Operator. These technologies can secure access to the bearer which delivers the service. This is the principle underlying the use of (U)SIM to secure access to the GSM and UMTS bearers (commonly known as 3GPP bearers). 

Service providers that are not network operators can either contract with a network operator for the use of the USIM [3GPP 31.102] to protect their services or can alternatively merely rely on the service protection offered by the Device key pair.

This proposal introduces a mechanism to involve the standardised USIM for service protection.

The use of USIM keeps the solution close to 3GPP standards and provides for a roaming solution. It relies on the use of:

· The 3GPP Generic Authentication Architecture (GAA) [3GPP 33.220], specifically, the Generic Bootstrapping Architecture with USIM based security (GBA-U variant)

· The use of dual service keys, SK_U held in the USIM and SK_D held in the Device.

3 Detailed Proposal

3.1 Introduction

The proposal requires the following network entities to exist in order to operate:

BSF (Bootstrapping Server Function) [3GPP 33.220]:  BSF is hosted in a network element under the control of a Mobile Network Operator. BSF, HSS (Home Subscriber System, i.e. Authentication Centre), and UEs (Mobile Terminal) participate in GBA in which a shared secret is established between the network and a UE by running the bootstrapping procedure. The shared secret can be used between NAFs and UEs, for example, for authentication purposes. BSF derives Ks_int_NAF (see below) and delivers this to the NAF

NAF (Network Application Function) [3GPP 33.220]:  This entity can run by a 3rd party that is not connected to the mobile operator. It receives key material from BSF. A NAF can also be hosted by the mobile network operator. 

Head End: This is the BCAST-specific entity that puts service protection on the broadcast channel.

The following keys are used in the proposal:

Keys related to the USIM: 

K: This is the symmetric, USIM-specific key [3GPP 33.102] used for 3GPP bearer authentication and at the root of the GBA_U mechanism.  There is an instance of K in each USIM with a copy in the HSS of the mobile operator that issued a particular USIM.  K could be provisioned in the USIM by the USIM provider and later loaded to the HSS by the operator.

Ks_int_NAF: 
This is the symmetric, USIM-specific key generated in the USIM and the BSF (from which it can delivered to the NAF) using GBA_U.

SK_U:

This is a symmetric key shared between many USIMs.  This key is not USIM-specific.  It is generated by the head end and delivered to the USIM under the protection of Ks_int_NAF.  SK_U may be delivered either in a Rights Object (RO) over the cellular channel or in a Binary Compressed Rights Object (BCRO) over the broadcast bearer.  SK_U is used, along with SK_D, to protect TEKs are they are delivered over the broadcast bearer. SK_U remains within the USIM.
Bootstrapping Transaction Identifier (B-TID): The bootstrapping transaction identifier (B-TID) is used to bind the subscriber identity to the keying material. B-TID is generated as part of a GBA protocol run.

Keys related to the device:

K_priv:
The private, asymmetric key of the Device, probably provisioned in the Device at manufacture.  This key is Device-specific.

K_pub:
The public, asymmetric key of the Device, corresponding to K_priv, probably delivered to the head end in the form of a certificate during Device registration using the 4-pass Registration variant of ROAP.  This key is Device-specific.

SK_D:
This is a symmetric key shared between many Devices.  This key is not Device-specific.  It is generated by the head end and delivered to the Device under the protection of K_priv/K_pub, (encrypted using K_pub and decrypted at the Device using K_priv, there could also be additional keys in the chain).   SK_D is used, along with SK_U, to protect TEKs are they are delivered over the broadcast bearer.  In addition, SK_D is used to protect TEKs are they are passed from the USIM to the Device over the USIM-Device interface.

Traffic keys:

TEKs:
TEKs are (symmetric) Traffic Encryption Keys used to encrypt the content at the transport/network level using either SRTP or IPSec.  TEKs are delivered over the broadcast bearer under the protection of SK_D and SK_U, and across the USIM-Device interface using SK_D.

3.1.1 Information about GBA

The use of USIM to protect access to a service provider owned service protection channel has a precedent in the use of the USIM to protect 3GPP defined MBMS (Multimedia Broadcast/Multicast Service) [3GPP 23.246] [3GPP 33.246], which uses the Generic Boostrapping Architecture (GBA) within the Generic Authentication Architecture (GAA) to involve the USIM in key management for MBMS. The details of how GBA is used within MBMS are detailed in the MBMS specification; see Security of Multimedia Broadcast/Multicast Service, [3GPP 33.246]. 

GBA works by using the basic 3GPP authentication and key agreement (AKA) mechanisms to perform AKA at an application layer. A random challenge (RAND) and network authentication element (AUTN) are delivered to the USIM. The USIM uses its secret key, K, to compute a response to the challenge, RES, and two 128 bits keys, CK and IK. CK and IK would normally be used, respectively, for ciphering and integrity of the 3GPP air interface but in the GBA context are used to generate a new key, KS., by concatenating CK and IK into a single 256 bits long key, 

In the simpler form of GBA (just “GBA”), KS is delivered to the Device by the USIM for use in the Device. GBA-U is a variant of GBA whereby the key KS, remains within the USIM.

Ks, which we call the bootstrapping key, is used to derive further application keys called NAF keys. One pair of keys is derived per NAF for each run of the GBA protocol: Ks_int and Ks_ext. Ks_int remains within the USIM while ks_ext is revealed to the device. As a result the NAF will share one key with the USIM, and another one with the device. Please note that the derived keys (Ks_ext, Ks_int) also require relevant Key IDs (B-TID) that are generated by the BSF. The rules of the applications (e.g. MBMS) using GBA-U define how these two keys are used by that application.

This document proposes that a GBA-U variant is used to contribute to the protection of traffic keys, and so provide extra security by requiring the USIM to be present throughout the service session. (MBMS requires Devices to support both GBA and GBA-U and service providers can choose which to use.)

3.1.2 OMA BCAST/DLDRM Requirements

In order to address the proposal expressed above, the BCAST/DLDRM should undertake technical work on the following areas:

· Integration of 3GPP MBMS GBA/GBA-U in the BCAST architecture:

· To leverage existing mechanisms for service protection when they are already provided by existing network infrastructure and handsets.

· To maximise the re-use of network infrastructure for broadcast services offered over both MBMS and DVB-H (or any other broadcast bearer).

· Double encryption of Traffic Encryption Keys (TEKs) with both the USIM Service key (SK_U) and the Device Service Key (SK_D) when delivered to the User Equipment (UE) in an Entitlement Control Message (ECM):

· To provide confidentiality of TEKs between the smartcard and the Device

Conditions:

These mechanisms should be optional for service providers to use in all cases, but mandatory for UEs to support, if they support a USIM/smartcard/tamper resistant module.
Justification:

1. All elements of the proposal that are supported by Devices are either standardised or could be standardised (GBA_U variant) if adopted by OMA. In addition, if the Device already supports OMA DRM Version 2 and GBA (with the necessary modification of GBA_U.  Standard GBA_U will be supported if 3GPP MBMS is supported), all elements of the proposal will likely to be supported by the Device.  (It is likely that a UE that supports DVB-H will also support MBMS so that MBMS over 3GPP can be used as a replacement broadcast bearer if the user roams out of DVB-H coverage.).

2. The use of the USIM means that the Service Provider (in the case of a Mobile Network Operator) has an element in service protection that is entirely under their control. This is appropriate, as they are the party that suffers financially if service protection is broken.

3. Current Conditional Access (CA) services virtually all rely on the use of a smartcard and the security provided by a smartcard is something that CA service providers are used to. It generally easier to persuade service providers to offer their services over mobile as well as their non-mobile channels if the mobile channel is as similar as possible to the non-mobile channel. The use of a smartcard should therefore make it easier to satisfy the security concerns of CA service providers.

4. The solution can easily provide for roaming scenarios as this is provided natively in the design of 3GPP GBA.

3.2 Detailed Proposal

A variant of GBA-U can be used for service protection as described below:

a) The Service Provider (which, in GBA terms, takes the role of the Network Application Function, the NAF) fetches the service keys (Ks_Int_NAF and Ks_Ext_NAF) from the BSF after receiving B-TID (bootstrapping transaction identifier) from the UE.

b) For UEs with a smartcard and a cellular channel, GBA_U is run in the standard manner, that is, RAND and AUTN are sent to the UE using http digest [RFC 3310] AKA message and the response from the smartcard, RES, is returned also over http.  The return of RES achieves explicit authentication of the smartcard, and thereby the subscriber, to the service provider. This explicit authentication may not be  necessary in a multicast/broadcast environment as the procedure is mainly used for key derivation rather than network access authentication.  For UEs with a smartcard but no cellular channel, RAND and AUTN can be delivered over the broadcast bearer in a Binary Compressed Rights Object (BCRO). Please note that in addition to the RAND, AUTH an integrity check field with the key lifetime and NAF address (FQDN) is also required to be delivered to the UE in case of a standardised GBA_U operation. 

c) Ks_NAF_int is derived from Ks (Ks=CK || IK)  using additional parameters such as NAF FQDN (Fully Qualified Domain Name) and a generic Key Derivation Function (KDF) [3GPP 33.220] both in the smartcard and on the network side in the BSF.  Ks_NAF_int is used to encrypt the USIM service key (SK_U) and any long term configuration information to be sent to the Device.  

d) The Service key for the Device (SK_D) is protected for delivery to the UE using the Device’s public key.  Both the encrypted(using Ks_NAF_int) SK_U and SK_D are formed into an OMA DRM Version 2 Rights Object in a ROAP RO-Response message for delivery to UEs over the cellular channel.  Alternatively they can be transported over the broadcast bearer in a Binary Compressed Rights Object (BCRO).

e) Traffic encryption keys (TEKs), sent to the UE using ECMs, are encrypted at the head end using SK_D and then SK_U.  That is, the encrypted TEK component of the ECM is ESK_U(ESK_D(TEK)).

· On receiving an ECM the Device first sends the ECM to the USIM.  The USIM uses SK_U to decrypt ESK_U(ESK_D(TEK)) and then returns ESK_D(TEK) to the Device.  The Device uses SK_D to obtain the TEK, which can then be sent to the content decryption unit in the Device.  Secure transmission of TEKs between the smartcard and the Device (or more likely, some secure area on the Device) is thereby achieved.

Figure 1 describes the relationships between the entities and related interactions as described above. Same colours indicate possible grouping by administrative domains.

Figure 1. Description of entities and related keys that are required to deploy the proposed solution.  

3.3 Future Work

The following areas to below requires further developed in order to complete all the technical details of this proposal:

· Specification of OMA use of 3GPP GBA_U for BCAST

· Details of all key delivery mechanisms (via RO, HTTP Digest AKA, etc) must be specified. 

· Details of any impact on currently standardized 3GPP USIMs if any needs to be specified. 

· Interfaces with relevant protocols between the Content Providers, NAF, DRM Rights issuer needs to be defined in the OMA BCAST Specifications.

· Details of service protection (IPsec, SRTP) needs to be specified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that OMA BCAST agrees to adopt this proposal as a baseline for upcoming technical work for the inclusion of a tamper resistant module within the BCAST architecture and assigns champions to the different work areas that are identified in the document.
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