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1 Reason for Change

Broadcast domains are mentioned in requirement SPCP-21 of the BCAST Mobile Broadcast Services Requirements Candidate Version 1.0 document.  This Change Request (CR) describes two types of broadcast domains.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The two broadcast domain definitions are presented for inclusion in the latest version of the BCAST Content and Service Protection technical specifications document.
6 Detailed Change Proposal

There are two possible types of broadcast domains.  In one type, all terminals that subscribe to a service or a service bundle share a common group key.  Service encryption keys (SEK) or Program encryption keys (PEK) then would be encrypted using this common group key.  We call this type of broadcast domains a service domain.  Terminals in a service domain can share content and services with any other terminal in the same service domain, subject to permissions specified by content or service providers.  The advantage of service domains is that communicating changes in SEK consumes very little bandwidth.  Another possible type of broadcast domains is a collection of terminals that are defined, limited, and managed by an authorizing entity, such as a rights issuer.  We call this type of broadcast domains a device domain.  Terminals in a device domain share a common domain key, which is used to encrypt SEK or PEK.  Terminals in a device domain can share content and services only with other terminals in the same device domain, subject to permissions specified by content or service providers.


For device domains, three use cases need to be addressed.  In the first use case, content obtained from a broadcast service is stored in some terminal Y.  When a terminal joins a device domain that Y belongs to, Y transfers the stored content the terminal.  For this use case, it seems that Y needs to use the domain key to transfer encryption keys along with the encrypted content to the terminal joining the device domain.  In the second use case, an unconnected device joins a device domain that contains a connected device.  The unconnected device then uses the connected device to register with the broadcast service distribution function.  Device domain join/leave operations over the broadcast channel then need to be defined.  In the third use case, multiple terminals in the device domain access broadcast content since all terminals know the domain key, and, hence, know the SEK or PEK.

For service domain, domain join/leave operations similar to the ones defined for device domain can be used.  One issue, however, is that these operations were defined for domains with small size.  Therefore, the operations would need to be extended to service domains of large size.


To address service and content protection when domains exist, it seems that the current 4- layer key hierarchy model discussed in the OMA BCAST AD does not need to be changed substantially.  The definition of Layer 1 can be extended to include terminal registration and domain management.
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