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1 Reason for Change

At the joint BCAST/DLDRM meeting in Chicago Vodafone proposed to make authentication for IPsec mandatory which was agreed for IPsec and SRTP. One of the related CRs was modified accordingly, however, we missed to modify two other CRs which also mention the authentication. 

This CR proposes to rectify this and makes the spec consistent in this regard. 
Background: The IETF is about to release new versions of the IPsec RFCs which will supersede the existing RFCs. These new RFCs will STRONGLY RECOMMEND that authentication is always used and that encryption-only IPsec should not be used. On that basis, OMA BCAST should follow the IETF. Furthermore, all 3GPP uses of IPsec explicitly prohibit encryption-only IPsec, that is, they always require authentication to be used.
2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

None identified.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

 Agree the CR to be consistent within the spec.
6 Detailed Change Proposal

Include the change proposals in the latest version of OMA-TS-BCAST_SvcCntProtection
(structuring of the individual extensions into the document structure would be left to the editor).
5.1.2.2.3  Traffic Encryption Layer

This subsection deals with the “Traffic Encryption Layer” in the 4-layer model for Service and Content Protection.

5.1.2.2.3.1   IPsec

IPsec fulfills both the criterion to be bearer-agnostic and to be universally usable for all types of IP-based services. The Broadcast System MAY use IPsec to protect Broadcast Services. Broadcast Terminals MAY support IPsec.

The IPsec implementation in the device SHALL be such that it does not interfere the usage of IPsec for other applications than OMA BCAST. This implies that the SPI allocation and security association lookups SHALL be implemented in such a way that they interoperate with existing IPsec implementations.

An IPsec security association (SA) consists of a tuple of the following parameters. 

· Selectors (IP protocol version, source IP address, destination IP address, protocol, source port and destination port)

· SPI

· destination IP address

· security protocol, security protocol mode and security protocol parameters

· algorithms and algorithm parameters

· keymaterial

The selectors can contain wildcards, ranges or pointvalues, but all the other parameters must be exactly defined. For transport mode all address selectors must be point values and the destination address selector must match the destination IP address of the SA. An IPsec SA SHALL be uniquely identified by a destination IP address and SPI pair.
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Figure 1 – IPsec Security Association Elements

The figure above shows the different objects and elements involved in instantiating IPsec security associations.The instantiation of security associations is performed by the keystream layer and is driven by traffic key messages and rights objects. Given a traffic key message, a keystream layer extracts and suitably packages the encrypted fields in that message and passes them to the DRM Agent. The DRM Agent decrypts these fields using a rights object. The decrypted fields are provided back to the keystream layer which based on the traffic key message and the decrypted fields instantiates a set of security associations.

Selectors

Selectors are provided by the keystream protocol. The requirements for the selectors are that the IP addresses are point values and the destination IP address is equal to the destination address in the security association.

Encapsulation Protocol and mode

If IPsec is used for encryption of broadcast services, the protocol and mode SHALL be ESP in Transport Mode, according to RFC 2401 and 2406. Other IPsec encapsulation protocols or modes SHALL NOT be used.

Encryption Algorithm

The encryption algorithm for IPsec ESP SHALL be AES-128-CBC with explicit IV in each IP packet, as defined in RFC 2451 and 3602. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.

Authentication Algorithm

The authentication algorithm for IPsec ESP SHALL be HMAC-SHA-1-96, as defined in RFC 2104 and 2404. Other authentication algorithms or truncations SHALL NOT be used.

Authentication is MANDATORY for the Broadcast System to use. 
SA Management

The key stream layer defines how often the transport layer keys are rekeyed. This sets the following requirements:

· The The traffic encryption key (TEK) contained in the key stream message SHALL be used as the key for the ESP encryption.

· The The traffic authentication key (TAK) contained in the key stream message SHALL be used as the key for the ESP message integrity code if authentication is used.

· The IPsec implementation SHALL be able to handle rekeying intervals of at least once per TBD seconds. 

· The IPsec implementation SHALL be able to manage security associations relating to the key stream messages separately from those managed manually or by any other protocol such as IKE. This implies the ability to identify whether an SA is relating to key stream messages.

· The IPsec security policy (SP) SHALL be provided by the service guide. Security associations relating to key stream messages SHALL be prioritized lower than those security associations that have a locally defined policy or a policy that is provided by a trustworthy party.

· security associations relating to key stream messages are simplex and SHALL be applied only to inbound traffic on the recipient side.

· An implementation SHALL be able to keep alive the security associations for at least two crypto periods of the key stream.

The rekeying of existing security associations by the key stream layer SHOULD be managed on a resource basis by the IPsec layer according to the following recommendations:

· The IPsec implementation SHOULD be able to keep alive at least the two most recently instantiated IPsec security associations for a specified set of selectors.

· The IPsec implementation SHOULD provide a least-recently-instantiated mechanism for destroying security associations as resources reserved for OMA BCAST IPsec security associations are exhausted.

· The amount of security associations required to exhaust the resources such that the LRU is triggered SHOULD be TBD. 
5.1.2.2.3.2   SRTP

The Broadcast System MAY use SRTP to protect Broadcast Services. Broadcast Terminals MAY support SRTP.

An SRTP session is defined as a cryptographic context in the terminology of SRTP. A cryptographic context for SRTP when used to secure OMA BCAST consists of the following elements:

· roll-over counter (ROC)

· receiving sequence number

· cipher and mode definition

· MAC method definition

· list of received packets

· MKI indicator bit

· length of the MKI field

· value of currently active MKI

· array of secret master keys (MK)

· array of counter of processed packets for each master key

· length of encryption and authentication keys

· master salt

· context id

A cryptographic context is uniquely identified by its context id. The context id consists of the SSRCS, destination network address and destination transport port number. 
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Figure 2 – SRTP Cryptographic Context Management

Key Management

The OMA BCAST SRTP application SHALL use the MKI value for looking up decryption keys. This means that a cryptographic context SHALL have the MKI indicator bit set to 1. The MKI field SHALL not be longer than 32-bits. The <From, To> value method of key lookup SHALL NOT be used.

The Master Salt SHALL NOT be used. 

The traffic encryption key (TEK) contained in the key stream message SHALL be used as the SRTP master key.

The key derivation rate SHALL be 0. 

The key stream SHALL provide and update the cryptographic contexts to the SRTP implementation. Note that some fields are initialized and/or managed internally, such as the list of received packets used in replay protection, receiving sequence number, and the ROC. 

The ROC value is included in the plaintext that a MAC is computed over (assuming authentication is used). The ROC values between the sender and recieiver SHALL be synchronized. The 48-bit packet index value is included in the (implicit) IV for the AES-CM encryption, and therefore the ROC is needed to encrypt/decrypt a packet.

The SRTP implementation SHALL be able to handle rekeying intervals of at least once per TBD seconds 

Encryption Algorithm

The encryption algorithm for SRTP packets SHALL be AES-128-CM, as defined in RFC 3711. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.

Authentication Algorithm

The authentication algorithm for SRTP SHALL be HMAC-SHA-1-80, as defined in RFC 2104 and 3711. Other authentication algorithms or truncations SHALL NOT be used.

Authentication is MANDATORY for the Broadcast System to use. 
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