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1 Reason for Contribution

This contribution is a commentary on BCAST-2005-0071, arguing that we need more study on broadcast encryption before deciding on a specific variant.

2 Summary of Contribution

Subscriber group addressing is an important ingredient for efficiently broadcasting (BC)ROs and key material to smaller or larger subscriber groups. In BCAST-2005-0071 an early variant of broadcast encryption (the Fiat-Naor scheme) was proposed as an attractive and efficient way of achieving this. The performance of this method was measured by the number of keys to be stored in receiving devices as well as the bandwidth required from sender to receivers. It was proposed that the FN scheme was highly suitable and should be taken into consideration for BCAST-DLDRM. In this document we argue that key storage requirements and bandwidth are not the only relevant parameters, but that the computational burden in receivers, as well as privacy as security considerations should be taken into account.  We conclude that the FN scheme is not necessarily the best scheme for subscriber group addressing and that more a careful study on broadcast encryption variants is needed.

3 Detailed Proposal

The Fiat-Naor scheme (FN)

Consider the logarithmic FN scheme of BCAST-2005-0071 [1] for the case of N = 232 (4 billion) devices. The number of keys supported equals N*log2(N) = 32*232 = 237. The number of keys that has to be stored in each device equals log2(N) = 32. And finally, the bit-vector V that has to be sent to signal whether or not a device belongs to the subscriber group equals 512MByte! Clearly, for such a large number of devices as in this example, the length of this bit-vector is prohibitive. Therefore, in practice V will have to be sent in a more efficient format, e.g. using compression or structured representations. The theoretical optimal length of V is also referred to as the subscriber group description size |V|. 

JB: I guess DLDRM-2005-0071 is meant above. This document does not state the intended broadcast group size for use in broadcast. The intended broadcast group size is 256 or 512 devices. This is apparent from OMA-DLDRM-2005-0064-Broadcast-Rights-Object-.  Sorry for the confusion.

The vector V is 32 or 64 bytes long, which is not yet excessively long. Selection of larger broadcast groups than 512 devices would yield addressing fields longer than the BCRO itself. This means that increasing the broadcast group size beyond 512 devices will yield almost no return in bandwidth efficiency. 

Another reason for the selection of the broadcast group sizes of 256 and 512 is to weigh on the one hand bandwidth efficiency with on the other hand probability of collusion attack. 

Can one use compression for V effectively, if the probability that a device is addressed is independent of whether other device in the group have to be addressed? 

The FN scheme requires that the vector V or a representation thereof is publicly broadcasted for receivers to be able to compute a shared key. This opens the possibility that privacy sensitive information can be obtained: a malicious subscriber A may subscribe to an adult program with the purpose of finding out whether or not subscriber B is also in the subscriber group and using this information for less than honorable purposes. Protection of subscriber group information therefore needs to be taken into consideration.

JB: This privacy issue has to do with how difficult is it to get to know a subscriber name from the address used in broadcast addressing. How difficult is that? During device registration, the device address is coupled to a subscriber by the service provider/rights issuer. They should keep this infoormation confidential. This privacy issue is probably similar in CA systems that employ Euro-crypt addressing to broadcast the same entitlement to a group of devices. Is pricacy an issue in CA systems that use Euro-crypt addressing?
The computation of a common key from the intersection of all key sets as defined by the bit-vector V needs careful consideration: in the simple case of the modulo 2 addition of all common keys the required computational resources might easily be prohibitive if V is sufficiently random. The computational burden on a receiver is (1) to parse V, (2) to compute the shared keys from the tree representation and (3) to sum these shared keys. Note that in a naïve implementation of FN the cost of (2) and (3) is proportional to the number of subscribers, a dependency that is not considered favorably from a receiver point of view. In particular, for a small number of random subscribers Ms or for a small number of random revocations Mr the computational requirements should be sub-linear in Mr or Ms. The proposal in BCAST-2005-0071 (the FN scheme) needs further elaboration to address these computational issues.

JB.: The number of keys that a receiver needs to compute in step 2 is equal to the number of devices in the group that have not been addressed. So maximally, a device needs to compute 255 or 511 keys (well, 254 or 510, because if a message is targeted to one device, the unique device address can be used, see OMA-DLDRM-2005-0064-Broadcast-Rights-Object-). A device could do this once and store them securely, which leaves only step 3 to be done whenever a device receives a message that uses broadcast addressing. A device could also do step 2 and 3 whenever it receives a message. These messages are typically BroadCast Rights Objects and it decrypting them will not have to be done in a very short time by a device. E.g. when a user purchases the rights to a program or service for an unconnected device, the broadcasting of the associated BCRO will have a relatively large delay anyway, so adding a couple of seconds or even some tens of seconds won’t make much of a difference. The sending of BCROs for services can be scheduled such that they arrive at least minutes before they are needed. 
A further issue with the FN scheme as presented is its vulnerability to collusion attacks. As every device holds all keys except its own, it is sufficient to for a hacker to compromise two devices to have access all keys in the system (although not in the most efficient representation).  For example, hacking device 1 compromises all keys except key 1; similarly hacking device 2 compromises all keys except key 2. The combined hacking effort will therefore compromise all device keys.

JB: Collusion is not seen as a big threat, because the groupsize is small. In order to make the probability of such collusion attacks negligible, the following criteria SHOULD be followed when assigning devices to Broadcast Encryption Groups: 1) Devices owned by the same user are not assigned to the same group and 2) Each device is assigned to a group randomly. It is the responsibility of the RI to make available and manage an appropriate number of groups.  When the number of groups is in the order of thousands, collusion attacks become costly and impractical. We will prepare a CR for this. 

This also means that devices that belong in the same domain should not belong to the same broadcast group.

This also means that if a service provider only has a rather limited number of registered devices, it should not use broadcast group addressing or only have one device per broadcast group. The inefficiency of not using broadcast addressing does not matter in this case, because there are not many device to address anyway.

One of the reasons to limit the broadcast group size to 512 maximum was to limit the probability of collusion attacks.
The Naor-Naor-Lotspiech scheme (NNL)

A computationally efficient scheme for large subscriber groups (efficient for the receiver that is) is given by the NNL scheme, named after the inventors Naor, Naor and Lotspiech [2] [3]. Similar to the FN scheme, keys in NNL are ordered in binary trees. However, in NNL there is more than one tree and each tree has its own key generation function. More precisely, each full subtree in the complete master tree of depth N has it own set of keys. Each device belongs therefore to N-1 trees, and for each of these trees, a device knows every key, except its own key (similar to the FN scheme). Given appropriate key generating functions, the complete set of keys (for all subtrees), can be derived from one single master key K. The figure below shows the configuration of keys for N = 4.


[image: image1]
In this simple example, each device belongs to 2 trees, has 3 keys in the master key (e.g. device 1 has keys 2, 3 and 4) and 1 key in the subtree (e.g. device 1 has key 2), for a total of three keys. These keys can efficiently be represented using the tree structure for key derivation (similar to FN). In general, the number of keys in a device in the NNL scheme is given by (log2(N)  + (log2(N/2)  + … log2(1)  = log2(N)*(log2(N) + 1) / 2, equal to 528 keys for N = 232 and equal to 210 keys for N = 220 (compared to 20 in the FN scheme).

A sender who wants to send key material K to the subscriber group V encrypts K with one or more device keys from the NNL tree set. Every receiver in the subscriber group obtains key material K by decrypting with one of its device keys; receivers not in the subscriber group will not have an appropriate key to decrypt. The list of key encryptions is referred to as the media key block (MKB). It can be shown that the length of the MKB is approximately equal to 1.28 |V|, i.e. a little more than one encryption per revocation. Moreover, there exists a simple algorithm that will allow a receiver to re-compute the optimal list of encryption keys used by the sender from the revocation list.

As an example consider N = 232 as before, and assume that device 11 and 25 need to be revoked. In the optimal key assignment solution device 11 is revoked in the subtree spanning leaves 0:15, that is the KMB will include the key content K encrypted with the NNL key 11 in subtree 0:15, denoted as E[0:15;11;K]. Every other device in the range 0:15 than device 11 is able decrypt E[0:15;11;K]. Similarly device 25 is revoked in the subtree spanning leaves 16:31 by including E[16:31;25;K] in the MKB. Finally, all other devices with ID larger than 31 are included by revoking devices 0:31 in the complete tree (using the node key labeling the subtree spanning leaves 0:31), that is including E[0:(N-1);0:31;K]. In this particular case we need a total of three encryptions (by the sender) for 2 revocations. In general, as said above, every revocation needs 1.28 encryptions on average. For small subscriber groups (i.e. many revocations), the NNL scheme is inefficient.

In summary, in NNL the computational burden for receivers is considerably less than for FN: a single decryption is sufficient to obtain the key material K. On the other hand, the bandwidth required to transmit the MKB to the receiver is considerably more than the subscriber group information V (which is sufficient for FN) by a factor equal to the key length of K. Moreover, as in the FN scheme, the NNL scheme is vulnerable to privacy intrusion and collusion attacks.

JB, Ton, could you do a comparison between NNL and FN for the case that a broadcast group is 256 or 512 in size?

Advanced broadcast encryption

In a recent publication Boneh et al. present a new broadcast encryption scheme based upon bilinear pairings (similar to the pairings used in modern identity based encryption schemes) [4]. This paper also gives an excellent overview of existing broadcast encryption schemes. This paper [4] shows that there exist variants of broadcast encryption that are more efficient than FN and NNL and also allow a more-flexible trade-off between the different relevant parameter: bandwidth, size of device keys, computational requirements, security and privacy.
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4 Intellectual Property Rights
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5 Recommendation

Broadcast encryption has the potential to be an important ingredient for BCAST-DLDRM because it allows efficient key material delivery. However, a better understanding is needed of other relevant parameters (security, computational resources, privacy) before a well-informed choice can be made on the type of broadcast encryption most suited for BCAST-DLDRM. It is recommended to meet and consult with the Security group in OMA for a best solution.
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