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1 Reason for Change

This CR describes BCRO and different cases of addressing devices for device registrations over the broadcast channel.

2 Impact on Backward Compatibility

3 Impact on Other Specifications

<statement describing impacts on other specifications, this may relate to dependencies (either way), or on related requirements or technology material covered in other documents>

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

6 Detailed Change Proposal

5.4.2Addressing (group / unique)
The registration data supports four cases of addressing devices, as is explained in figure 1 below.
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Figure 1: Explaining the concept of addressing

key:

1 = addressing a unique group? use Unique Group Key (UGK)

2 = addressing < unique group? use Subscriber Group Key(s) (SGK)

3 = addressing only one device? use Unique Device Key (UDK)

4 = addressing a local domain? use Local Domain Key (LDK) 

A unique group contains all devices in a group. A Subscriber Group can be smaller than or as large as the unique group. Alternatively a device can be addressed via a (local) domain group. A unique device can be part of a unique group and/or a Subscriber Group and/or local domain. One or more unique groups form the population of devices. In this example the group size is 256 devices. A group size of 512 or 256 is supported and is an acceptable group size when it should be needed to revoke the devices. Using a larger group size is not supported because of the fact that eventual revocation of such a group easily concerns to much devices. 

Following sections describe the relation between the registration data and the BroadCast Right Object (a.k.a. BCRO). The registration data is send to the device after successful registration of the device. At a later stage the device may receive a BCRO as a means to obtain the content (encryption) key, which in turn is used to decrypt the encrypted AV content. The content key may carry the SEK and/or PEK. The content key is encrypted with a Deduced Encryption Key (DEK) by the RI. The following sections describe the different addressing modes, how the message is filtered and what type of DEK will be used by the device to obtain the content key.

A device MUST support all four addressing modes. The network operator can choose to send registration data with a keyset of UGK and/or SGK and/or UDK and/or LDK to the device at registration time.

5.4.2.1 Addressing the unique group
To access the whole group, following (oversimplified) BCRO is used.


[image: image2.wmf]Group address

Content key

type

1


Figure 2: (Oversimplified) group BCRO

· The group address was delivered with the registration data and is used to filter for the message 

· The content key (which can carry the SEK and/or PEK) is encrypted with a Deduced Encryption Key (DEK). In this case the unique_group_key (UGK) is used as the DEK.  The UGK used by the RI is identical to the key that was delivered with the registration data send to the device. 

· Everybody in a group can use the content key.

5.4.2.2 Addressing a Subscriber Group 
The Subscriber Group is a privileged subset of the unique group. Two ways are available to address the Subscriber Group, but either one can be used: 

· At registration the registration data delivers a set of subscriber_group_key (SGK) to the device. By using zero message broadcast encryption (refer) a Deduced Encryption Key (DEK) can be constructed from the the SGKs sent to the device. The RI uses the this DEK to encrypt the Content key and only the device with the matching set of SGKs on board can construct the same DEK.

· for reasons of completeness it is mentioned that is is also possible to deliver no SGKs with the registration data. With 0 (zero) SGK it is of course not possible to deduce a DEK. In this case the unique device addressing with a unique_device_key (UDK) as DEK must be used. 

N.B.: It is inefficient for large populations to use unique addressing instead of (subscriber) group addressing, since it quickly consumes all available bandwidth. 

To access the Subscriber Group, following (oversimplified) BCRO is used. 
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Figure 3: (Oversimplified) Subscriber Group BCRO

For both ways the group address was delivered with the registration data and is used to filter for the message.

· The group address is part of the unique_device_filter (UDF) address that was send with the registration data to the device and is used to filter for the message 

· The Eurocrypt style bit access mask prescribes which group members are “entitled” to use the Content key (which can carry the SEK and/or PEK), which means in this case indicates which groupmembers of the Subscriber Group should try to deduce the broadcast key from the zero message broadcast keys in the device. 

· The device should try to construct the Deduced Encryption Key (DEK) from the SGKs that were delivered to the device. The SGKs used in this process should belong to the same RI context the BCRO is belonging to. 

· Only members of the Subscriber Group can use the Content key. If a member of the group succeeds in constructing the DEK, that member can decrypt the Content key. Any group member who tries to deduce the DEK but who does not have the appropriate (zero message) SGK on board is unable to deduce the DEK to decrypt the Content key.

5.4.2.3 Addressing a unique device
To access a unique device, following (oversimplified) BCRO is used.
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Figure 4: (Oversimplified) unique device BCRO

A unique device is a privileged set of the total group. 

· A unique device is addressed by a unique address, which is a group address plus a position / offset in the group. The position in the groupsize of this example (i.c. 256) can be depicted with a byte, larger groups should use bigger position field. This address must match the unique_device_filter address that was send with the registration data to the device. 

· The Content Key (which can carry the SEK and/or PEK) is encrypted with a Deduced Encryption Key (DEK). In this case the Unique_Device_Key (UDK) is used as the DEK.  The UDK used by the RI is identical to the key that was delivered with the registration data send to the device. 

· Only the unique device which is addressed can use the Content Key.

N.B.: In all cases the headend infrastructure composes the DEK used to encrypt the Content Key and determines the access mask on basis of the created key. For the Subscriber Group case the head end infrastructure must create the access mask based on the corresponding (zero message) SGKs. A “type” field inside the BCRO SHALL indicate which addressing case is covered.

5.4.2.4 Addressing a local domain

To access a local domain, following (oversimplified) BCRO is used.
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Figure 5: (Oversimplified) local domain BCRO

A local domain is a privileged set of the total group. 

· The domain address was delivered with the registration data  and/or via join domain response  and is used to filter for the message. This address is the OMA domain ID.

· The content key (which can carry the SEK and/or PEK) is encrypted with a Deduced Encryption Key (DEK). In this case the local_domain_key (LDK) is used as the DEK.  The LDK used by the RI is identical to the key that was delivered with the registration data send to the device. 

· Everybody in a local domain group can use the content key.

N.B.: Domain addressing is included into the specification as an additional addressing option that will "potentially save some bandwidth over unique device addressing, because more devices of one user might be registered into the same local domain group.  The "savings" in bandwidth with domain addressing are not as high as under subscriber group addressing. For completeness it is mentioned that the domain addressing can also be used in another mode: an option would be to use domain addressing with a population of millions of devices to allow large groups to access low value content. In this non-standard use of domains the "savings" in bandwidth might be considerable compared to any other of the mentioned addressing modes. The trade-off is that a security incident can affect more devices.
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