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1 Reason for Change

As agreed in the Den Haag interim meeting, two options are possible to perform Layer 1&2 key management for OMA BCAST, one based on OMA DRM v2, and the other based on the use of USIM/(R-)UIM. This contribution provides the additional text to describe how a Subscriber Identity Module such as the SIM/(R-)UIM can be used for OMA BCAST key management. 
2 Impact on Backward Compatibility

This CR introduces a new functionality that is compatible with the OMA BCAST model, therefore no backward compatibility issue is foreseen. 
3 Impact on Other Specifications

This specification impacts the Architecture Description of the OMA BCAST service and a companion CR is produced over the AD to reflect the changes proposed here. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We propose that OMA BCAST accept this contribution as a way forward to defined Identity Module-based key management for OMA BCAST. 
6 Detailed Change Proposal

5. Service and Content Protection

<<Sections for the normative specification text.  Fill in as needed.  The following validates the styles used for the headers.  DELETE THIS COMMENT >>

5.1 Service and Content Protection Functional Architecture
<text>

5.1.1 Functional Architecture Diagram (Informative)

An architectural overview of service protection and content protection appears in the OMA BAC BCAST architecture document (AD).

OMA BCAST has requirements to provide both protection for broadcast content and services. However, the protection of broadcast content and services are required for different purposes:

· Content providers require securing the content not only at the present time of broadcasting, but also in the future. Some content providers might want to determine post-acquisition usage rules or so called digital rights. These can be obtained on an individual basis by the end user. Other content providers have content to offer, for which they do not require technical restrictions but limit it to fair use cases and rely on copyright acts. 

· Service providers on the other hand require a secure access mechanism. They are only concerned with managing access to the content at the time of broadcasting. This is independent of the offered content and independent of the presence of digital rights for certain types of content. Only an access/no-access mechanism is required to distinguish between subscribed and not-subscribed users.  

Therefore, service protection and content protection will be handled by two different security mechanisms. 

5.1.2 Service protection
<text>

5.1.2.1 Key Hierarchy
OMA BAC BCAST defines a four-layer key hierarchy which is described in section 5.3.4.2.1 of AD. 

Layer 1 Subscriber Identity (SI) registration implies that the device owns a secret that can be used to secure Layer 1 messages. This secret can be either a shared secret key stored on an identity module (such as the authentication key K stored on the USIM for 3GPP system, or a registration key RK stored on a UIM for 3GPP2 system) or a device private key stored on the terminal. When SI registration is shared secret key-based, key material for Layer 1 is called Subscriber Management Key (SMK). When SI registration is based on device private key, key material is called Rights Encryption Key (REK). 

It SHALL be possible to store SMK on a (U)SIM/(R-)UIM when the terminal supports one. 


5.1.2.2 Key Management Layer
The 4-layer model described in the AD document [OMA-AD-BCAST-V1_0-20050505-D] allows different key management systems to be used for layers 1 and 2. 

A key management system based on asymmetric keys, i.e. a Public Key Infrastructure (PKI), MAY be used, e.g. the PKI model offered by OMA DRM v2.O [OMA-DRM-DRM-V2_0-20041210-C].  Other key management systems based on asymmetric keys (PKI) MAY be used instead.

Alternatively, a key management system based on symmetric keys MAY be used for layers 1 and 2, e.g. the symmetric key model used by both 3GPP MBMS [3GPP TS 33.246] and 3GPP2 BCMCS [3GPP2 S.S0083] security models. Other key management systems based on symmetric keys MAY be used instead.

In order to ensure maximum interoperability, OMA BCAST defines common layers for layers 3 and 4.

Adaptation of the 4-layer model used in OMA BCAST to underlying BDSes SHALL be possible, for example for 3GPP MBMS, 3GPP2 BCMCS or DVB CBMS. This adaptation allows the existing functionalities provided by the underlying BDS to be re-used. Information on the appropriate adaptation is provided in section 5.2.

Section 5.1.2.2.1
 below provides an example of a key management system based on symmetric keys for smartcard-enabled terminals.

Section 5.1.2.2.2
 below provides an example of a key management system based on asymmetric keys, i.e. a PKI, based on OMA DRM v2.0.

5.1.2.2.1 Key management for smartcard-enabled terminals

Secure service protection is a must for service providers. For service providers with a GSM or UMTS compliant network, there is already a security framework for broadcast defined based on a smartcard, i.e. MBMS security based on the USIM, 3GPP2 networks supporting BCMCS will provide a similar security framework based on (R-)UIM. 

Security mechanisms of MBMS and BCMCS can be largely reused for service protection for terminals which are equipped with a USIM or (R-)UIM. Detailed information can be found in [3GPP TS 33.246] and [3GPP2 S.S0083].

Using the shared secret key that reside in the USIM/(R-)UIM, a Subscriber Management Key is established between the USIM/(R-)UIM and the service provider. SMK is a user-specific key that can be used to protect Layer 2 messages. 

In order to permit broadcasting of Layer 2 messages for efficient key distribution, an additional Group Management Key (GMK) MAY be defined. GMK can be common to a group of users and used to protect the delivery of Layer 2 messages through a broadcast channel. 

Both SMK and GMK SHALL be stored within the USIM/(R-)UIM.  

Service encryption key (SEK) is delivered protected by SMK or GMK if a broadcast channel is used. SEK SHALL be stored within the USIM/(R-)UIM. 

Traffic Key messages are protected using SEK. On receiving the Traffic Key message, the terminal sends to the USIM/(R-)UIM either the encrypted TEK or information needed to generate the key that encrypt TEK. The USIM/(R-)UIM then sends either TEK in the clear or the key that encrypts TEK to the terminal. 
Note: if a simple access control mechanism is required then layer 2 MAY transport only a SEK, whereas if additional content protection involving rights management is required layer 2 MAY transport Rights Objects (ROs).
5.1.2.2.2 Key management based on OMA DRM v2.0 PKI

5.1.2.2.2.1. Use of ROs

5.1.2.2.3 
5.1.2.2.3.1. 
Service keys described in Layer 2 of the Key Hierarchy for Service Protection may be transmitted to each terminal within rights objects (ROs) or directly by using service key messages, whose format is to be defined later.  In addition to service keys, ROs also contain permissions and other attributes linked to protected service.  Service Keys would typically be utilized for subscription services.  Each service key protects a single subscription service that can be purchased as a unit.  A unit is the minimum granularity of services that a service provider offers to an end user, and a unit, therefore, MAY correspond to a single program channel, to a portion of a channel, or to a collection of program channels that are all purchased as a unit.  The service key is an intermediate key, i.e. it does not directly encrypt the content but instead encrypts a traffic encryption key or Layer 3 keys.  The service keys themselves are encrypted by keys transmitted in Layer 1 of the Key Hierarchy.  The method of encrypting the service keys is to be defined later.
A terminal periodically receives a set of service keys that MUST be encrypted and authenticated.  Depending on the capabilities of underlying transport networks, multiple service keys MAY be combined into one service key message directed to a terminal.  There MAY also be multiple such messages that relay different sets of service keys to the same terminal.

Service keys SHOULD be periodically updated so that when someone drops a subscription, their access to a service will be terminated cryptographically once a service key changes.  For example, service keys MAY change once per billing period (e.g., on a monthly basis).

The transmission of service key messages to a terminal can be done over an interaction channel or over a broadcast channel, depending on factors such as whether the terminal has access to an interaction channel.  The exact mechanism to transmit service key messages to terminals is to be defined later.

If the service key message is transmitted over the broadcast channel, then the RO MUST be encoded using a suitable binary encoding or compression.  An RO thus encoded is called an efficiently encoded RO for delivery.  The choice of whether to use binary encoding or compression to encode efficiently encoded ROs is TBD.  The syntax for binary encoding and the mechanism for compression is TBD.

Efficiently encoded ROs for delivery SHOULD satisfy the following requirements:

1) Efficient use of Broadcast Bandwidth.  Textual XML-based objects are verbose.  The broadcast channel is used to transmit service key messages for terminals with no interactive channels, and the broadcast bandwidth used for transmitting textual XML-based objects can be quite large.  

2) Performance/Scalability.  In the case of a broadcast service, there can be a very large number of users that are all tuning in to a live event and thus performance is critical.  Digital signature generation for every user that wants to tune into an event needs to be evaluated to determine whether it provides a sufficient level of scalability.  Even for monthly subscribers, Rights Objects may need to be regularly sent to update service keys.  

3) Economy of Implementation.   Many implementations use security facilities (e.g., SIM cards) that, for reasons of cost, are normally constrained in terms of computing power and available storage.  Such facilities are not normally able to run a full XML parser.

In addition, if the service key message is transmitted over the broadcast channel, then digital signatures or MACs over the RO MAY be verifiable over the efficiently encoded RO itself without having to decode or de-compress the efficiently encoded RO.

In addition, if the service key message is transmitted over the broadcast channel, then all content of the service key message other than the efficiently encoded RO MUST be compressed or encoded.

If the service key message is transmitted over the interaction channel, then the service key messages , including the RO, digital signatures or MACs, MAY be encoded, compressed, or text-based.










�[Editor] Contents of section deleted, and reference to AD is made, as per conference call on 16 March 2005.
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