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1 Reason for Contribution

Two joint meetings have been organised with SEC group, one in Singapore, one in San Diego.
In San Diego a list of questions were presented by Orange, Vodafone and Qualcomm and a presentation was made by Time Warner. Several companies expressed their support for the need to involve SEC with BCAST work.

One of the concerns expressed in San Diego was the potential delay SEC involvement would cause to BCAST work.  In order to minimise any delays and fully utilise SEC as soon as possible this document includes the questions asked in San Diego and adds questions by Time Warner.

We propose that these questions are sent to SEC as soon as possible to avoid any further delays.

2 Summary of Contribution

List of questions related to BCAST to be sent to SEC group.
3 Detailed Proposal

AD Document and Requirements

· Has SEC looked at the AD document from a security perspective and what are its findings? 

· Could SEC perform a security analysis of the key hierarchy and give recommendations on key storage since BCAST has agreed to include security modules

· Could SEC provide a risk analysis and, in particular, identify security requirements on the agent?

Key Hierarchy

· What is the additional security provided by changing traffic encryption keys offered by Layer 3?

Group Encryption Keys

· BCAST is investigating ways to address groups using cryptographic algorithms. Can SEC offer any advice?

Renewability

· OMA BCAST will likely provide high value content and will be attacked.

· Currently no mechanism exists to make the security "evolve"

· Other than version nos., what recommendations can SEC offer?

· Has SEC reviewed any of the proposals within DVB-CBMS – specifically, regarding architecture, signalling and scrambling method?  

· How should BCAST approach a renewable security architecture given that the following types of devices are likely:

· Devices with backchannel capability

· Devices without backchannel capability

· Devices which can accommodate tamper-proof modules

· “Sealed” devices with no tamper proof hardware (i.e. software-only security)

Transport Encryption

· BCAST currently considers both SRTP and IPSec. 

· What does SEC think of these in terms of security?

· Are there different security requirements for SRTP and IPSec and, if so, is there impact on the BCAST security architecture?

Content Encryption

· BCAST provides content encryption both for files and RTP streams. Does this provide additional security over transport encryption? Can transport encryption + local content encryption achieve the same level of security?

Re-use of BDS functionalities

· BCAST is Broadcast Delivery System (BDS) agnostic but may adapt to 3GPP MBMS, 3GPP2 BCMCS, DVB CMBS etc.

· BCAST will provide adaptation specifications allowing re-use of underlying security functionalities

· Could SEC provide expertise on re-use of existing BDS security mechanisms?

SEC Expertise

· Does SEC see any BCAST areas for which it could provide 

  input / expertise?

· Does SEC have the right expertise within its participants to make security architecture recommendations ?

BCAST-SEC Collaboration

· How do BCAST & SEC see their future collaboration?

· If BCAST were to make specific requests, what kind of support could SEC provide?

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We propose that these questions are sent to SEC as soon as possible to avoid any further delays.
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