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1 Overview

This liaison statement is sent to 3GPP2 TSG-S in response to the recent LS from TSG-S WG4 (Security) to BCAST on the use of integrity protection in BCAST technical specifications.  In particular, it was explained that 3GPP2 BCMCS specifies the SRTP authentication algorithm to be null, due to the intrinsic inability of SRTP to provide integrity protection in a broadcast environment.  For that reason, TSG-S WG4 requested that BCAST either modify the mandatory use of SRTP authentication, or provide a security analysis to WG4 to justify the existing specification.  Upon discussion in BCAST, it has been agreed to change the text in the Service and Content Protection Technical Specification baseline regarding SRTP authentication.  Specifically, it is now specified that although the terminal shall support the SRTP authentication algorithm (HMAC-SHA-1-80), authentication is optional for the broadcast system to use.
2 Proposal

Dear Nick,
OMA BAC BCAST group wishes to thank 3GPP2 TSG-S WG4 for the liaison statement (LS) dated 19 May 2005, regarding the use of integrity protection usage in the BCAST specification.  Upon reviewing the detailed explanations provided in the LS, BCAST agrees with WG4’s assessment that in the broadcast scenario, the intent of SRTP authentication cannot be fulfilled.  Consequently, BCAST has modified its specification to indicate that the use of SRTP authentication by the broadcast system is optional.  For your information, the complete text regarding SRTP authentication, in the latest baseline of the BCAST specification, is shown in the italicized text below:
(SRTP) Authentication Algorithm

The authentication algorithm for SRTP SHALL be HMAC-SHA-1-80, as defined in [RFC2104] and [RFC3711]. Other authentication algorithms or truncations SHALL NOT be used.

The terminal shall support the authentication algorithm as specified above for SRTP. However, authentication is OPTIONAL for the Broadcast System to use. The network shall use a secure mechanism of informing the terminal whether authentication is applied. The terminal shall support this secure notification. If no authentication is desired, the NULL authentication algorithm SHALL be specified. In this case, also replay protection SHALL NOT be performed by the terminal.
We believe the above change should address the concerns of 3GPP2 TSG-S WG4, by avoiding incompatibility between 3GPP2 BCMCS and OMA BCAST specifications regarding SRTP authentication.  If TSG-S has further questions or concerns, please don’t hesitate to contact me.

Best regards,


Toni Paila
Chair, OMA BAC BCAST

3 Requested Action(s)

None.

4 Conclusion

The OMA BAC BCAST group wishes to thank the efforts of 3GPP2 TSG-S in reviewing and commenting on our technical specification on Content and Service Protection.  We agree with the rationale provided why SRTP authentication should not be mandatory and have modified our specifications accordingly.  We look forward to continued fruitful dialog and collaboration with 3GPP2, in the development the OMA BCAST Enabler specifications.
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