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1 Reason for Change

In the current SvcCntProtection TS baseline, under IPsec (for service encryption), it is stated that IPsec ESP authentication is mandatory for the Broadcast System to use.  However, OMA-BCAST-2005-0229 (ILS from 3GPP2 TSG-S) has pointed out the flaw in using MAC (Message Authentication Code) for either SRTP or IPsec integrity protection in the broadcast scenario.  Essentially, TSG-S explained that due to the existence of a shared integrity key between the network and multiple terminals, and the implicit assumption that the terminal (in the 3GPP2 context) is insecure, any user would be able to produce a MAC which would appear to have been provided by the broadcast service provider.  As result of that ILS, BCAST has modified its SvcCntProtection TS to specify that SRTP authentication is optional to implement by the broadcast system.  However, the section on IPsec still indicates that ESP authentication is mandatory to implement.  It is proposed that IPsec ESP authentication be specified in a similar manner as that for SRTP authentication.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept proposed changes and update the SvcCntProtection TS accordingly.

6 Detailed Change Proposal

It is proposed that the text regarding IPsec authentication, under Section 5.1.2.2.5.1 of the SvcCntProtection TS, be changed as indicated below.
5.1.2.2.5.1. IPsec
…
Authentication Algorithm

Authentication of the origin of a broadcast service is OPTIONAL in the Broadcast System.  When used, the authentication algorithm for IPsec ESP SHALL be HMAC-SHA-1-96, as defined in [RFC2104] and [RFC2404].  There SHALL be a secure means of notifying the terminal whether IPsec ESP authentication is in use.
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