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Service & Content Protection 

	ID
	Open Date
	Section
	Description
	Proposals

	011
	2005.05.25
	
	"Although integration with existing broadcast technologies is a stated goal of the BCAST effort, there is at present little integration with 3GPP MBMS in the current AD. In addition, service protection is linked to the Device whereas there should be some link with the subscription of the user, as provided by the smartcard (USIM or R-UIM). This last point would allow advantage to be taken of the physical security of the smartcard.

OMA BCAST should therefore accept the proposal as presented in document OMA-BCAST-2005-141R06 and incorporate mechanisms based on 3GPP MBMS, GBA_U and GBA_ME as an alternative to OMA DRM Version 2 for provision of key management for service protection."

Source: Vodafone, T-Mobile, Orange, Telefonica, Lucent, Cingular, Qualcomm, TIM, KPN, O2 and Rogers Wireless
	Similar to 145

	043
	2005.05.27
	5.4.4
	flow not available
Source: ORANGEFRANCE
	Ericsson – Since there is currently no agreement yet on the exact mechanisms for service protection, it seems this section needs to be completed later. An editorial note explaining that could be added.
Samsung – OMA-BCAST-2005-0534 and OMA-BCAST-2005-0535.

	070
	2005.05.28
	5.3.4
	Replace the existing 4-layer key hierarchy as shown in Fig. 8 with the one shown in contribution 231.  The correspond architecture (Figure 9) and Service Protection References Points (Table in section 5.3.4.3.1) also need to be replaced by contribution 231.  The reason for this change is towards adoption of a more general-purpose service protection model – i.e., supporting service protection bound to the subscription.

Source: Qualcomm
	OMA-BCAST-2005-0231R06
[Editor Comment:  This CR is based on old erroneous AD text.  New revision has been requested.]
Samsung - OMA-BCAST-2005-0532

	071
	2005.05.28
	5.3.4.4
	Replace this section by the CR of BCAST Doc 232 because the table description and figure representation are inconsistent.

Source: Qualcomm
	OMA-BCAST-2005-0232R01

[Editor Comment:  This CR is based on old erroneous AD text.  New revision has been requested.]
Samsung - OMA-BCAST-2005-0533

	083
	2005.05.28
	5.4.4
	This section should be filled with call flows instead of empty.

Source: Qualcomm
	Similar to 043

	100
	2005.05.29
	5.4.4.1
	Service protection flows missing

Source: Vodafone
	Similar to 043

	101
	2005.05.29
	5.4.4.2
	Content protection flows missing

Source: Vodafone
	Similar to 043

	117
	2005.05.29
	5.3.4
	The first sentence “The Service and Content Protection function described in this document fully complies with the ‘Open’ of the Open Mobile Alliance initiative” is more a statement about scope or way of working. It should either be removed or generalized to cover all BCAST functions and moved to the introduction.

Source: Ericsson
	Ericsson – Apply the following changes:

5.2 Functional Components and Interfaces
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Figure 1 - BCAST Functions and Protocol Stack
The green boxes at the left side illustrate the currently identified OMA BCAST Functions. These Functions might be defined within OMA BCAST, or making use of (referring to) other OMA Enablers or other existing standards.  Thus, the functions described in this document fully comply with the ‘Open’ of the Open Mobile Alliance initiative. 
The right side of the diagram shows the protocol stack of OMA BCAST, OMA BCAST Functions may make use of, or interact with, or enhance on, or define, some protocols that are related to OMA BCAST as shown in the yellow boxes. 

The bottom layers include one-way and two-way directional bearers; hence the green box functions might behave differently for different types of bearers.

 (Editor’s note: To which protocols BCAST Functions will interact with, is not defined yet. This will become clearer along the way of standardization. 

For example, Service Protection might exist in IP layer (IPSec), or UDP/RTP layer (ISMACryp, SRTP, MBMS Download Protection), etc;

Stream Distribution might be over RTP/ SRT, or MPEG-4 systems over IP.)

[…]

5.3.4 Service and Content Protection Functions

5.3.4.1 Overview

The Service and Content Protection function provides a BDS-agnostic way of protecting both content and services delivered within Mobile Broadcast services. The Figure below illustrates the difference between Service Protection and Content Protection.

[…]



	118
	2005.05.29
	5.3.4. including sub-sections, Figures etc
	The approved CR BCAST-2005-0175R02 was obviously not included into the AD. Thus, this section including subsections,  Figure 8, Figure 9 etc. needs to be corrected according to 0175R02. This includes e.g. that the traffic key messages and the encrypted service can also be delivered over the interaction channel.

Source: Ericsson
	BCAST-2005-0175R02

	119
	2005.05.29
	5.3.4
	There is ongoing general discussion about service protection and the associated key management. Section 5.3.4. in its current state assumes that OMA DRM 2.0 is used as part of service protection key management. The section should be revised and be made general enough to allow also other type of service protection key management mechanisms, as proposed in BCAST.

Source: Ericsson
	Similar to 070

	127
	2005.05.29
	5.4.4
	Since there is currently no agreement yet on the exact mechanisms for service protection, it seems this section needs to be completed later. An editorial note explaining that could be added, otherwise it looks odd that these sections are completely empty.

Source: Ericsson
	Similar to 043

	135
	2005.05.29
	5.3.4.4
	Reference: OMA-BCAST-2005-232

Source: Qualcomm
	Duplicate of 071

	137
	2005.05.29
	
	Service & content protection – subscriber identity

Reference: OMA-BCAST-2005-141R06

Source: Orange, Vodafone, T-Mobile, Téléfonica Moviles, Cingular, O2, Alcatel, Qualcomm Inc, KPN, Lucent, Sprint
	Similar to 145

	144
	2005.05.29
	5.3.4
	Service Protection and Content Protection need to be decoupled.  See discussion of a major concern from a mobile operator perspective, with proposed changes from 5.3.4 to 5.3.4.3.1 in its entirety (ref: Input Contribution BCast-2005-0231R01 co-signed by 9 companies). 

Source: Cingular
	Similar to 070

	145
	2005.05.29
	5.3.4.4
	Agreement in principle of an alternative Content Protection scheme to DRM V2.0, i.e. one that is based on key management utilizing ROs and/or keys stored in the 3G terminal devices equipped with USIM (for 3GPP) and R-UIM (3GPP2) needs to be incorporated.  (Ref:  Input contributions BCast 2005-0141R06 and DLDRM 2005-0154).  CRs to follow. 

Source: Cingular
	
Cingular - CLOSED.  Placeholders explicitly identifying this requirement, as per BCAST RD SPCP-30 have been proposed for inclusion in both the AD and TS for SvcCntProtection  (see BCAST CRs 2005-0524 and -0527, respectively).

	151
	2005.05.27
	5.3
	Figure 3 (Diagram) Service protection box should be below content protection box , content protection can also apply to streams, so the "streams" box should extend into content protection

Source: Orange
	Orange – Figure 3 (Diagram) Service protection box should be below content protection box , content protection can also apply to streams, so the "streams" box should extend into content protection



	152
	2005.05.27
	5.3
	For example, Service / Content Protection might exist in IP layer (IPSec), or UDP/RTP layer (ISMACryp, SRTP, MBMS Download Protection), etc;

Source: Orange
	Orange – For example, Service / Content Protection might exist in IP layer (IPSec), or UDP/RTP layer (ISMACryp, SRTP, MBMS Download Protection), etc;

	156
	2005.05.27
	5.3.4.2
	The figure below presents the key hierarchy for service protection and content protection of RTP streams.
Source: Orange
	Orange – The figure below presents the key hierarchy for service protection and content protection of RTP streams.

	157
	2005.05.27
	5.3.4.2
	Figure 8 - Key Hierarchy for Service Protection and Content Protection of RTP streams

Source: Orange
	Orange – Figure 8 - Key Hierarchy for Service Protection and Content Protection of RTP streams

	158
	2005.05.27
	5.3.4.2
	Layer 4 implements broadcast content encryption with the traffic key. The encryption can be performed on network layer (i.e. IP), transport layer (e.g. UDP),  session layer (e.g. RTP), or content layer (e.g. Access Unit).

Source: Orange
	Orange – Layer 4 implements broadcast content encryption with the traffic key. The encryption can be performed on network layer (i.e. IP), transport layer (e.g. UDP),  session layer (e.g. RTP), or content layer (e.g. Access Unit).

	159
	2005.05.27
	5.3.4.3
	5.3.4.3
Functional Architecture Diagram for Service Protection and Content Protection of RTP streams

Source: Orange
	Orange – 5.3.4.3
Functional Architecture Diagram for Service Protection and Content Protection of RTP streams

	160
	2005.05.27
	5.3.4.3
	The following diagram is the result of turning the key hierarchy for service protection by 90 degrees and mapping it onto the BCAST architecture. The diagram identifies the resulting function blocks and interfaces between them.  It also applies to content protection of RTP streams.

Source: Orange
	Orange – The following diagram is the result of turning the key hierarchy for service protection by 90 degrees and mapping it onto the BCAST architecture. The diagram identifies the resulting function blocks and interfaces between them.  It also applies to content protection of RTP streams.

	161
	2005.05.27
	5.3.4.3
	Figure 9 – Service Protection  and Content Protection for RTP streams Function Architecture

Source: Orange
	Orange – Figure 9 – Service Protection  and Content Protection for RTP streams Function Architecture

	162
	2005.05.27
	5.3.4.3.1
	Service Protection and Content Protection for RTP streams Reference Points

Source: Orange
	Orange – Service Protection and Content Protection for RTP streams Reference Points

	163
	2005.05.27
	5.3.4.4
	5.3.4.4 Functional Architecture Diagram for Content Protection of files

Source: Orange
	Orange – 5.3.4.4 Functional Architecture Diagram for Content Protection of files



	164
	2005.05.27
	5.3.4.4
	The following diagram is the result of turning the key hierarchy for content protection (i.e. existing key hierarchy of OMA DRM 2.0) by 90 degrees and mapping it onto the BCAST architecture. The diagram identifies the resulting function blocks and interfaces between them.  This applies to file delivery only and not RTP streaming.  Content protection of RTP streams uses the Service protection architecture in 5.3.4.3, encrypting at the content level.

Source: Orange
	Orange – The following diagram is the result of turning the key hierarchy for content protection (i.e. existing key hierarchy of OMA DRM 2.0) by 90 degrees and mapping it onto the BCAST architecture. The diagram identifies the resulting function blocks and interfaces between them.  This applies to file delivery only and not RTP streaming.  Content protection of RTP streams uses the Service protection architecture in 5.3.4.3, encrypting at the content level.

	165
	2005.05.27
	5.3.4.4.1
	The Figure above depicts the architecture of the BCAST Content Protection function for files.

Source: Orange
	Orange – The Figure above depicts the architecture of the BCAST Content Protection function for files.

	200
	2005.05.29
	5.3.4
	Clarification of Service Protection and Content Protection are necessary

Comparing with other functions, Explanation of Service Protection and Content Protection components are missing.

Proposal : Samsung prepares CRs for this.
Source: Samsung
	Motorola – definitions from approved CR OMA-BCAST-2005-0346R02
 Samsung – OMA-BCAST-2005-0534 and OMA-BCAST-2005-0535

	212
	2005.05.29
	5.4.4.1
	Service Protection flows are missing

Proposal : Make the example flows for Service protection
Source: Samsung
	Samsung – OMA-BCAST-2005-0532


	213
	2005.05.29
	5.4.4.2
	Content Protection flows are missing

Proposal : Make the example flows for Content Protection
Source: Samsung
	Samsung – OMA-BCAST-2005-0533



	ID
	Open Date
	Section
	Description
	Status

	079
	2005.05.25
	5.4.4.1

5.4.4.2
	Delete these empty sections

Source: Sprint
	Change sentence as proposed.

	099
	2005.05.29
	5.3.4.2
	Layer2 implements rights management.

Source: Samsung
	Change sentence as proposed.

	100
	2005.05.29
	5.3.4.3
	The type of text should be changed to “Times New Roman”

Source: Samsung
	Change sentence as proposed.

	101
	2005.05.29
	5.3.4.3
	The location of SP-6 in Functional Architecture Diagram for Service Protection Architecture diagram
Source: Samsung
	Change sentence as proposed.

	102
	2005.05.29
	5.3.4.3.1
	Put “-“ between SP and number in the interfaces
Source: Samsung
	Change sentence as proposed.

	103
	2005.05.29
	5.3.4.4
	The type of text should be changed to “Times New Roman”

Source: Samsung
	Change sentence as proposed.

	104
	2005.05.29
	5.3.4.4.1
	Put “-“ between CP and number in the interfaces
Source: Samsung
	Change sentence as proposed.
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