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1 Reason for Change

BCAST has two key management profiles, one based on OMA DRM v2, the other on GBA. Several adaptations are possible using GBA. All these cases must be signalled in the ESG and SDP.
This CR proposes a simple signalling mechanism.

The initial part focuses on the Service Guide while the second part focuses on the Service & Content Protection specification.
Following lengthy email exchanges with Helen, we have moved the key management information to the Access fragment.
We also include the ability to distinguish between service protection only, content protection only, or both service and content protection.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to approve the CR.
6 Detailed Change Proposal
[Note: this section affects OMA-TS-TS-BCAST_ServiceGuide- (latest version)]
5.2.2.4 Access

An access fragment describes to the terminal how it can access a service during the lifespan of the access fragment.

	Name
	T
y
p
e
	C
a
t
e
g
o
r
y
	C
a
r
d
i
n
a
l
i
t
y
	Description
	Data Type

	Access
	E
	O
	0..N
	Access fragment

Contains the following attributes:


id

version

validFrom

validTo

ServiceProtection



AudioLanguage

Contains the following sub-elements:

                            AccessType

KeyManagementSystem

ExtensionURL


ServiceIDRef

ScheduleIDRef

UsageInfo


AlternativeAccessURL

TerminalCapabilityRequirement


BandwidthRequirement


ApplicationSpec


MediaInformation
	

	id
	A
	M
	1
	ID of the Access fragment, globally unique
	anyURI

	version
	A
	M
	1
	Version of this fragment. The newer version overrides the older one as soon as it has been received.
	unsignedInt (32 bits)

	validFrom
	A
	O
	0..1
	The first moment when this fragment is valid. If not given, the validity is assumed to have started at some time in the past
	Integer (32 bits)
expressed as NTP time

	validTo
	A
	O
	0..1
	The last moment when this fragment is valid. If not given, the validity is assumed to end in undefined time in the future.
	Integer (32 bits)
expressed as NTP time

	ServiceProtection
	A
	O
	0..1
	If true, this indicates that this access related to the associated service is protected by OMA BCAST Service Protection; if false, this indicates that this access related to the associated service is not protected byOMA BCAST Service Protection.
	Boolean

	AudioLanguage
	A
	O
	0..1
	This attribute describes the language used in the audio stream if the Access type relates to an A/V access.
Note: The language information could be given for each audio stream in SDP that describes all language options. But current media players do not offer APIs for language selection.
	Language

	AccessType
	E1
	M
	1
	Defines the type of access.
Contains the following attribute:

      TransmissionMedia
Contains the following elements:

      BroadcastTransmission

      InteractiveTransmissionScheme
	

	Transmission_Media
	A
	M
	1
	This attribute indicates which channel is used for the delivery of service.

0 : Broadcast Channel

1 : Interaction Channel
	Integer

	BroadcastTransmission
	E2
	O
	0..1
	This element is used for the indication of IP transmission.
Contains the following attribute:
      IP_Address
Contains the following elements:

      SessionDescriptionReference
      SDP
	

	IP_Address
	A
	O
	0..1
	Receiver IP address of IP stream, which transport A Service over Broadcast channel.

Note: This attribute is used when SDP is not included in Access Fragment. 

If SDP in Access Fragment exists, IP address of the receiver IP address in SDP is used. 
	String

	Session
Description
Reference
	E3
	O
	0..1
	The reference to the SessionDescription this access relates to.

Note: the SessionDescription itself may be delivered in two ways via broadcast or via fetch over interaction channel. 

In the case of broadcast delivery, the SessionDescription is either delivered in SGDU or encapsulated in this Access fragment. In the latter case, this element is not used but the SDP element is used instead.

In the case of fetch over interaction channel, the SessionDescription can be acquired by accessing the URI (given as attribute of this element).
Attributes:

Type

URI

             id
	Session
Description
Reference

	Type
	A
	M
	1
	Type of the session description referred by this SessionDescriptionReference

1 – SDP

2 – MBMS User Service Description (MBMS-USD) as specified in [26.346] section 5.2. It may contain one or several SDP descriptions.
	Integer

	URI
	A
	O
	0..1
	The URI to the file containing SessionDescription that the media application in the terminal uses to access the service. 
	AnyURI

	idRef
	A
	O
	0..1
	The id of the SessionDescription fragment this access refers to, globally unique
	AnyURI

	SDP
	E3
	O
	0..1
	A session description in SDP (IETF session description protocol) format 
	String
(in SDP format)

	InteractiveTransmissionScheme
	E2
	O
	0..1
	This element indicates which communication system or protocol is used for Interaction Channel.
Containing the following attribute:
      TansmissionSchemeType
Contains the following elements:

       AccessServerIPaddress
       AccessServerURL
       AccessServerPhoneNumber
	

	TransmissionSchemeType
	A
	M
	1
	1 : Interaction Channel provided by Interaction network

2 : MMS

3 : WAP 1.0

4 : WAP 2.x

5: SMS

6: HTTP

7: Voice Call
8: Service Provider defined Transmission Scheme

Note: Other protocol or communication system May be added based on OMA Service interaction function.
	Integer

	AccessServerIPaddress
	E3
	O
	0...N
	IP address of Sever, which provides different access( over Interaction Channel) of a Service
	String

	AccessServerURL
	E3
	O
	0…N
	ULR of Server, which provides different access (over Interaction Channel) of a Service
	AnyURI

	AccessServerPhoneNumber
	E3
	O
	0..N
	Phone number of Server, which provides different access (over Interaction Channel) of a Service, 

Note: MMS and SMS use phone number as an address.
	Integer

	KeyManagementSystem
	E1
	NO/TM
	0..N
	Identifies the type of Key Management System(s)(KMS) that can be used to contact the Rights Issuer and, for GBA, whether GBA_U is mandatory or whether either GBA_ME or GBA_U can be used. 
Note that the Rights Issuer can support more than one KMS.
If KeyManagementSystem is not specified, it means no protection is applied.

Values:

· oma-bcast-drm-pki 

Indicates OMA DRM PKI (Public Key Infrastructure)

· oma-bcast-gba_u-mbms 
Indicates GBA_U 3GPP MBMS SKI (Symmetric Key Infrastructure)

· oma-bcast-gba_me-mbms
Indicates GBA_ME 3GPP MBMS SKI i.e. either GBA_ME or GBA_U can be used

· oma-bcast-gba_u-bcmcs 
Indicates GBA_U 3GPP2 BCMCS SKI

· oma-bcast-gba_me-bcmcs
Indicates GBA_ME 3GPP2 BCMCS SKI i.e. either GBA_ME or GBA_U can be used

· oma-bcast-prov-bcmcs 

Indicates provisioned 3GPP2 BCMCS SKI
Contains the following Attributes:


protectionType

RightsIssuerURI
	String

	protectionType
	A
	NM/TM
	1
	Specifies the protection type offered by the KMS.

Values:
1
Content protection only

2
Service protection only

3
Both Content protection and Service Protection
	Integer

	RightsIssuerURI
	A
	NM/TM
	1
	Specifies the RightsIssuer URI
	anyURI

	ExtensionURL
	E1
	O
	0..N
	URL containing additional information related to this fragment in a web page. The terminal can fetch further information by accessing this URL.
	AnyURI

	ServiceIDRef
	E1
	O
	0..N
	Reference to the service fragment(s) to which the access fragment belongs.

Either one of ServiceIDRef or ScheduleIDRef but not both SHALL be specified. Note: Implementation in XML Schema using <choice>.
Each Service fragment SHALL be associated to at least one Access fragment to enable the terminal access the Service.
	anyURI

	ScheduleIDRef
	E1
	O
	0..N
	Reference to the schedule fragment(s) to which the access fragment belongs. 

This provides a reference to a Schedule fragment to temporarily override the default Access fragment of the Service addressed by the Schedule. 

Either one of ServiceIDRef or ScheduleIDRef but not both SHALL be specified. Note: Implementation in XML Schema using <choice>.
	anyURI

	UsageInfo
	E1
	O
	0..N
	This text helps the user understand what difference it makes to use one or the other access fragment. It’s mandatory in case more than one access fragment is available at a given point in time.

Possibly in multiple languages.The language is expressed using built-in XML attribute xml:lang with this element. 
	String

	AlternativeAccessURL
	E1
	O
	0..N
	Specify alternative URL of the content for retrieving it via the interaction channel if the content cannot be received via the broadcast channel. For example, due to the bad radio environment, or a terminal is out of the service area.
	AnyURI

	TerminalCapability
Requirement
	E1
	O
	0..1
	Specification of required terminal capabilities for this access, such as protocols, codecs, bitrate, processing, memory;

UAprof is used for expressing the capabilities
	String

	BandwidthRequirement
	E1
	O
	0..1
	Specification of required network bandwidth to access described in this fragment;

A broadcast service can include multiple accessible streams (same content) with different bandwidth, so that the terminal can make a choice depending on its current reception condition.
	Integer

	ApplicationSpec
	E1
	O
	0..N
	Application type that can consume the service using this access spec defined by MIME type
	String

	MediaInformation
	E1
	O
	0..N
	Optional reference to an icon, pictogramme, animation or audio. PreviewData or reference to PreviewData is used here.
Attributes:

usage 
idRef
	

	usage
	A
	M
	1
	Possible values: background, icon (e.g.)
	Integer 
(8 bits)

	idRef
	A
	M
	1
	ID of the PreviewData fragment
	anyURI

	<proprietary elements/attributes>
	E1 or lower, A
	O
	0..N
	Any number of proprietary or application-specific elements or attributes that are not defined in this specification.
	


Legend: Type: E=Element A=Attribute E1=sub-element, E2=sub-element’s sub-element
Category=(O)ptionality/(M)andatority

5.2.2.5 
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Note; URI is present in Purchase Channel, is this consistent with the above?
[Note: this section affects OMA- TS-BCAST_SvcCntProtection- (latest version)]
[Note: section numbering is left to the Editor]
2.1 Normative References

	[3GPP TS 33.246]
	“Security of Multimedia Broadcast/Multicast Service”, 3rd Generation Partnership Project, Technical Specification 3GPP TS 33.246, http:// www.3gpp.org/

	[3GPP2 S.S0083]
	“BCMSC Security Framework”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 S.S0083, http:// www.3gpp2.org/

	[3GPP2 X.S0022]
	“Broadcast and Multicast Service in cdma2000 Wireless IP Network”, 3rd Generation Partnership Project 2, Technical Specification 3GPP2 X.S0022, http:// www.3gpp2.org/

	[DRMCF-v2.0]
	“DRM Content Format V2.0”, Open Mobile Alliance™, OMA-DRM-DCF-V2_0,

http://www.openmobilealliance.org/

	[DRMDRM-v2.0]
	“DRM Specification V2.0”, Open Mobile Alliance™, OMA-DRM-DRM-V2_0,

http://www.openmobilealliance.org/

	[DRM Enabler-v2.0]
	OMA-DRM-V2_0 enabler, Open Mobile Alliance™, http://www.openmobilealliance.org/

	[ETSI EN 300 468 V1.6.1]
	Digital Video Broadcasting (DVB); Specification for Service Infor-mation (SI) in DVB systems, November 2004, http://www.etsi.org/

	[XBS DRM extensions-v1.0]
	"OMA DRM v2.0 Extensions for Broadcast Support", Open Mobile Alliance™, OMA-TS-DRM-XBS-V1_0,

http://www.openmobilealliance.org/

	[BDS Adaptation MBMS-v1.0]
	"Broadcast Distribution System Adaptation – 3GPP/MBMS", Open Mobile Alliance™, OMA-TS-BCAST_MBMS_Adaptation-V1_0,

http://www.openmobilealliance.org/

	[BDS Adaptation BCMCS-v1.0]
	"Broadcast Distribution System Adaptation – 3GPP2/BCMCS", Open Mobile Alliance™, OMA-TS-BCAST_BCMCS_Adaptation-V1_0,

http://www.openmobilealliance.org/

	[FIPS197]
	ADVANCED ENCRYPTION STANDARD (AES), Federal Information Processing Standards Publication 197, http://csrc.nist.gov/publications/fips/

	[FIPS198]
	The Keyed-Hash Message Authentication Code (HMAC), Federal Information Processing Standards Publication 198, http://csrc.nist.gov/publications/fips/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2104]
	“HMAC: Keyed-Hashing for Message Authentication”, H. Krawczyk, M. Bellare, R. Canetti, February 1997, URL:http://www.ietf.org/rfc/rfc2104.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[RFC2327]
	"SDP: Session Description Protocol", M. Handley, V. Jacobson, April 1998, URL:http://www.ietf.org/rfc/rfc2327.txt

	[RFC2401]
	“Security Architecture for the Internet Protocol”, S. Kent, R. Atkinson, November 1998, URL:http://www.ietf.org/rfc/rfc2401.txt

	[RFC2404]
	“The Use of HMAC-SHA-1-96 within ESP and AH”, C. Madson, R. Glenn, November 1998, URL:http://www.ietf.org/rfc/rfc2404.txt

	[RFC2406]
	“IP Encapsulating Security Payload (ESP)”, S. Kent, R. Atkinson, November 1998, URL:http://www.ietf.org/rfc/rfc2406.txt

	[RFC2451]
	“The ESP CBC-Mode Cipher Algorithms”, R. Pereira, R. Adams, November 1998, URL:http://www.ietf.org/rfc/rfc2451.txt

	[RFC3394]
	“Advanced Encryption Standard (AES) Key Wrap Algorithm”, J. Schaad, R. Housley, September 2002, URL:http://www.ietf.org/rfc/rfc3394.txt

	[RFC3566]
	“The AES-XCBC-MAC-96 Algorithm and Its Use With IPsec”, S. Frankel, H. Herbert, September 2003, URL:http://www.ietf.org/rfc/rfc3566.txt

	[RFC3602]
	“The AES-CBC Cipher Algorithm and Its Use with IPsec”, S. Frankel, R. Glenn, S. Kelly, September 2003, URL:http://www.ietf.org/rfc/rfc3602.txt

	[RFC3664]
	“The AES-XCBC-PRF-128 Algorithm for the Internet Key Exchange Protocol (IKE)”, P. Hoffman, January 2004, URL:http://www.ietf.org/rfc/rfc3664.txt

	[RFC3711]
	“The Secure Real-time Transport Protocol (SRTP)”, M. Baugher, D. McGrew, M. Naslund, E. Carrara, K. Norrman, March 2004, URL:http://www.ietf.org/rfc/rfc3711.txt


[Note: text below is a new section]
X.Y.Z
Protection Signalling in SDP
SDP information is used to specify streaming sessions according to [RFC2327].

Additional information is required to identify parameters relative to key management, versions, key stream types etc. These are defined below and SHALL be used to describe encrypted streams and key streams. 
Note: in the case of MBMS such information can be signalled in the MBMS security description as per [3GPP TS 26.346]. Insert reference above  

The following SDP entry format SHALL be used for the field names and field values defined in the tables below:

a=<field name>=<field value>
where:

a= identifies media description lines,

<field name> (ignoring <>) is the one of the field names defined below and
<field value> (ignoring <>) is the "value" of the <field name> as defined below.

The table below defines the <field values> that can be used to signal protection information.

Table XX: Protection Signalling in SDP
	Field name
	Type
	Purpose

	kmstype
	String
	Identifies the Key Management system (KMS) used

	kmsversion
	Decimal x.y
	Identifies the KMS version x.y

	kmsprovider
	String
	Identifies the kmsprovider i.e. the name of the provider using the key stream

	keystreamtype
	String
	Indicates the type of keystream e.g. STKM or LTKM

	streamid
	Decimal (integer)
	Unique non-zero integer identifying a particular stream. Numbers are limited to a particular SDP session i.e. no global numbering is required.

Used to indicate which stream is protected by which.

	encryptedstreamid
	String
	Used for keystreams to indicate which streams are protected. If a keystream protects more than one stream, multiple streamids can be inserted, separated by a space.

	mode
	String
	Identifies the codec


The tables below shows the corresponding <field values> for the <field names>:

Table XX: kmstype string values

	kmstype String Value
	Semantics

	oma-bcast-drm-pki
	OMA DRM PKI KMS using ROAP and Broadcast Extensions. These are  defined in [DRMDRM-v2.0] and [XBS DRM extensions-v1.0] for v1.0

	oma-bcast-gba-mbms
	OMA SKI KMS using GBA 3GPP MBMS adaptations. These are defined in [BDS Adaptation MBMS-v1.0] for v1.0

	oma-bcast-gba-bcmcs
	OMA SKI KMS using GBA 3GPP2 BCMCS adaptations. These are defined in [BDS Adaptation BCMCS-v1.0] for v1.0

	oma-bcast-prov-bcmcs
	OMA SKI KMS using provisioned 3GPP2 BCMCS adaptations. These are defined in [BDS Adaptation BCMCS-v1.0] for v1.0 


Table XX: kmsversion values

	kmsversion Value
	Semantics

	1.0
	Current version in this specification is 1.0


Table XX: kmsprovider string values

	kmsprovider String Value
	Semantics

	<provider name>

e.g. Pay4TV

e.g. DiscountBcast

e.g. MajorMediaGroup
	<provider name> is the name of the provider selling access to the SDP stream using the specified key stream.


Table XX: kmsstreamtype values

	kmsstreamtype Value
	Semantics

	stkm
	Short Term Key Messages corresponding to Layer 3 in the BCAST 4-layer model, used to transport TEKs

	ltkm
	Long Term Key Messages corresponding to Layer 2 in the BCAST 4-layer model, used to transport SEKs/PEKs


Table XX: streamid values

	streamid Value
	Semantics

	1, 2, 3, etc.
	Each stream declared in the SDP will be uniquely numbered. Only non-zero positive integers are acceptable. While it is recommended that streams are numbered in increasing order, this is NOT mandatory. Duplicate streamids SHALL be ignored, i.e. only the first one SHALL be used.


Table XX: encryptedstreamid values

	encryptedstreamid Value
	Semantics

	<x>

<x> <space> <y>

<x> <space> <y><space><z>
	<x>, <y>, <z> are positive non-zero integers corresponding to streamids.

If more than one streamid is used, spaces are used as separators (<space>).

The order is unimportant, repeated streamids are ignored.


Table XX: mode values

	mode Value
	Semantics

	<codec mime-type>
	<codec mime-type> without <> indicates the codec.


Encryption signalling for streams
While the above parameters give details on what streams are encrypted using the encryptedstreamid parameter for declared keystreams, the actual data streams (audio, video, etc.) streams SHALL also be indicated as being encrypted by using the following notation:
enc-generic
The actual codec is indicated using:

a=mode:<codec mime-type>
where <codec mime-type> identifies the type of stream e.g. h.264,mpeg-4, etc.
NOTE: do we need to register the enc-generic notation? Or is it particular to OMA BCAST spec?
X.Y.Z SDP Entry Examples
This section provides several examples illustrating how the parameters defined above are signalled in an SDP file. Note that these are simplified example i.e. lots of parameters are missing, but these have been omitted for clarity.
Example 1:


This example shows a video and audio stream protected by both Long Term and Short Term Key Message streams using DRM PKI.

m=video 49169 RTP/AVP 96


// video stream & protocol
i=video
c=IN IP6 FF15:0:0:0:0:0:81:1BC

// stream address

a=rtpmap:96 enc-generic


// encrypted codec
a=fmtp:96 <rtp_param>



// rtp parameters
a=streamid:1




// stream identifier
a=mode:<codec mime-type>


// video codec
m=audio 49170 RTP/AVP 97


// audio stream & protocol
i=audio
c=IN IP6 FF15:0:0:0:0:0:81:1BC

// stream address
a=rtpmap:97 enc-generic


// encrypted codec
a=fmtp:97 <rtp_param>



// rtp parameters
a=streamid:2




// stream identifier
a=mode:<codec mime-type>


// video codec

m=application 49171 UDP


// keystream port no.

i=short term key messages

c=IN IP6 FF15:0:0:0:0:0:81:1BC

// stream address
a=streamid:3

a=kmstype:oma-bcast-drm-pki


// key management system
a=kmsversion:1.0




// key management system version

a=keystreamtype:stkm



// keystream type
a=encryptedstreamid:1 2


// encrypted streamids
m=keystream 49172



// keystream port
i=long term key messages

c=IN FF15:0:0:0:0:0:81:1BC


// stream address

a=streamid:4
a=kmstype:oma-bcast-drm-pki


// key management system

a=kmsversion:1.0




// key management system version

a=keystreamtype:ltkm



// keystreamtype

a=encryptedstreamid:3



// encrypted streamids
Example 2:

This example shows a video and audio stream protected by Short Term Key Message streams using GBA MBMS.

m=video 49169 RTP/AVP 96


// video stream & protocol

i=video
c=IN IP4 224.2.1.1



// stream address

a=rtpmap:96 enc-generic


// encrypted codec

a=fmtp:96 <rtp_param>



// rtp parameters
a=streamid:1




// stream identifier

a=mode:<codec mime-type>


// video codec

m=audio 49170 RTP/AVP 97


// audio stream & protocol

i=audio
c=IN IP4 224.2.1.1



// stream address

a=rtpmap:97 enc-generic


// encrypted codec

a=fmtp:97 <rtp_param>



// rtp parameters
a=streamid:2




// stream identifier

a=mode:<codec mime-type>


// audio codec
m=application 49171 UDP


// keystream port no.

i=short term key messages

c=IN IP4 224.2.1.1



// stream address
a=streamid:3

a=kmstype:oma-bcast-gba-mbms

// key management system
a=kmsversion:1.0




// key management system version

a=keystreamtype:stkm



// keystream type

a=encryptedstreamid:1 2


// encrypted streamids
Example 3:

This example shows two audio streams, each protected by a different key stream

m=audio 49170 RTP/AVP 96


// audio stream & protocol

i=audio_english
c=IN IP4 224.2.1.1



// stream address

a=rtpmap:96 enc-generic


// encrypted codec

a=fmtp:96 <rtp_param>



// rtp parameters
a=streamid:1




// stream identifier

a=mode:<codec mime-type>


// audio codec
m=audio 49170 RTP/AVP 97


// audio stream & protocol

i=audio_spanish
c=IN IP4 224.2.1.1



// stream address

a=rtpmap:97 enc-generic


// encrypted codec

a=fmtp:97 <rtp_param>



// rtp parameters
a=streamid:2




// stream identifier

a=mode:<codec mime-type>


// audio codec

m=application 49171 UDP


// keystream port no.

i=short term key messages

c=IN IP4 224.2.1.1



// stream address
a=streamid:3

a=kmstype:oma-bcast-gba-mbms

// key management system
a=kmsversion:1.0




// key management system version

a=keystreamtype:stkm



// keystream type

a=encryptedstreamid:1



// encrypted streamid
m=application 49171 UDP


// keystream port no.

i=short term key messages

c=IN IP4 224.2.1.1



// stream address
a=streamid:4

a=kmstype:oma-bcast-gba-mbms

// key management system
a=kmsversion:1.0




// KMS version

a=keystreamtype:stkm



// keystream type

a=encryptedstreamid:2



// encrypted streamid
Example 4:
This example shows how two separate providers can use different key streams to give access to the same video stream (audio stream left out for brevity)

m=video 49169 RTP/AVP 96


// video stream & protocol

i=video
c=IN IP4 224.2.1.1



// stream address

a=rtpmap:96 enc-generic


// encrypted codec

a=fmtp:96 <rtp_param>



// rtp parameters
a=streamid:1




// stream identifier

a=mode:<codec mime-type>


// video codec

m=application 49171 UDP


// keystream port no.

i=short term key messages

c=IN IP4 224.2.1.1



// stream address
a=streamid:2

a=kmstype:oma-bcast-gba-mbms

// key management system (KMS)

a=kmsversion:1.0




// KMS version

a=kmsprovider:supertv



// KMS provider

a=keystreamtype:stkm



// keystream type

a=encryptedstreamid:1



// encrypted streamids

m=application 49190 UDP


// keystream port no.

i=short term key messages

c=IN IP4 224.2.1.1



// stream address
a=streamid:3

a=kmstype:oma-bcast-gba-mbms

// KMS

a=kmsversion:1.0




// KMS version

a=kmsprovider:bargaintv


// KMS provider

a=keystreamtype:stkm



// keystream type

a=encryptedstreamid:1



// encrypted streamids
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