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1 Reason for Change

It should be possible to identify Terminal and Agents when registering with rights issuer or asking for rights. This allows the server to decide whether or not a certain type of terminal / agent is revoked or whether or not the version numbers are appropriate.
A unique identifier is proposed that would allow such a decision to be made. Depending on version numbers, the server could indicate an upgrade was available.

Note that its use is mandatory. It is designed for both DRM and  GBA smartcard profiles.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

The identifier would have to be incorporated in ROAP / GBA  messages.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to approve the CR.
6 Detailed Change Proposal
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Note: the following sections are NEW
[Note: section numbering is left to the Editor]
Terminal and Smartcard Management

This section describes how a Terminal and BCAST Client identifier is used during registration and rights acquisition to allow the Rights Issuer to check software / firmware versions and make a decision as to whether or not access / rights can be granted to the device. Depending on the version numbers, the Rights Issuer may indicate that an upgrade is available. If the upgrade is mandatory in order to progress with the request, this is signaled accordingly.

A reply message allowing the Rights Issuer to signal this is described below. As upgrade mechanisms are out of scope of this document a simple URI is proposed if the return channel is available. Alternatively an upgrade may be pushed to the device. Again, how this is achieved is out of scope of this document.

5.1.7.1 Terminal and BCAST Client Identifier
The format defined below SHALL be used as a unique terminal & BCAST client identifier:
	Terminal_BCAST_Client_ID
	Length
	Type

	
	
	

	TerminalManufacturerCode
	2
	uimsbf

	TerminalModelNo
	2
	uimsbf

	TerminalSerialNo
	3
	uimsbf

	TerminalFirmwareVersionNo
	2
	uimsbf

	ClientManufacturerCode
	2
	uimsbf

	ClientModelNo
	2
	uimsbf

	ClientSerialNo
	3
	uimsbf

	ClientSoftwareVersionNo
	2
	uimsbf

	IMEI (optional)
	8
	uimsbf

	SmartcardIdentifier (optional)
	variable
	


Coding and Semantics of Attributes
The Terminal identifiers are specific to the actual device used to receive mobile broadcast services.
TerminalManufacturerCode – indicates the terminal manufacturer.
Manufacturer codes SHALL be defined using TBD.

TerminalModelNo – model number for a specific manufacturer code. Numbering assignment is left to the manufacturer.

TerminalSerialNo – unique serial number specific to the terminal manufacturer code and model number. Serial number assignment is left to the manufacturer. Note that this is unique for a given TerminalManufacturerCode and TerminalModelNo pair.

TerminalFirmwareVersion – version number indicating the firmware version of the terminal. This version number is assigned by the Terminal manufacturer. This version number SHALL be increased following a secure firmware upgrade.

The Client identifiers are specific to the BCAST client installed in the Terminal allowing access to the BCAST services.

ClientManufacturerCode – indicates the BCAST client manufacturer.

Manufacturer codes SHALL be defined using TBD.

ClientModelNo – model number for a specific manufacturer code. Numbering assignment is left to the manufacturer.

ClientSerialNo – unique serial number specific to the BCAST client manufacturer code and model number. Serial number assignment is left to the manufacturer. Note that this is unique for a given ClientManufacturerCode and ClientModelNo pair.

ClientSoftwareVersion – version number indicating the software (or firmware) version of the terminal. This version number is assigned by the BCAST client manufacturer. This version number SHALL be increased following a secure software (or firmware) upgrade.

IMEI (International Mobile Equipment Identity) – optional identifier that can be added at the end of the above identifiers. IMEI numbering is defined in [ADD REFERENCE HERE]. 
NOTE can we use the IMEISV (software version) ?
SmartcardIdentifier – optional identifier. MAY be used to provide information about a smartcard if used by the BCAST client.
This unique identifier comprising a total of 18 (or 26 with IMEI number) bytes MAY be sent during registration or during rights acquisition.
Although this is typically envisaged for the USIM/RUIM GBA key management profile, it can also be used for the DRM PKI profile.
The receiving server can thus identify the manufacturer, model number, version number and serial number for both terminal and BCAST client. This MAY be used to check whether or not the terminal is revoked. This MAY be used to check whether or not the terminal / client version numbers are appropriate, e.g. to make an assessment of the terminal security level or to ensure the latest firmware / software upgrade is installed. This typically allows the server to indicate that upgrade is available and whether it is mandatory or not for a requested service / programme.
Upgrade Available Message
If during registration or rights request the Rights Issuer determines that a firmware / software upgrade is available for the terminal / BCAST client, then it MAY send the following message:

	Upgrade_available_msg
	Length
	Type

	
	
	

	message_type
	1 byte
	uimsbf

	protocol_version
	4 bits
	bslbf

	reserved_for_future_use
	4 bits
	bslbf

	upgrade_critical_flag
	1 bit
	bslbf

	upgrade_pushed_flag
	1 bit
	bslbf

	reserved
	6 bits
	bslbf

	error_message_code
	1 byte
	uimsbf

	timestamp
	variable
	variable

	upgrade_URI (OPTIONAL)
	string
	string

	MAC (SKI) or Signature (PKI)
	160 bits
	bslfbf


where:
message_type – indicates the type of message. For upgrade_available_msg, message_type = 0x40

protocol_version - This parameter indicates the protocol_version of this message. The device SHALL ignore messages that have a protocol_version number it doesn’t support. The value of the protocol_version of this message is set to 0x0 (i.e. the original format). 

upgrade_critical_flag – indicates whether the available upgrade is optional (flag=0) or mandatory (flag=1) to register / have access to the requested service

upgrade_pushed_flag – indicates whether the available upgrade is pushed  (flag=1) or not (flag=0). Note that delivery of upgrades is out of scope of this specification.
error_message_code – indicates an error message, if used. If Ox00 then there is no error message. See error_message_codes defined below. 
timestamp – anti-replay timestamp / incremental nonce value. Depends on the Key Management System used. For OMA DRM PKI see [XBS DRM extensions-v1.0] and [DRMDRM-v2.0], for GBA see [BDS Adaptation MBMS-v1.0] and [BDS Adaptation BCMCS-v1.0]
upgrade_URI – optional field, e.g. if upgrade can be pushed. This indicates the URI to contact to have access to the available upgrade. Note that the upgrade mechanism is out of scope of this specification.

MAC or Signature –depending on the Key Management System used, either a MAC is sent (for a SKI based systems) or a signature (for a PKI based system). This allows the integrity of the message to be verified as well as authenticating the source of the message. If the whole message is part of another message that has a MAC or signature, this MAY be omitted. Otherwise it is MANDATORY.
Note that the message format above can be incorporated as part of e.g. a ROAP exchange or a GBA based exchange. Hence this could be sent using XML or http etc. See [BDS Adaptation MBMS-v1.0] and [BDS Adaptation BCMCS-v1.0] for GBA based exchanges.
Error Codes issued by Rights Issuer based on Terminal and BCAST Agent Identifier
During registration / rights request and depending on the KMS used, the Terminal and BCAST Agent Identifier defined above can be sent to the Rights Issuer. If the Rights Issuer accepts the terminal then the registration / rights issuing process is unaffected. However, if the Rights Issuer decides to stop the registration / rights issuing process, it is useful to provide the terminal with error codes. These can then be interpreted by terminal and could, e.g. be used to provide the user with some kind of feedback.

The following error_message_codes are defined:
Ox00 = no error

Ox01 = invalid version

Ox02 = terminal revoked

Note: how the terminal reports this information to the user and what action is proposed is left to implementation.
Signalling Protocols used according to Key Management Profiles
This section explains how the information presented above is to be sent using both the DRM profile and the smartcard profile.

In both cases existing authentication protocols are used.

Sending Terminal and BCAST Client Identifier using OMA DRM PKI Profile
The Terminal and BCAST Client Identifier SHALL be sent during both ROAP registration and Rights Acquisition.
TBD How to send the identifier within ROAP messages
5.1.7.1.1 Sending Rights Issuer reply using OMA DRM PKI Profile

The Rights Issuer MAY send the Upgrade_Available message within its ROAP reply.
TBD How to send the identifier within ROAP messages
Sending Terminal and BCAST Client Identifier using USIM / (R-)UIM Smartcard Profile
The Terminal and BCAST Client Identifier SHALL be sent during MBMS / BCMCS authentication and key request phases.
TBD How to send the identifier within MBMS / BCMCS messages
5.1.7.1.2 Sending Rights Issuer reply using USIM / (R-)UIM Smartcard Profile

The Rights Issuer MAY send the Upgrade_Available message within its MBMS / BCMCS reply.

TBD How to send the identifier within MBMS / BCMCS messages
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