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1 Reason for Contribution

In the BCAST architecture the BCAST-4 interface is used to pass information between the BSDA and the BSM. The purpose of this contribution is to initiate discussions on the BCAST-4 interface functionality.
2 Summary of Contribution

The contribution proposes a set of procedures to be used over the BCAST-4 interface allowing for the functions specified by the AD to be carried out.

3 Detailed Proposal

Reviewing the BCAST AD it seems that the BCAST-4 interface can be used mainly for:
· Transferring Service Guide fragments from the BSM to BSDA – mainly purchase data fragments.

· Transferring security material across from the BSDA to the BSM and specifically session keys which can be transferred over unicast channels.

· Transferring ROs carrying session keys over the broadcast channel

There is also a need to allow the BSDA to be able to authenticate and authorize interactive procedures with which it is involved.

Beyond this, it is clear that there are various provisioning functions which may be supported by the BCAST-4 interface. The levels of support for BCAST-4, for these functions can be adjusted to the release schedule. A shorter release schedule may mean that provisioning is assumed to be mainly configured. A later release might add various registration and provisioning functions which would reduce the configuration load.

As the core of BCAST-4 functionality the following procedures are identified.

Service Guide Update Procedure
The BSM may initiate a service guide update by submitting a set of one or more updated or new service guide fragment. This procedure SHALL ensure that the update is an atomic transaction which upon completion or failure would keep the Service Guide internally coherent. The fragments delivered conform to the fragment syntax defined in the Service Guide. The BSDA is able to overwrite some of the fragment values such as version and fragment ID. For new fragments, the BSDA allocates a fragment identifier. 
A fragment identifier and version is returned from the BSDA to the BSM for each fragment that is submitted by the BSM.
SEK Submit Procedure
Service encryption keys (SEK) or program encryption keys are generated by the BSM for the purpose of service protection. The SEKs are delivered by the BSM to the terminals over unicast or broadcast channels. The BSM must submit the SEK to the BSDA prior to the start of the SEK lifetime so that it is used in encrypting TEKs and creating the BSM's TEK-stream over the broadcast channel. 
File Submit Procedure

The BSM may need to deliver a file to a subscriber group. The BSM submits the file to the BSDA for group delivery. The BSM may use this procedure for delivering rights objects to multiple subscribers.
Subscriber Authentication/Authorization

Various interaction channel activities are directed to the BSDA. For example, the file repair procedure which serves content parts to the terminal may be done after the terminal has been authenticated and the transmission of content parts authorized. The BSDA must have access to subscription information either explicitly by requesting the subscription information from the BSM or implicitly by asking the BSM to authenticate and authorize a certain request.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

1. For BCAST-4 the following functionality is required for the (first) release of BAC BCAST specification
-        Transferring Service Guide fragments from the BSM to BSDA – mainly purchase data fragments.
-        Transferring security material across from the BSDA to the BSM and specifically session keys which can   be transferred over unicast channels.
-         Transferring ROs carrying session keys over the broadcast channel
-      Enable the BSDA to authenticate and authorize interactive procedures with which it is involved.

2. Allow and treat any input contributions regarding one of these topic until the deadline of the (first) release of BAC BCAST specification (currently set in december)
3. Start work on BCAST-4 procedures and stage II work
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