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1 Reason for Contribution

Following a request from OMA BAC-BCAST referred as "OMA-SEC-2005-0098-BCAST-questions-to-SEC", this contribution deals with the "re-use of BDS functionalities" action point.

2 Summary of Contribution

Security framework are available for GSM or UMTS compliant network: MBMS security based on the USIM, and similarly 3GPP2 networks based BCMCS security on (R-)UIM. 

To enable the re-use of the underlying security functionalities of these frameworks for the BCAST architecture, adaptations have to be considered. 
This document presents a first study for re-use and adaptation of 3GPP MBMS for the BCAST architecture, and gives first leads of adaptation for each layer of the key hierarchy model defined by BCAST. 
Key points have been identified and have been highlighted in the document to be discussed and solved to enable further investigation.
Detailed Proposal
The different sections relate the MBMS adaptation for each layer identified in the BCAST key layer hierarchy.

This is based on the following documents:
1. 3GPP TS 33.246, Security of broadcast/Multicast service release 6
2. RFC 3830, Multimedia Internet KEYing
3. 3GPP TS 24.109, bootstrapping interface (Ub) and network application function interface (Ua)
4. RFC 3310, HTTP  Digest AKA
5. 3GPP TS 33.220, Generic Authentication Architecture (GAA); generic Bootstrapping architecture

6. OMA-TS-BCAST_ServiceGuide-V1_0_0-20050930-D, service guide for mobile broadcast
7. RFC 2327, Service Description Protocol
8. 3GPP TS 26.346
First here is a reminder of the possible cases regarding the key hierarchy introduced by BCAST enabler:
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	BCAST 

Key
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	BCAST case 2: pay per view customer only

	
	BCAST case 3: subscription customer or PPV customer

	0
	DK
	Device Key stored on the device

K on the device
	
	Device Key stored on the device

K on the device
	
	Device Key stored on the device

K on the device

	1
	SMK
	 Subscription Management Key : 

K [SMK]
	
	 Subscription Management Key : 

K [SMK]
	
	 Subscription Management Key : 

K [SMK]

	2
	SEK / PEK
	Service Encryption Key SMK[SEK]
	
	Program Encryption Key

SMK[PEK]
	
	Program Encryption Key, Service Encryption Key

SMK[SEK] or SMK[PEK]

	3
	TEK
	Traffic Encryption Key

SEK[TEK]
	
	Traffic Encryption Key

PEK[TEK]
	
	Traffic Encryption Key

SEK[PEK]; PEK[TEK]


MUK[MSK]: MUK key is used to encrypt MSK.

- Case 1: service which does not handle pay per view (PPV) customers. Service Key SEK is delivered in layer 2, and is used to encrypt the traffic Key TEK delivered in layer 3. Traffic key TEK is used to encipher the data stream. Once subscribed to the service customers are given access to the any data stream of this service.

- Case 2: pay per view customers have subscribed for a short period of time to access the service. Program key PEK is delivered in layer 2, and is used to decrypt the traffic key TEK delivered in layer 3. Traffic key TEK is used to encipher the data stream. Once Program key is renewed access to the service is not granted anymore.

- Case 3: subscription customers have permanent access to the service. Pay-per-view access is also possible once a PEK has been purchased. Service key SEK or Programme Key PEK is delivered in layer 2. Two different keys are carried by layer 3: program key PEK encrypted by service key SEK, and traffic key TEK encrypted by program key PEK. Traffic key TEK is used to encipher the data stream in layer 4. Once Program key is renewed access to the service is only granted via the service key SEK (i.e. subscription only, no PPV).
1. Key hierarchy
1.1. 1st key layer – Registration step
Regarding BCAST enabler  the registration step concerns mainly the delivery of the Subscription Management Key, encrypted with the device key (shared secret key stored on the device), via the interactive channel. 
Mostly the 1st layer defined by BCAST solution for the registration step can rely on existing GBA mechanisms described in the specifications [4] and [5] without major modification. A long term subscription key is stored within the device on the U(SIM). 3GPP GBA mechanism allow the generation of a MBMS User Key (MUK), shared between the BCAST application server and the U(SIM) and mapped onto SMK of BCAST key hierarchy model. Unlike BCAST enabler,  GBA mechanism do not implement direct key exchange but deliver derivation information to enable the generation of the related (derived) keys.  
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	BCAST 

Key
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	3GPP - MBMS key
	MBMS adaptation


	0
	DK
	Device Key stored on the device

K on the device
	
	K on the (U)SIM
	Long term subscription Key

	1
	SMK
	 Subscription Management Key : 

K [SMK]
	
	MUK 

[MUK]
	MBMS User Key 


In MBMS based key management, there are 3 steps to be considered for the generation of a shared secret key (MUK)between the BCAST application server - and the U(SIM):

· (Step 1) Authentication between the BSF (i.e., The Bootstrapping Server Function in the GBA infrastructure) and the UE based on UMTS Authentication and Key Agreement (AKA).
HTTP Digest AKA [4] protocol is used to perform  mutual authentication between the BSF and the UE. Regarding BCAST adaptation, no modification should be made to the HTTP Digest AKA; so the UE and the server BSF will be  mutually authenticated  as described in the GBA specifications [5].

· (Step 2) Bootstrapping procedure between the UE and the BSF leading to a secret shared key material. 
Once the UE and the BSF are mutually authenticated, a Key derivation function is used establish shared secret keys based on the information exchanged during the mutual authentication.  This leads to a shared key material (Ks), Bootstrapping-Transaction ID (B-TID) and key lifetime. The B-TID uniquely identifies the shared key established using the GBA procedure for a given USIM and BSF pair. At this stage the shared key is not unique to a particular Broadcast Application server but rather a generic key that can be used with any application server. Further key derivation is performed to derive a broadcast application server specific key as explained below.
Please note that GBA bootstrapping procedure can be run either in the GBA_U or a GBA_ME mode. In the case of the GBA_U mode, the Ks is stored in the USIM where as in the GBA_ME mode the Ks is stored in the terminal.
 Bootstrapping of the UE or USIM step is mandatory for the establishment of shared secret keys between the UE/USIM and the BCAST application server.

Once a shared secret key (Ks) is established between the BSF and the UE/USIM MBMS service registration keys (MUK) can be established between the BCAST application server and the UE/USIM using GAA[5] key derivation functions. Notice: If Specific BCAST related parameters (such as terminal identifiers) should be introduced, they must only be  included during the bootstrapping procedure between the NAF(Network Application Function, in the BCAST case the Broadcast application server) and the UE; the bootstrapping procedure between the BSF and the UE should not be modified as the key material Ks is shared among all application servers (NAFs) in the operators network to be used for the derivation of the NAF specific  shared keys.

A GUSS (GBA User Security Settings) is defined on a per subscription basis (USIM for instance), and contains information about applications subscribed by the user. This information is stored in the HSS (Home Subscriber System). GUSS notifies the NAF if the GBA implementation is GBA_U or GBA_ME, and contains information for each application as a list of authorization flags related to the application. The GUSS can be transmitted from BSF to the BCAST application server for authorisation purpose.  
· (Step 3) Bootstrapping procedure between the BCAST application server and the UE to generate the shared secret key (SMK).
The MUK is identified by the combination of B-TID (introduced during the bootstrapping procedure between the BSF and the UE) and identifier of the BCAST application server.

Handling of BCAST specific parameters
BCAST solution will introduce parameters to identify the BCAST agent running on the user side in order to trigger the related processing, such as the control of the BCAST agent version. This would consist in the following information: manufacturer – version – model – serial (list of parameters not exhaustive). Information related to the terminal capabilities may also to be transmitted to the BCAST application server. The parameter user-agent implemented in the HTTP protocol header could be used to transmit this information.
After the GBA step is completed the UE and the BCAST application server share secret keys (MRK in the MBMS case). Once the user wants to access services, a HTTP digest as defined in 3GPP MBMS [1] is initiated between the user and the BM-SC to request specific MSK in order to access required services.

1.2. 2nd key layer: delivery of Service / program key

Regarding BCAST enabler the 2nd key layer handles the delivery of the Long Term Key Message containing either a service key (SEK) for subscription customers or the program key (PEK) for pay per view customers encrypted with the Subscription Management Key (SMK) via the broadcast channel. 
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	DK
	Device Key stored on the device

K on the device
	
	K on the (U)SIM
	Long term subscription Key

	1
	SMK
	 Subscription Management Key : 

K [SMK]
	
	MUK 

[MUK]
	MBMS User Key 

	2
	SEK/PEK
	 Service / Program Encryption Key : 

SMK [SEK] for subscription customers or SMK[PEK] for pay per view customers
	
	MUK[MSK] for BCAST case 1.
MUK[MSKp] for BCAST case 2.
MUK[MSKs] or MUK[MSKp]for BCAST case 3.
	MBMS Service Key (MIKEY message)


MSKp : corresponds to a PEK in the BCAST hierarchy model.

MSKs : corresponds to a SEK in the BCAST hierarchy model for a service proposing the pay per view feature.

MSK : corresponds to a SEK in the BCAST hierarchy model for a service not proposing the pay per view feature.

Program and service key identifiers
The user may receive via the service guide announcements describing available MBMS User services. In order to access such services, the user has to register to the MBMS User Service via HTTP protocol and specify the MBMS User Service ID. Then the BCAST key management system delivers automatically the key for the layer 2. As stated in the introduction, this may result in a service key (SEK) or program key (PEK) delivery, depending on the customer request/purchase.
The Key identifiers include Key Domain ID and MSK ID. Every MSK defined by 3GPP is uniquely identifiable by its Key Domain ID and MSK ID. Either for program or service key identifier follows the same format, so program key PEK and service key SEK are distinguished in the BCAST specification, but there is no distinction for the MBMS adaptation: program and service keys are considered as MSK. Indeed MBMS adaptation will only deal with MSK identified uniquely via an identifier MSK ID. In case of pay per view feature, MBMS will be able to differentiate the keys via the identifiers. In other words, a PEK and a SEK will be mapped to two different MSKs if MBMS key management is used.
Format of the delivery message

The MIKEY message used to deliver the MSK (MBMS Service Key) follows the format defined in the document [2].
Keys are uniquely identified to request a specific MBMS service.  For a given BCAST service either a program key PEK or a service key SEK may be requested depending on the customer subscription type. This MIKEY message can be used to request either key as their identifier uses the same format according to BCAST service and content protection specification. 

1.3. 3rd key layer: delivery of traffic key

Regarding the BCAST enabler, the 3rd key layer handles the delivery of the Short Term Key Message containing the actual traffic encryption key (
TEK) encrypted by the service key SEK for subscription customers or the  program  key (PEK) for PPV. 
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	Device Key stored on the device

K on the device
	
	K on the (U)SIM
	Long term subscription Key

	1
	SMK
	 Subscription Management Key : 

K [SMK]
	
	MUK 

[MUK]
	MBMS User Key 

	2
	SEK/PEK
	 Service / Program Encryption Key : 

SMK [SEK] for subscription customers or SMK[PEK] for pay per view customers
	
	MUK[MSK] for BCAST case 1.
MUK[MSKp] for BCAST case 2.
MUK[MSKs] for BCAST case 3.
	MBMS Service Key (MIKEY message ) 

	3
	TEK
	 Traffic Encryption Key : 

SEK[TEK] for non pay per view service
PEK[TEK] for PPV service only
SEK[PEK]; PEK[TEK] for both subscription and pay per view service
	
	MSK[MTK] for BCAST case 1.
MSK_p[MTK] for BCAST case 2.
MSK_s[MSK_p] and MSK_p [MTK]  for BCAST  3.
	MBMS Traffic Key (3 alternatives, cf. below)


MSK_p  : corresponds to a PEK in the BCAST hierarchy model.
MSK_s : corresponds to a SEK in the BCAST hierarchy model for a service proposing the pay per view feature.
MSK : corresponds to a SEK in the BCAST hierarchy model for a service not proposing the pay per view feature.

Traffic Key messages introduced by BCAST solution may contain 2 levels of encryption: SEK (Service Encryption Key) and PEK (Program Encryption Key). This enables to provide for a single service different purchase periods. Pay-per-view customers are indeed provided a program key to access a single program of the service during a short term period, whereas subscribers are provided a service key enabling them to access the service for a long term period. 

Regarding GBA such granularity has not been identified, only MBMS Service Key has been defined, aiming at a long term period key. An additional key level cannot be considered for the actual release of MBMS to map exactly onto the BCAST solution.  

Adaptation Alternatives
There are different alternatives:

Alternative 1

The first alternative consists in an adaptation of the MIKEY protocol as defined by MBMS.

Features of Traffic Key Message defined by BCAST are to be included in the MBMS mapping. So additional fields are defined within existing definition of MIKEY message for the delivery of the MTK in order to take into account the program key (PEK) and other deatures defined by BCAST. PEK is considered as an additional MSK (MBMS Service Key) for MBMS point of view.

The table below introduces a mapping between the fields specified for the BCAST traffic key message and the fields defined for the MIKEY message for the delivery of the MTK for MBMS model. The left part of the table concerns the BCAST traffic key message fields (extract from "service and content protection, OMA-TS-BCAST_SvcCntProtection-V1_0-20050815-D"), and the right part concerns the MIKEY MTK delivery message (fields extracted from [1] and [2]).

Regarding the table, fields for the traffic key message defined for BCAST solution are mapped onto fields of MIKEY MTK delivery message for MBMS. 

So considering each BCAST use case:

· MSK[MTK] for BCAST case 1: there are modifications with the actual 3GPP definition of MIKEY protocol for MSK delivery such as additional parameters regarding service and / or program flags have to be introduced.  
· MSKp[MTK]  for BCAST case 2: there are modifications with the actual 3GPP definition of MIKEY protocol for MSK delivery (compared with previous case, only a different value of the key identifier) such as additional parameters regarding service and / or program flags have to be introduced.  .
· MSKs[MSKp] and MSKp[MTK]  for BCAST case 3. Additional fields have to be inserted to take into account 2 keys in the same MIKEY message. This is realised through additional Key ID parameter, key data, and authentication of the message. Additional parameters regarding service and / or program flags have also to be introduced.  

The drawback of this solution is that it relies on a modification of the actual 3GPP MBMS release 6 MIKEY message, hence this MIKEY message would not be recognised by an MBMS-only client, but as we are specifying a BCAST adaptation this should not be a problem.
Another drawback of this alternative is that it depends on STKM BCAST enabler definition (not finalised yet), and so any addition may create MIKEY layer 3 dependencies. 
Here is the format of the MIKEY message as defined by 3GPP [1] for the delivery of the traffic key:
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MTK delivery message

	Key_Stream_Message_Description OMA BCAST
	Length (bits)
	
	Key_Stream_Message_Description MIKEY from RFC 3830
	Length (bits)
	Type

	
	
	
	Common header § 6.1
	
	

	Protocol_version
	4
	
	            Version number of MIKEY = 0x01         
	8
	

	
	
	
	            Data type (type of message) = 0 (response not required)
	8
	

	
	
	
	            Next payload = 5 (points to TimeStamp)
	8
	

	
	
	
	            V = 0 (no response from UE expected)
	1
	

	
	
	
	            PRF func = 0 (MIKEY pseudi rand functionfor key derivation)
	7
	

	
	
	
	            Crypto Session Bundle ID = randomly chosen (must be unique for each MBMS component set)
	32
	

	number_of_media_flows
	8
	
	            #CS = 1 for MTK delivery (number of crypto sessions covered by this MSK)
	8
	

	
	
	
	            CS ID Map type = 0 for SRTP streaming, 1 for download
	8
	

	
	
	
	            CS ID Map info = SRTP ID
	16
	

	
	
	
	                        Policy_no_i // to be filled, security policy (ith SRTP flow)
	8
	

	synchronization_source
	32
	
	                        SSRC_i randomly chosen
	32
	

	rollover_counter
	32
	
	                        ROC_i = 0 the current value of the STP rollover-counter used by the BM-SC
	32
	

	
	
	
	
	
	

	timestamp
	40
	
	timestamp field (TS) of type 2 §6.6
	32
	2

	
	
	
	            Next payload = 11
	8
	

	
	
	
	            TS type = counter/NTP
	8
	

	
	
	
	            TS value
	variable
	

	
	
	
	
	
	

	
	
	
	MIKEY-RAND § 6.11
	??
	

	
	
	
	            Next payload = 6
	8
	

	
	
	
	            Rand len
	8
	

	
	
	
	            Rand value
	variable
	

	
	
	
	
	
	

	
	
	
	Identity Payload Initiator: IDi §6.7

ID of the BM-SC  (i.e. NAF‑ID)
	
	

	
	
	
	            Next payload = 6
	8
	

	
	
	
	            ID Type = 0 (NAI) or 1 (URI)
	8
	

	
	
	
	            ID len
	16
	

	
	
	
	            ID Data
	variable
	

	
	
	
	
	
	

	
	
	
	Identity Payload Responder: IDr §6.7

ID of the UE's username (i.e.B‑TID)
	
	

	
	
	
	
	
	

	
	
	
	Security Policy (SP) payload §6.10
	
	

	
	
	
	            Next payload = 21
	8
	

	
	
	
	            Policy No// to be filled, security policy
	8
	

	traffic_protection_protocol 
	3
	
	            Prot Type = 0 (SRTP)
	8
	

	
	
	
	            Policy param length
	16
	

	
	
	
	            Policy param : set of TLV to be specified, according to SRTP
	variable
	

	
	
	
	                        Type 0: Encryption algorithm = 1 AES CM, 2 AES F8
	Variable
	

	
	
	
	                        Type 1: Session Encr. key length =  TBD
	Variable
	

	
	
	
	                        Type 2: Authentication algorithm = 1 (SHA-1)
	Variable
	

	
	
	
	                        Type 3: Session Auth. key length =  TBD (cf. SHA-1)
	Variable
	

	
	
	
	                        Type 4: Session Salt key length =  TBD
	Variable
	

	
	
	
	                        Type 5: SRTP Pseudo Random Function = 0 (AES CM)
	Variable
	

	
	
	
	                        Type 6: Key derivation rate =  TBD
	Variable
	

	
	
	
	                        Type 7: SRTP encryption off/on = 1 (ON)
	1
	

	
	
	
	                        Type 8: SRTCP encryption off/on = 0 (OFF)
	1
	

	
	
	
	                        Type 9: sender's FEC order = not used
	Variable
	

	
	
	
	                        Type 10: SRTP authentication off/on = 1 (ON)
	1
	

	traffic_authentication_flag 
	1
	
	                        Type 11: Authentication tag length =  TBD             
	Variable
	

	
	
	
	                        Type 12: SRTP prefix length =  TBD
	variable
	

	
	
	
	   
	
	

	
	
	
	General EXTension payload (EXT)

	
	X (requested from IANA)

	
	
	
	            Next payload = 1                      
	8
	

	
	
	
	            Type = 0 (Vendor specific)
	8
	

	
	
	
	            Length = 12 bytes
	16
	

	
	
	
	            Data = 
	variable
	

	
	
	
	                        Key Domain ID = MCC || MNC
	24
	

	
	
	
	                        If MSK delivery  
	
	

	service_CID_extension
	32
	
	                                Key Type ID=Key_group || Key Number of MSK
	32
	unsigned integers, different from zero

	
	
	
	                        If MTK delivery
	
	

	service_CID_extension
master_key_index = MSK ID || MTK ID 

master_key_index_length 
	32
8*length
	
	                                  Key Type ID=Key_group || Key Number of MSK for bcast case 1, or MSK_s for bcast case 3 
	32
	Id.

	
	
	
	                                  Key Type ID=Key_group || Key Number of MTK     (for bcast case 1, 2 and 3)                         
	32
	Id.

	programme_CID_extension

	32
	
	                                  Key Type ID=Key_group || Key Number of MSK_p       for bcast case 2 and 3                   
	32
	Id.

	
	
	
	                       
	
	

	
	
	
	KEMAC payload = E(encr_key, {TGK}) || MAC
	
	

	
	
	
	            Next payload = 0                         
	8
	

	
	
	
	            Encr Alg = 1 (AES CM) 2 (AES Key Wrap)
	8
	

	
	
	
	            Encr data leng = TBD
	16
	

	
	
	
	            Encr Data
	variable
	

	
	
	
	                        *Next payload = 20
	8
	

	
	
	
	                        Type = 0 for MSK delivery, 2 for MTK delivery
	4
	

	
	
	
	                        KV= 2 (MTK ID interval for MSK),  NULL for MTK??
	4
	

	

	
	
	                        Key data len = TBD
	16
	

	if (service_flag == TKM_FLAG_TRUE) {
encrypted_PEK
	128
	
	                        Key data= MUK[MSK] for MSK delivery  
                                         MSK [MTK] bcast case 1 for MTK delivery                    

                                         MSK_p[MTK] bcast case 2 for MTK delivery 

                                         MSK_s[MSK_p] bcast case 3 for MTK delivery
	variable
	

	
	
	
	                        Salt len ??
	16
	

	
	
	
	                        Salt data ??
	variable
	

	traffic_key_lifetime
	3
	
	                        KV Data = lower limit of MTK ID and upper limit of MTK ID for MSK delivery, not present for MTK delivery
	
	

	
	
	
	                        *Next payload = 0
	8
	

	
	
	
	                        Type = 2 for MTK delivery 
	4
	

	
	
	
	                        KV= NULL for MTK??
	4
	

	encrypted_traffic_key_material_length
	8
	
	                        Key data len = TBD
	16
	

	encrypted_traffic_key_material ( MTK encrypted with MSK_p
	8*length
	
	                        Key data= MSK_p[MTK] case 3 for MTK delivery
	variable
	

	
	
	
	                        Salt len ??
	16
	

	
	
	
	                        Salt data ??
	variable
	

	
	
	
	                        KV Data = not present for MTK delivery
	
	

	
	
	
	            MAC Alg = 1 (SHA-1)
	
	

	service_MAC for MSK OR programme_MAC for MSK_p /MSK_s
	96
	
	            MAC over the entire MIKEY message
	variable
	


Figure 6: BCAST / MIKEY message attributes
Points:

timestamp_flag 

This field is introduced by BCAST but the MIKEY message handles only timestamp field. This can be handled by the timestamp value.

next_encrypted_traffic_key

Next traffic key introduced by BCAST to be delivered is not handled by MIKEY, but MIKEY enables to deliver several keys within the same delivery message. General Extension field could be used for such functionality. 
reserved_for_future_use

These fields are not handled by MIKEY. It should be analysed further on which purpose is planned for such field.

programme_flag //service_flag

These fields were introduced by BCAST model to identify which one of the following cases is concerned:

· Case 1: service_flag = TRUE, program_flag = FALSE ( MTK is delivered via MSK_s[MTK]
· Case 2: service_flag = FALSE, program_flag = TRUE ( MTK is delivered via MSK_p[MTK]
· Case 3: service_flag = TRUE, program_flag = TRUE ( MTK is delivered via MSK_s[MSK_p] and MSK_p[MTK]
Extension field could be used for such functionality. 

Program and Service CID extension

These fields could be identified by the Key IDs:

· Case 1: presence of MSK and MTK

· Case 2: presence of MSK_p and MTK

· Case 3: presence of MSK_p, MSK_s and MTK
Alternative 2
The second alternative would be to avoid any adaptation of the existing definition of 3GPP MIKEY message, and to use the STKM message as defined by BCAST enabler. It would have a great benefit to handle all features introduced by BCAST enabler, which may be complex with the first alternative and have a simple implementation. 
There are 2 possible cases:

· Case 2.A: encapsulation of the Traffic Key message within a UDP BCAST STKM message (bearer agnostic solution). In this case the traffic key material transmission would rely on the interpretation of a BCAST message. it has the advantage of greatly simplifying Layer 3 as the BCAST client would use the existing message format. 
· Case 2.B: encapsulation of the STKM message defined by BCAST enabler directly into a MIKEY message using the extension field (avoiding the need for any mapping). Compared with the previous case 2.A a MIKEY message format may be easier to interpret for an MBMS client, even if it incorporates BCAST extensions.
Link between the 2nd and the 3rd layer of the key hierarchy
According to document [6], the BCAST Electronic Service Guide (ESG) that is delivered via the broadcast channel contains information on available Services. The ESG specifies how to access a given BCAST service via an access fragment. This access fragment gives transmission information (broadcast or interactive channel, access type …) and streaming session information, e.g. via the Service Description Protocol (SDP). 
Similarly, MBMS User Service announcement includes the delivery of metadata SDP files (cf. [7] and [8]) for each available and protected service. This mainly involves information about how to access a given content of a service. This can be provided via an MBMS Service Description, cf. [8] which includes service protection description parameters such as key identifiers and key management information related to the streaming session. 

MBMS Service description parameters enable a link between the service key MSK and the related RTP stream. BCAST has introduced similar parameters in the SDP file to be able to link data streams and key streams.  Further investigation is needed to confirm a possible linkage between the key identifiers of MBMS Service key delivery, and the identifiers used by BCAST layer 3 traffic key delivery.
Each data stream (audio or video stream) or key stream (carrying key management information) is identified with a unique stream ID. The SDP file describes the link between the data streams and the corresponding key streams. 

Key streams can be either:

· layer 3: short term key message: delivery of traffic key TEK.

· Layer 2: long term key message: delivery of Service / program Key SEK/PEK.

2. Key renewability 
MBMS gives the possibility to renew the MTK and MSK during an RTP session, and this may be used to renew as frequently as required the key material introduced by the BCAST enabler.
3. –BCAST – content layer
Regarding the first alternative as defined §1.3, MIKEY protocol as defined in 3GPP is suggested for the 2 last layers of the BCAST model. 3GPP MBMS definition considers only SRTP for data transmission, whereas BCAST enabler introduces other encryption protocols. Even if SRTP is suggested by 3GPP-MBMS, it is possible to extend MIKEY protocol to handle other content encryption protocols (this would require additional extensions to MIKEY protocol). 
However for the other alternatives, BCAST enabler has a common specification for the 2 last layers, opening the possibility of using all BCAST encryption protocols..

4. CONCLUSIONS

 

Authors recommend to use MIKEY protocol as defined in the  3GPP MBMS specifications for BCAST Layer 2 service/programme key delivery by means of mapping the relevant BCAST parameters to the MBMS MIKEY parameters.

 
For the layer 3, two alternatives are possible and should be discussed within BCAST WG:
· Adaptation of MIKEY protocol: further investigation is required to conclude if BCAST Layer 3 key delivery messages could also be mapped to MBMS MIKEY key delivery protocol. A first example mapping is given in this contribution but has to be updated according to the evolution of the BCAST enabler specifications.
·  Use of BCAST messages or BCAST messages encapsulated in MIKEY messages for layer 3. This would indeed avoid the complexity to interpret BCAST native messages, and follows the layer 3 OMA BCAST definition as common layer to ensure maximum interoperability. This solution  would automatically ensure all parameters and functionalities introduced by BCAST enabler are available,in Layer 3, as the message format would be the exact STKM message structure defined in the BCAST specification.
 For the content layer (layer 4 for BCAST enabler) all BCAST content encryption protocols may be used as defined by BCAST enabler. 
 
3 Recommendations:
Authors kindly ask BCAST WG to agree on the recommendations presented in this contribution in order to progress the development of the security adaptation work for MBMS and BCAST specifications.

�Service and program flags introduced by BCAST solution could be handled by an additional payload within the general  extension payload field.
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