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1 Reason for Change

This CR proposes to add GBA based mechanisms for OMA BCAST service provisioning.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept proposed changes and update the BCAST AD accordingly.
6 Detailed Change Proposal

5.4.6 Provisioning Function Related Flows (DRM Based Solution)
5.4.7 Provisioning Function Related Flows (GBA Based Solution)
Option 1 (BSP-M Serves as NAF Function):
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1. In the first step, the BSD/A sends the Service Guide to the terminal, BSP-C.

2. The BSP-C sends a request for information on Service Purchasing to the BSP-M which serves the purpose of the NAF in GBA.
3. The BSP-M responds with a WWW-Authenticate-digest-challenge to authenticate the client.
This kicks off the GBA bootstrapping procedure.  The BSP-C authenticates to the BSF and later continues the exchange with the BSP-M in Step 11.
4. As part of the GBA bootstrapping procedure, the BSP-C sends an HTTP request towards the BSF.

5. The BSF retrieves the complete set of GBA user security settings and one Authentication Vector (AV, AV =RAND||AUTN||XRES||CK||IK) and forwards the RAND and AUTN to the BSP-C in the 401 message (without the CK, IK and XRES). This is to demand the BSP-C to authenticate itself.

6. The BSP-C checks AUTN to verify that the challenge is from an authorised network; the BSP-C also calculates CK, IK and RES. This will result in session keys IK and CK in both BSF and BSP-C.

7. The BSP-C sends another HTTP request, containing the Digest AKA response (calculated using RES), to the BSF.

8. The BSF authenticates the BSP-C by verifying the Digest AKA response. The BSF generates key material Ks by concatenating CK and IK. The B-TID value shall be also generated in format of NAI by taking the base64 encoded [12] RAND value from step 3, and the BSF server name, i.e., base64encode(RAND)@BSF_servers_domain_name.

9. The BSF shall send a 200 OK message, including a B-TID, to the BSP-C to indicate the success of the authentication. In addition, in the 200 OK message, the BSF shall supply the lifetime of the key Ks. The key material Ks is generated in BSP-C by concatenating CK and IK.
10. Then the BSP-C also computes CK and IK, and concatenates them to obtain the key material Ks.
The GBA procedure is now complete and the BSP-C continues the communication with the BSP-M.
11. After the GBA procedure is complete, the BSP-C repeats Step 2, but this time using the request is authenticated using the computed key material in Step 10.

12. The BSP-M requests the BSF for the corresponding key material in this step; the key material is identified using B-TID.

13. The BSF delivers Ks to the BSP-M

14. The BSP-M requests the BSD/A for SK_L

15. The BSD/A delivers the SK_L to BSP-M

16. The BSP-M computes SK_U and delivers the 200 OK message indicating successful Service Purchase, Price Info and other information along with SK_U encrypted with Ks.
Option 2: (BSD/A serves as NAF Function, BSP-M serves as BSF function. Align with 231R5):
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In Option 2, the BSD/A serves as NAF Function, BSP-M serves as BSF function.  Instead of repeating the description of the identical steps in Option 1, we will elaborate on the new steps in this case.
The BSP-C requests the NAF for the Service Purchasing information; the NAF is now collocated with the BSD/A.  Steps 1, 2, and 3 run between the BSD/A and the BSP-C.
GBA runs between the BSP-C and the BSF, and thus the BSP-C can continue the communication with the BSP-M since the BSF is collocated in that entity.  The HSS contains the User Profile and Authentication Vector information, and thus in Steps 5 and 6, the BSP-M requests and receives the User Profile and AV information.

After GBA, the BSP-C continues communication with the BSD/A.  The BSD/A requests and receives Ks from the BSP-M in Steps 14 and 15.

The BSD/A then delivers SK_U to the BSP-C, protected with the Ks in the final step.
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