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1 Reason for Change

As noted in CRs OMA-BCAST-0462-group-rekeying and OMA-BCAST-0463-membership-and-subgroup-identification, and ICs OMA-BCAST-2005-0461R02-secure-group-management and OMA-BCAST-DLDRM-2005-0333-secure-group-management in the Tokyo and Sydney meetings, the current group key management schemes specified in A.12.2 and A.12.3 of OMA-TS-DRM-XBS-V1_0-20051006-D is vulnerable to collusion attacks by expelled group members within the same secure subgroup.
In this CR, we propose a group key management mechanism that facilitates efficient as well as secure delivery of BCROs.
Additional reasons for the need for a collusion-proof group key management system:
1. Group exclusion key disclosure may be more dangerous than disclosure of service keys
The group key management system as specified currently in the XBS specification provides the terminal access to the exclusion keys – or requires storage of 511 or 255 keys in secure memory.  Some low-end devices may not have SIMs with such storage and processing capabilities.  High-end devices on the other hand may have such capabilities.
A service/content provider might choose to provide high-value content to high-end devices only, given the above possible distinction in capabilities between low and high-end devices.  In that case, a disclosure of service key (due to a vulnerability in the device or its software) by any of the low-end devices results only in the disclosure of the low-value content.

However, if the group keying scheme proposed in the XBS specification were to be employed, a vulnerability in any two low-end devices can result in the disclosure of keys protecting high-value content also.
Additional explanation (R03):

Given that the current group key management scheme in the XBS specification is vulnerable to collusions and if and when that becomes a real security issue, currently there is no technical solution in BCAST 1.0 enabler documents.  The proposal (optional) introduced in this CR would allow service providers to fix the problem with a software modification as opposed to a revision to the BCAST specifications.
2 Impact on Backward Compatibility

This mechanism is best specified in the current version of the BCAST specifications, viz., BCAST 1.0 specifications to avoid any future backward compatibility issues.
3 Impact on Other Specifications

Affects the Service and Content Protection specification: OMA-TS-BCAST_SvcCntProtection-V1_0-
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the mechanisms specified in this CR are included either as one of the options for group keying or as the recommended option for group keying to facilitate efficient and secure delivery of BCROs.
6 Detailed Change Proposal

Change 1:  Add the following text in A.12.4 or perhaps insert this in its own Section in Appendix A between A.12 and A.13.
A.1 Efficient and secure BCRO delivery
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This scheme is optional to implement or support in the network and optional to implement or support in the terminal.

In the figure, d1 has the ID 000, d2 001, d3, 010, d4 011, d5 100, d6 101, d7 110, and finally d8 111.  We define that all subscribers, whether currently members (defined as subscribers receiving current BCROs) or not, are part of the key tree as illustrated in the figure.  In the simplest case, all the keys in the system are derived independently (i.e., random keys) by the group key manager.
The goal is to distribute the group key to the current membership among all the subscribers of the group.  The BCRO itself is delivered protected with the group key.
To illustrate group key delivery, consider if d3 and d4 unsubscribe, the group key is sent encrypted with the intermediate keys, commonly known as key encryption keys (KEKs) K-00, and K-1.  If d1 and d4 unsubscribe in another instance, the group key is sent encrypted with K-001, K010, and K-1.  This method is similar to OFT[OFT] and the complete subtree method defined by Naor et. al [Naor02].  The key list to encrypt the group key is the keys of the siblings of the keys in the path to the root of the unsubscribing members [OFT,Naor02].

The total number of keys in the system is 2n-2, and that includes the device keys as well as the intermediate keys.  Each subscriber receives log(n) keys.  For group key delivery, the complexity is as follows: if a single member unsubscribes, the group key can be delivered encrypted with at most log(n) KEKs.  The worst case is when n/2 members unsubscribe (or need to be eliminated), one from each of the subtrees just above the leaf-level.  In most cases, the cost is a small multiple of log(n).
Note that any combinations of members can be removed from the tree without any risk of collusion.  Combining all the eliminated members’ keys does not yield the other keys.
[Naor02] M. Naor et. al., “Revocation and tracing schemes for stateless receivers,” June 2002.
[OFT] Sherman, A.T.; McGrew, D.A., “Key establishment in large dynamic groups using one-way function trees,”
IEEE Transactions on Software Engineering, Volume 29, Issue 5, May 2003. Page(s):444 – 458.
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