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1 Reason for Change

As per document CR 0571R01, a distinct entity ‘the smartcard’, i.e. (U)SIM / R-UIM, was incorporated within the mobile terminal to reflect its physical existence, and a distinct operational element as part of well entrenched security & authentication model(s) for the mobile operator environment, in which BCAST enabler will apply. Furthermore the interface-SP-9 was added as the interface between the SP-Client in the terminal and the SP client in the Smartcard.

However, this entity and interface were not added in the Content Protection document. This CR fixes this bug, to make the Service and Content Protection architecture and interfaces consistent. 

Previous material presented by Samsung’s CR 533 was used as baseline material for this CR.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes and update the BCAST AD accordingly.
6 Detailed Change Proposal

5.3.4.4 Functional Architecture Diagram for Content Protection

The following diagram shows the functional blocks and interfaces for the content protection on the BCAST architecture.
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Figure 1 - Content Protection Function Architecture
The Figure above depicts the architecture of the BCAST Content Protection function. Interfaces are defined as follows:
	Interface
	Reference Point
	Definition

	CP-1
	BCAST-1
	CP-1 is not in scope of OMA-BCAST. It shows merely for the sake of completeness how the unprotected content is fed from the original source into the OMA BCAST function.

	CP-2-1
	BCAST-2 
	The content-protected stream is sent to the BSD/A for distribution.

	CP-2-2
	BCAST-2
	The content-protected file is sent to the BDS/A for distribution.

	CP-3
	BCAST-3
	CP-3 comprises the transactions between CP-M in the BSM and CP-E in the BSA. CP-M transfers TEK to CP-E for encryption of contents.

	CP-4
	BCAST-4
	CP-4 comprises the transactions between the CP-M and the FD for the delivery of TKM, the long-term key message. Key Material is also delivered from the CP-M to the FD for the broadcast-only terminal to do registration.

	CP-5-1
	BCAST-5
	CP-5-1 comprises the transactions between SD and CP-C for the distribution of content protected stream.

	CP-5-2
	BCAST-5
	CP-5-2 comprises the transactions between FD and CP-C for the distribution of content protected files and the TKM for content decryption.
This interface also delivers the long-term key message and key materials in case of broadcast-only devices, where interaction with CP-M have to be implemented by combining the broadcast channel with out-of-band communication. These operations include registration, domain join/leave, and usage data collection for impulse pay-per-view.

	CP-7
	BCAST-7
	CP-7 comprises the transactions between the CP-M and the CP-C in the terminal. It includes registration, long-term key message delivery and domain join/leave.

	CP-8
	BCAST-8
	CP-8 provides out-of-band channel for broadcast-only devices to do registration, long-term key message acquisition, domain join/leave, and usage data collection for impulse pay-per-view.

	CP-9
	N/A
	This is the interface between the terminal and the smartcard. This interface is not present for terminals not having a smartcard.

NOTE:  Further discussion is required to determine if interface CP-9 is within the scope of the BCAST enabler.

Authentication data and and key material is transmitted over this interface.


Note: Interface CP 2-1 and CP 2-2 are identical to SD-2 and FD-2 respectively. Interface CP 5-1 and CP 5-2 are identical to SD-5 and FD-5 respectively
5.3.4.4.1 Content Protection Encryption Function
The Content Protection Encryption Function (CP-E) is responsible for encrypting files or stream contents for delivery over broadcast channel. The TEK, acquired from the CP-M, is used to protect contents. The format of the encrypted contents depends on the specific content protection system.
5.3.4.4.2 Stream Delivery Function
The role of Stream Delivery Function (SD) is identical to the one in Stream Distribution Function. Refer to Sect.5.3.3.2. 
5.3.4.4.3 File Delivery Function 
The role of File Delivery Function (FD) is identical to the one in File Distribution Function. Refer to Sect.5.3.2.2. In addition to this, the long-term key message and key materials are distributed from the FD to the CP-C for broadcast-only terminals. The TKM is distributed to the CP-C over broadcast channel.
5.3.4.4.4 Content Protection Management Funciton 
The Content Protection Management Function (CP-M) is responsible for registration and the long-term key message delivery. The long-term key message containing the SEK is delivered to the CP-C from the CP-M. Broadcast-only terminals require out-of-band channel to initiate the request for registration and the long-term key message delivery and receive responses for the registration and the long-term key message delivery over broadcast channel. 
The CP-M also handles TKM delivery to the CP-C . The TKM, delivered from the CP-M to the FD, can be distributed to the CP-C over the broadcast channel. The CP-M is in charge of the domain management. The terminal can joint a domain or leave a domain using the CP-M.
5.3.4.4.5 Stream Delivery Client Function
The role of Stream Delivery Client Function (SD-C) in the terminal is identical to the one in Stream Distribution Function. Refer to Sect.5.3.3.3.
5.3.4.4.6 File Delivery Client Function 
The role of File Delivery Client Function (FD-C) in the terminal is identical to the one in File Distribution Function. Refer to Sect.5.3.2.3. In addition to this, the FD-C receives the TKM over broadcast channel. The FD-C also receives the long-term key message and registration key materials in case of broadcast-only terminals.
5.3.4.4.7 Content Protection Decryption Function
The Content Protection Decryption Function (CP-D) in the Terminal is responsible for decrypting the encrypted contents using the TEK extracted from the TKM. The TKM is delivered from the CP-M to the FD and the CP-C receives the TKM from the FD over broadcast channel.

5.3.4.4.8 Content Protection Client Function 
The Content Protection Client Function (CP-C) in the Terminal is responsible for registration and acquisition of the long-term key message and the TKM. After the registration, the CP-C acquires REK, SMK or GMK which is used for protecting the long-term key message. The long-term key message contains the SEK which is used for encrypting TKM. The CP-C also acquires the TEK by decrypting TKM using the SEK and the TEK is sent to CP-D for decryption of encrypted contents.
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