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3. Terminology and Conventions

3.1 Conventions

<< If doc includes normative material keep the next two paragraphs.  DELETE THIS COMMENT >>

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<< If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

<< Add definitions in new rows of the following table as needed.  DELETE THIS COMMENT >>

	Content Encryption
	The cipher algorithm is applied on data before packetization for transport or encapsulations in a file occurs.

	Transport Encryption
	The cipher algorithm is applied on data that have been packetized for transport on a network. This can also be referred as Service Encryption but for the sake of clarity, only Transport Encryption term is used.

	Content Protection
	This involves the protection of content (files or streams) during the complete lifetime of the content i.e. it is NOT an access control mechanism only as it involves post-acquisition rules. Content protection is enabled for encrypted content through the use of appropriate rules or rights, e.g. using OMA DRM v2.0 for files and OMA DRM Broadcast extensions for streamed content. Content remains protected in the Terminal.

Usage rules are enforced at "consumption time" (typically, based on DRM). In addition to subscription and pay-per-view, typically associate with Service Protection, Content Protection enables also more fine-grained usage rules, such as for displaying, saving in unencrypted form, printing, processing, re-distributing, etc. [DRMDRM-v2.0].

	Service Protection
	This involves protection of content (files or streams) during its delivery i.e. it is an access control mechanism only. Content is freely available (thus unencrypted) once securely delivered.
For the benefit of allowing Content Protection to be provided for the same service, Service Protection may be limited to immediate consumption / rendering only, allowing recording of encrypted content for future acquisition of post-acquisition rights (see Content Protection).


3.3 Abbreviations

<< Add abbreviations as needed to the following table.  DELETE THIS COMMENT >>

	OMA
	Open Mobile Alliance

	AES
	Advanced Encryption Standard

	BAK
	BCRO Authentication Key

	BCRO
	Broadcast Rights Object

	ESP
	Encapsulating Security Payload

	GMK
	Group Management Key

	HMAC
	Hashed Message Authentication Code

	IPsec
	IP Security

	LTKM
	Long Term Key Message

	MAC
	Message Authentication Code

	PAK
	Programme Authentication Key 

	PAS
	Programme Authentication Seed

	PEAK
	Programme Encryption / Authentication Key

	PEK
	Program Encryption Key

	PRF
	Pseudo Random Function

	RIAK
	Right Issuer Authentication Key

	REK
	Right Encryption Key

	RO
	Rights Object

	SAK
	Service Authentication Key 

	SAS
	Service Authentication Seed

	SEAK
	Service Encryption / Authentication Key

	SEK
	Service Encryption Key

	SHA-1
	Secure Hash Algorithm

	SMK
	Subscriber Management Key

	STKM
	Short Term Key Message

	TAK
	Traffic Authentication Key

	TAS
	Traffic Authentication Seed

	TEK
	Traffic Encryption Key


3.4 Symbols
E{K}(M) 
Encryption of message ‘M’ using key ‘K’

D{K}(M)
Decryption of message ‘M’ using key ‘K’

A || B
Concatenation of A and B

LSBm(X)
The bit string consisting of the m least significant bits of the bit string X.

MSBm(X)
The bit string consisting of the m most significant bits of the bit string X.
4. Introduction

<< From a market perspective...  

· What can you do with this specification?

· What problem does this solve?

· How can this specification be applied?

· Consider the target audience and provide deployment examples as possible.

DELETE THIS COMMENT >>

5. Service and Content Protection
<<Sections for the normative specification text.  Fill in as needed.  The following validates the styles used for the headers.  DELETE THIS COMMENT >>

5.1 Service and Content Protection Functional Architecture
<text>

5.1.1 Functional Architecture Diagram (Informative)
5.1.1.1 Overview of the solution

An architectural overview of service protection and content protection appears in the OMA BAC BCAST architecture document (AD).

This specification describes a service and content protection system for OMA BCAST services. It enables the restriction of access to services to authorised users.

OMA BCAST has requirements to provide both protection for broadcast content and services. However, the protection of broadcast content and services are required for different purposes:

· Content providers require securing the content not only at the present time of broadcasting, but also in the future. Some content providers might want to determine post-acquisition usage rules or so called digital rights. These can be obtained on an individual basis by the end user. Other content providers have content to offer, for which they do not require technical restrictions but limit it to fair use cases and rely on copyright acts.
· Service providers on the other hand require a secure access mechanism. They are only concerned with managing access to the content at the time of broadcasting. This is independent of the offered content and independent of the presence of digital rights for certain types of content. Only an access/no-access mechanism is required to distinguish between subscribed and not-subscribed users.
Therefore, service protection and content protection will be handled by two different security mechanisms.  The complete protection system consists of:

· Service protection:  The possible key management systems are as defined in this document. There are two possibilities:

· An OMA DRM 2.0 based solution for managing the rights.  In its most common form, OMA DRM manages the rights to use files stored in a device; this solution extends that to the case of receiving streaming content over OMA BCAST. It also provides a means of performing rights management over an OMA BCAST channel.  Additional post-delivery protection is provided by enforcing the usage rights specified in the associated RO, both for downloaded content files and streaming content.  Appropriate broadcast extensions are used to achieve this over broadcast channel, building on existing mechanisms in OMA DRM 2.0.  These extensions enable devices without interactive channel to acquire Rights Objects. BCAST devices that have access to an interactive channel typically acquire Rights Objects over the Interaction Channel, using OMA DRM 2.0 mechanisms, though they may also support acquiring Rights Objects over broadcast channel.
· A USIM/(R-)UIM/Smartcard based solution for managing the rights.
In addition to the layer of right management, the encryption solution can operate on one of the following:
· The Internet Protocol (IP) layer based on the IPsec security standard, in which case it is transparent to IP based receiver applications like video players.

· The transport layer, based on the SRTP security standard. 
· The content level, i.e. by encrypting Access Units before packetization occurs.
For service protection, both IPsec and SRTP allow the solution to be completely independent of the content format by protecting content at the transport level.  Service protection may include message authentication / integrity protection and replay attack.  Unlike service protection that is provided at transport level, content protection is provided at the content level, allowing the solution to be completely independent of the transport level mechanism. An appropriate file format may allow direct recording, either encrypted or unencrypted.
· Content protection:
· For file download delivered over the broadcast channel, the content protection is as per OMA DRM 2.0 specifications.  In this case normal usage rules are as defined in the OMA DRM 2.0 Rights Object. 
· For real-time broadcast streaming using RTP, content protection is applied using the relevant broadcast extensions and appropriate encryption. Post delivery usage rules associated with the service and / or specific program content are delivered in Rights Objects.  These rules can apply to content recorded in an appropriate file format, as defined in this specification for broadcast streams, which may be recorded either encrypted or unencrypted. 

[image: image2]
Figure 1 – System Overview

Figure 1 shows the architectural position of the service and content protection system.  A service provider may use content encryption instead of transport encryption for streaming to provide either service protection  or content protection for the same encrypted stream. In this case, the service offered depends on the nature of implicit or explicit rights delivered (access-only right or post-acquisition rights). To allow this scenario, recording of content-encrypted content shall be allowed in encrypted format only, if content encryption is used for the purpose of providing optional content protection.
5.1.1.2 Selected Technologies

These are the main standards on which the solution is based:
· Advanced Encryption Standard (AES, see [FIPS197]) in the Cipher Block Chaining mode with 128 bit keys, for actual content encryption. Furthermore, OMA DRM uses AES-WRAP in its Rights Objects and optionally AES CBC-MAC.

· Secure Internet Protocol (IPsec, see [RFC2406]) using the Encapsulating Security Payload (ESP) protocol, for implementing transport encryption and decryption as a function of the IP stack. Only transport mode is used.

· Secure Real Time Protocol (SRTP, see [RFC3711]) for implementing service protection at the transport layer. SRTP uses AES-CTR (counter mode).

· Content protection as specified in OMA DRM 2.0 for files and for audio/video content [DRMCF-v2.0]. Appropriate extensions are provided for content protection of broadcast RTP streams in this specification.

· Traffic Encryption Key (TEK) delivery protocol and management is specified in this document.

· Open Mobile Alliance (OMA) Digital Rights Management version 2.0 [DRM Enabler-v2.0] for service and content protection, managing rights and the associated service and program encryption keys, and the cryptographic protection of those keys themselves. This specification makes some adaptations to OMA DRMv2 for OMA BCAST, mainly for devices without interactive channel.

· DRM rights object delivery and device registration over the OMA BCAST channel, without using an interaction channel, are also newly specified. They are described in this document.  Devices with access to the interactive channel do not need to implement those extensions for broadcast-only devices, as they typically do registration and Rights Object acquisition over the interactive channel only.
GBA [3GPP TS 33.220] for USIM and pre-provisioning [3GPP2 S.S0083-A] for (R-)UIM for establishing a shared secret. Their applications for service protection are as specified in this document.The reasons for choosing these particular technologies as the basis of the solution include the following:

· AES is an open standard symmetric encryption algorithm which is widely used in various standards including OMA DRM v2.0.
· IPsec/ESP is the standard way of keeping service decryption at receiving devices within the IP stack, invisible to the receiving applications, which thus remain independent of service protection and the carriers of the IP packet streams (of which IPDC may be only one). IPsec/ESP has been used in variety of existing applications.
· SRTP is a standard way of performing service decryption at receiving devices within the transport layer. SRTP has been used to protect all common forms of streaming content.

· TEK management framework and protocol are specified in this document. The efficiency and robustness of the solution is achieved by a new key delivery protocol and management scheme for the frequently changing TEKs.

· Among the various rights management alternatives, OMA DRM v2.0 is the one which makes OMA BCAST a part of the same value chains which will be used for selling content and services in the cellular world, and which thus will be implemented by many devices in any case. OMA DRM, too, has existing applications, although currently v1.0 is being used.

· OMA DRM v2.0 uses interaction over a two-way communication channel for device registration and guaranteed rights delivery. To adapt receive-only devices without an interaction channel, and to optimise the use of the broadcast channel, some new mechanisms are proposed for those devices.
· GBA is a general architecture that allows to securely sharing a secret between a server and a client; it has already been used in 3GPP MBMS. Currently, 3GPP2 uses pre provisioning to establish shared secret between (R-)UIM and home network.
5.1.1.3 Overview of Operation for Streaming of Content
Streaming can be done with content coming either from a live source or from a file. For streamed content, protection can be done either using service protection or content protection. Both protection mechanisms use the Four Layer model of Figure 2.

[image: image3]
Figure 2 – Protection via Four Layer Model
As illustrated in Figure 2, the solution is based on a four-layer cryptographic architecture, with an optional optimisation to provide both secure subscription and pay-per-view purchase options for a single service.  Traffic Encryption Keys (TEKs) are applied to the actual content following different mechanisms depending on the actual encryption method used.
The TEKs are themselves broadcast encrypted by a Service or Program Encryption Key (SEK/PEK). These broadcast messages carrying TEKs are called Short Term Key messages.
Short Term Key messages may contain two levels of encryption. Separate SEK and PEK keys can have different lifetimes and can be used to provide, for a single service, different granularities of purchase periods to different customers. This allows for the efficient implementation of both subscription and pay-per-view business models for the same service. Pay-per-view customers are provided with a PEK that is only valid for a single program while subscribers would be provided with a SEK, valid for reception of the service for some longer period. Within the Short Term Key message, the TEK is encrypted with a PEK, and the PEK is also carried, encrypted with the SEK. Thus, pay-per-view subscribers can directly decrypt the TEK, while subscribers can decrypt the PEK by using the SEK, which can then be used to decrypt the TEK.

Short Term Key messages contain content IDs for the program and/or service. Devices use this ID to identify which Long Term Key message to use for decryption of Short Term Key messages.

5.1.1.3.1 Streaming Using Service Protection
For service protection, transport encryption is carried out according to AES-CTR using 128 bit symmetric traffic keys.  TEKs are applied: 
· as part of standard IPsec security associations (SAs), or 
· as an SRTP master key, from which the session key is derived as per the SRTP specification, or

· Directly to encrypt content before packetization for transport occurs.
Depending of the chosen encryption, the keys are used to perform decryption automatically before passing the packets to the receiving application.
The SEKs or PEKs are transmitted to each receiving device within Long Term Key messages.  (If OMA DRM 2.0 extensions are used these messages are Rights Objects). Such transmission of Long Term Key messages can be done in two different ways, depending on whether the receiving device can make use of an interactivity channel:

· Via broadcast over OMA BCAST broadcast channel, or

· Via an interactivity channel.

As already mentioned, there are two key management systems:

· Using OMA DRM 2.0 Extensions.  When delivering Long Term Key messages over the OMA BCAST broadcast channel in the form of Rights Objects (ROs), bandwidth is a major constraint. This specification addresses this problem in two complimentary ways. Firstly, a new binary form of an RO, called a Broadcast Rights Object (BCRO), is defined. Secondly, a method is described for securely delivering BCROs to groups of devices at the same time. Valuable portions of Rights Objects are protected by group or unit keys, and when necessary, broadcast encryption can be used to allow messages to be decrypted only by arbitrary sets of devices within a larger group.  When delivering Rights Objects to devices that have access to an interactive channel, implementation complexity is a major constraint. Thus, such devices, which are expected to support OMA DRM 2.0 for interactive content services, use standard OMA DRM 2.0 mechanisms as much as possible, e.g. they acquire Rights Objects for broadcast content via the interactive channel using the DRM 2.0 ROAP protocol, as they would do for non-broadcast content as well.  This specification defines also an efficient and user-friendly process for the registration of devices which do not have an interactivity channel.  Rights Encryption Keys (REKs) are also delivered to receive-only devices during a device registration process protected using the public key of the individual devices. When an interactivity channel is available, the registration process is according to standard OMA DRM v2.0.
· Using GBA mechanisms. An overview of operation is given in Section 5.1.2.1.2.
5.1.1.3.2 Streaming Using Content Protection
For content protection, encryption is carried out according to AES using 128 bit symmetric traffic keys.  While service protection provides protection of the stream only at the time of service reception, content protection provides protection of the content even after the service reception, i.e. content remains stored protected in the Terminal. On one hand, this may be issued by using TEKs to encrypt the content before packetization for transport or encapsulation in a file occurs. On the other hand, content protection may also be provided using service level encryption and appropriate measures in the receiving device to protect content inside the device.
5.1.1.4 Overview of Operation for Download of Content
Protection of content is as defined by OMA DRM 2.0 specifications [DRM Enabler-v2.0].
5.1.2 Keys Management

5.1.2.1 

5.1.2.2 Key Hierarchy
OMA BAC BCAST defines a four-layer key hierarchy which is described in the OMA BAC BCAST architecture document (AD).
Layer 1 Subscriber Identity (SI) registration implies that the device owns a secret that can be used to secure Layer 1 messages. This secret can be either a shared secret key stored on an identity module (such as the authentication key K stored on the USIM for 3GPP system, or a registration key RK stored on a UIM for 3GPP2 system) or a device private key stored on the terminal. When SI registration is shared secret key-based, key material for Layer 1 is called Subscriber Management Key (SMK). When SI registration is based on device private key, key material is called Rights Encryption Key (REK).
It SHALL be possible to store SMK on a (U)SIM/(R-)UIM when the terminal supports one.
5.1.2.2.1 Authentication Layer
The 4-layer model described in the OMA BAC BCAST architecture document (AD) allows different key management systems to be used for layers 1 and 2.
A key management system based on asymmetric keys, i.e. a Public Key Infrastructure (PKI), MAY be used, e.g. the PKI model offered by OMA DRM v2.0 [DRMDRM-v2.0].  Other key management systems based on asymmetric keys (PKI) MAY be used instead.

Alternatively, a key management system based on symmetric keys MAY be used for layers 1 and 2, e.g. the symmetric key model used by both 3GPP MBMS [3GPP TS 33.246] and 3GPP2 BCMCS [3GPP2 S.S0083] security models. Other key management systems based on symmetric keys MAY be used instead.

In order to ensure maximum interoperability, OMA BCAST defines common layers for layers 3 and 4.

Adaptation of the 4-layer model used in OMA BCAST to underlying BDSes SHALL be possible, for example for 3GPP MBMS, 3GPP2 BCMCS or DVB CBMS. This adaptation allows the existing functionalities provided by the underlying BDS to be re-used. Information on the appropriate adaptation is provided in section 5.2.

Section 5.1.2.1.2 below provides an example of a key management system based on symmetric keys for smartcard-enabled terminals.  

Section 5.1.2.1.3 below provides an example of a key management system based on asymmetric keys, i.e. a PKI, based on OMA DRM v2.0.

5.1.2.2.2 Key management for smartcard-enabled terminals

Service protection is a must for service providers. For service providers with a GSM or UMTS compliant network, there is already a security framework for broadcast defined based on a smartcard, i.e. MBMS security based on the USIM, 3GPP2 networks supporting BCMCS will provide a similar security framework based on (R-)UIM.
Security mechanisms of MBMS and BCMCS can be largely reused for service protection for terminals which are equipped with a USIM or (R-)UIM. Detailed information can be found in [3GPP TS 33.246] and [3GPP2 S.S0083].
Using the shared secret key that reside in the USIM/(R-)UIM, a Subscriber Management Key (SMK) is established between the USIM/(R-)UIM and the service provider. SMK is a user-specific key that can be used to protect Layer 2 messages, i.e Long Term Key Messages.
In order to permit broadcasting of Layer 2 messages for efficient key distribution, an additional Group Management Key (GMK) MAY be defined. GMK can be common to a group of users and used to protect the delivery of Layer 2 messages through a broadcast channel. 

Both SMK and GMK SHALL be stored within the USIM/(R-)UIM.  

Service Encryption Key (SEK) is delivered protected by SMK or GMK if a broadcast channel is used. SEK SHALL be stored within the USIM/(R-)UIM. 

Traffic Encryption Keys are protected using SEK. On receiving the Short Term Key Message, the terminal sends to the USIM/(R-)UIM either the encrypted TEK or information needed to generate the key that encrypts TEK. The USIM/(R-)UIM then sends either TEK in the clear or the key that encrypts TEK to the terminal. 

Note: if a simple access control mechanism is required then layer 2 MAY transport only a SEK, whereas if additional content protection involving rights management is required layer 2 MAY transport Rights Objects (ROs).
5.1.2.2.3 Key management based on OMA DRM v2.0 PKI

5.1.2.2.3.1. Use of ROs

Service Encryption Keys (SEK) described in Layer 2 of the Key Hierarchy for Service Protection MAY be transmitted to each terminal within rights objects (ROs) or directly by using service key messages, whose format is to be defined later.  In addition to SEKs, ROs also contain permissions and other attributes linked to protected service.  SEKs would typically be utilized for subscription services.  Each SEK protects a single subscription service that can be purchased as a unit.  A unit is the minimum granularity of services that a service provider offers to an end user, and a unit, therefore, MAY correspond to a single program channel, to a portion of a channel, or to a collection of program channels that are all purchased as a unit.  The SEK is an intermediate key, i.e. it does not directly encrypt the content but instead encrypts a Traffic Encryption Key (TEK) or Layer 3 keys.  The SEKs themselves are encrypted by keys transmitted in Layer 1 of the Key Hierarchy.  The method of encrypting the SEKs is to be defined later.

A terminal periodically receives a set of SEKs that MUST be encrypted and authenticated.  Depending on the capabilities of underlying transport networks, multiple SEKs MAY be combined into one Long Term Key message (LTKM) directed to a terminal.  There MAY also be multiple such messages that relay different sets of SEKs to the same terminal.

SEKs SHOULD be periodically updated so that when someone drops a subscription, their access to a service will be terminated cryptographically once a SEK changes.  For example, SEKs MAY change once per billing period (e.g., on a monthly basis).

The transmission of LTKM to a terminal can be done over an interaction channel or over a broadcast channel, depending on whether the terminal has access to an interaction channel or not.  The exact mechanism to transmit service key messages to terminals is to be defined later.
If the LTKM is transmitted over the broadcast channel, then the RO MUST be encoded using a suitable binary encoding or compression.  An RO thus encoded is called an Broadcast RO (BCRO) for delivery.  The choice of whether to use binary encoding or compression to encode BCROs is TBD.  The syntax for binary encoding and the mechanism for compression is TBD.
BCROs for delivery SHOULD satisfy the following requirements:

· Efficient use of Broadcast Bandwidth.  Textual XML-based objects are verbose.  The broadcast channel is used to transmit BCRO for terminals with no interactive channels, and the broadcast bandwidth used for transmitting textual XML-based objects can be quite large.  

· Performance/Scalability.  In the case of a broadcast service, there can be a very large number of users that are all tuning in to a live event and thus performance is critical.  Digital signature generation for every user that wants to tune into an event needs to be evaluated to determine whether it provides a sufficient level of scalability.  Even for monthly subscribers, Rights Objects may need to be regularly sent to update service keys.  

·  Economy of Implementation.  Many implementations use security facilities (e.g., SIM cards) that, for reasons of cost, are normally constrained in terms of computing power and available storage.  Such facilities are not normally able to run a full XML parser.

In addition, if the LTKM is transmitted over the broadcast channel, then digital signatures or MACs over the RO MAY be verifiable over the BCRO itself without having to decode or de-compress the BCRO.

In addition, if the LTKM is transmitted over the broadcast channel, then all content of the LTKM other than the BCRO MUST be compressed or encoded.

If the LTKM is transmitted over the interaction channel, then the LTKM, including the RO, digital signatures or MACs, MAY be encoded, compressed, or text-based.

5.1.2.2.3.2. OMA DRM v2.0 Extensions for Broadcast Rights Objects

Extensions to OMA DRM v2.0 for broadcast rights objects, i.e. optimized Rights Objects distributed over the broadcast channel, including design and format, appear in the OMA DRM v2.0 Extensions for Broadcast Support document.

5.1.2.2.3.3. ROs in Long Term Key Delivery Layer for service protection
In case of subscription, the Service Encryption and Authentication Key material (SEAK) associated with the service is delivered to the authorized terminal in an RO. Such an RO is called a Service RO. In general, a Service RO will contain key material associated with more than one service (with a service bundle).

In case of pay-per-view, the Program Encryption and Authentication Key material (PEAK) associated with a pay-per-view event is delivered to the authorized terminal directly within a RO. Such an RO is called a Program RO.

The ID of ROs that contain SEAKs or a PEAK needs to be structured, to allow for the management of purchase transactions in the device, or more specifically, to create an association between the service guide (where the purchase item is expected to be announced) and the successful completion of the purchase transaction (when the RO related to the purchase has finally been received in the device). This is valid for both connected and especially for unconnected operation, where the RO may be received by the device much later than the purchase transaction is initiated.

Defining a structured ID will allow the device also check to later on whether ROs for all subscribed services are available (and have been renewed). The rekeying_period_number is an increasing number by which the roID related to the same purchase item can be made unique.

The ID of an RO linked with subscription (Service RO) or pay-per-view (Program RO), and bound to a device or to a domain, SHALL be constructed respectively as follows:

deviceRoID = “E” +deviceID +“/” +bsdaID +"#I" +purchaseItemID +"@" +ascii(rekeying_period_number)

domainRoID = “O” +domainID +“/” +bsdaID +"#I" +purchaseItemID +"@" +ascii(rekeying_period_number)

· deviceID is the OMA device ID.
· bsdaID is the globally co-ordinated ID of the broadcast service distribution/adaptation center.

· purchaseItemID is defined in the ESG.
· 
· The ascii () function is an “ascii” presentation of the parameter.
A Service RO SHALL contain at least one (<CID>, <service encryption and authentication key material>) pair. The <CID> (Content Identifier) shall be constructed as specified in the paragraph defining the traffic key message (see Section 5.1.2.1.4.1).


After unwrapping the SEAK contained in the RO, the SEK and the SAS are obtained by splitting the unwrapped key material into two parts as follows:

SEK = first part (128 bits, since AES-128 is used to wrap the traffic or program key material)

SAS = second part (128 bits)

A Program RO SHALL contain at least one (<CID>, <program encryption and authentication key material>) pair. The <CID> SHALL be constructed as specified in the paragraph defining the traffic key message (see Section 5.1.2.1.4.1).
After unwrapping the PEAK contained in the RO, the PEK and the PAS are obtained by splitting the unwrapped key material into two parts as follows:

PEK = first part (128 bits, since AES-128 is used to wrap the traffic key material)

PAS = second part (128 bits)

5.1.2.2.4 Short Term Key Delivery Layer
This subsection deals with the “Short Term Key Delivery Layer” in the 4-layer model for service and content protection.

5.1.2.2.4.1. Short Term Key Message (STKM)

Each STKM SHALL be encapsulated in exactly 1 UDP packet.

In order to keep access times low for devices that start accessing a service, a STKM SHALL be transmitted periodically.
The STKM SHALL be transported in-band, in the same Elementary Stream, together with the media streams that are protected with the traffic keys contained in the STKM.

	Short_term_Key_Message_Description
	Length
	Type

	Short_term_key_message() {
	
	

	
selectors_and_flags {
	
	

	

protocol_version
	4
	Uimsbf

	

reserved_for_future_use
	2
	Bslbf

	

protection_after_reception
	2
	Uimsbf

	

traffic_protection_protocol
	3
	Uimsbf

	

traffic_authentication_flag
	1
	Uimsbf

	

next_traffic_key_flag
	1
	Uimsbf

	

timestamp_flag
	1
	Uimsbf

	

programme_flag
	1
	Uimsbf

	

service_flag
	1
	Uimsbf

	
}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_IPSEC) {
	
	

	

security_parameter_index
	32
	Uimsbf

	
}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_SRTP) {
	
	

	

master_key_index_length
	8
	Uimsbf

	

master_key_index
	8*master_key_index_length
	Uimsbf

	

number_of_media_flows
	8
	Uimsbf

	

for (i = 0; i < number_of_media_flows; i++) {
	
	

	


synchronization_source
	32
	Uimsbf

	


rollover_counter
	32
	Uimsbf

	

}
	
	

	
}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_AUENCRYP) {
	
	

	

key_indicator_length
	8
	Uimsbf

	

key_indicator
	8*key_indicator_length
	Uimsbf

	

if (next_traffic_key_flag == TKM_FLAG_TRUE) {
	
	

	


key_indicator
	8*key_indicator_length
	Uimsbf

	

}
	
	

	

TBD if necessary
	
	

	
}
	
	

	
encrypted_traffic_key_material_length
	8
	Uimsbf

	
encrypted_traffic_key_material
	8*encrypted_traffic_key_material_length
	Bslbf

	
if (next_traffic_key_flag == TKM_FLAG_TRUE) {
	
	

	

next_encrypted_traffic_key_material
	8*encrypted_traffic_key_material_length
	Bslbf

	
}
	
	

	
reserved_for_future_use
	5
	Bslbf

	
traffic_key_lifetime
	3
	Uimsbf

	
if (timestamp_flag == TKM_FLAG_TRUE) {
	
	

	


timestamp
	40
	Mjdutc

	
}
	
	

	
if (programme_flag == TKM_FLAG_TRUE) {
	
	

	

programme_selectors_and_flags {
	
	

	


reserved_for_future_use
	6
	Bslbf

	


access_criteria_flag
	1
	Uimsbf

	


permissions_flag
	1
	Uimsbf

	

}
	
	

	

if (access_criteria_flag == TKM_FLAG_TRUE) {
	
	

	


reserved_for_future_use
	8
	Bslbf

	


number_of_access_criteria_descriptors
	8
	Uimsbf

	


access_criteria_descriptor_loop() {
	
	

	



access_criteria_descriptor()
	
	

	


}
	
	

	

}
	
	

	

if (permissions_flag == KSM_FLAG_TRUE) {
	
	

	


permissions_category
	8
	Uimsbf

	

}
	
	

	

if (service_flag == TKM_FLAG_TRUE) {
	
	

	


encrypted_PEK
	128
	Bslbf

	

}
	
	

	

programme_CID_extension
	32
	Uimsbf

	

programme_MAC
	96
	Bslbf

	
}
	
	

	
if (service_flag == KSM_FLAG_TRUE) {
	
	

	

service_CID_extension
	32
	Uimsbf

	

service_MAC
	96
	Bslbf

	
}
	
	

	}
	
	


Descriptors for access_criteria_descriptor_loop
	Tag
	8
	Uimsbf

	Length
	8
	Uimsbf

	Value
	<8xlength>
	bit string


The access criteria descriptor loop is an extension mechanism to allow the addition of new access criteria in the future versions of this specification. The device SHALL ignore access criteria descriptors that it doesn’t support.

A single access criteria descriptor can carry one or more access criteria.
Constant Values

	TKM_ALGO_IPSEC
	0

	TKM_ALGO_SRTP
	1

	TKM_ALGO_AUENCRYP
	2


	TKM_FLAG_FALSE
	0

	TKM_FLAG_TRUE
	1


Coding and Semantics of Attributes

protocol_version – indicates the protocol version of this key stream message.

The device SHALL ignore messages that have a protocol_version number it doesn’t support. The value of the protocol_version of this message is set to 0x0 (i.e. the original format). 

Note: If set to 0x0 the format specified in this version of the specification is used. If set to anything else than 0x0, then the format is beyond the scope of this version of the specification.

protection_after_reception - 2-bit field defining the required protection after the removal of the service protection, according to the following table:

Table 1: Protection_after_Reception Values
	Value
	Description

	0x00
	Content protection

Device has to protect all content against access in the clear.

Only the explicitly allowed types of consumption as defined in Rights Objects that the device has for this service or programme are permitted, an example permission is 'Access' for the immediate rendering of the service or programme.

	0x01
	Implicit rendering permission; ROs may provide additional rights

Device has to protect all content against access in the clear, but: 

· Direct rendering is implicitly allowed; no Rights Object is required in the device for this, or an RO with only the service or programme key but without any permissions is sufficient,

· The device needs to have an RO with the appropriate permissions (and possibly constraints) for any other type of consumption.

	0x02
	Render and recording play back only

Device has to protect all content against access in the clear, but implicitly, two types of consumption are allowed: 

· Direct rendering, and 

· Play back of protected recordings of this service or programme, which are made by the device itself
.

Apart from the above two types, no consumption is allowed, not even any consumption granted with Rights Object(s).
The above two types of consumption may also be made available over appropriately protected digital links.

	0x03
	Service Protection

This specification does not impose any protection measures for the content after the removal of service protection.

Note that for e.g. legal or other reasons, the device still might have to protect the content in some way.


traffic_protection_protocol – defines the protocol used for the encryption and authentication of traffic:

	TKM_ALGO_IPSEC
	IPsec ESP (transport mode; encryption: AES-128-CBC [key length 128]; authentication: HMAC-SHA1-96 [key length 160] or NULL).

	TKM_ALGO_SRTP
	SRTP (encryption: AES-128-CTR [key length 128]; authentication: HMAC-SHA1-80 [key length 160] or NULL).

	TKM_ALGO_AUENCRYP
	AU encryption (encryption: AES-128-CTR [key length 128]; SRTP authentication: HMAC-SHA1-80 [key length 160] or NULL).

	Other values
	Reserved for future use


Whether or not authentication is used depends on <traffic_authentication_flag>.

traffic_authentication_flag – defines whether or not the traffic is authenticated:

	TKM_FLAG_FALSE
	Traffic authentication is not used.

	TKM_FLAG_TRUE
	Traffic authentication is used, and the algorithm depends on <traffic_protection_protocol>.


next_traffic_key_flag – indicates whether or not the Short Term Key Message contains the next traffic key material:

	TKM_FLAG_FALSE
	The Short Term Key Message contains only the current traffic key material.

	TKM_FLAG_TRUE
	The Short Term Key Message contains both the current and the next traffic key material.


The next traffic key material SHALL be included at least 1 second before it becomes current. This is to enable the devices to process the traffic key material and put the necessary security associations in place before the media packets that are encrypted with the next traffic encryption key start arriving.

The next traffic key material SHALL NOT be included earlier than 1 minute before it becomes current. This is to limit the effect on pay-per-view enforcement that is caused by sending the next traffic key material encrypted with the encryption key of a program that may end before the next traffic key becomes current to maximally 1 minute.

The above times SHALL be relative to the moment of transmission of the key stream messages.

timestamp_flag – indicates whether or not the key stream message contains a timestamp:

	TKM_FLAG_FALSE
	The key stream message does not contain a timestamp.

	TKM_FLAG_TRUE
	The key stream message contains a timestamp.


program_flag – indicates whether or not the Program Encryption Key is present in the Short Term Key Message:

	TKM_FLAG_FALSE
	The PEK is not present, i.e. the optional program key layer is not used for the service.

	TKM_FLAG_TRUE
	The PEK is present, i.e. the optional program key layer is used for the service.


<program_flag> and <service_flag> SHALL NOT both be 0. All other combinations are allowed, indicating that either one or both of the key layers are present.

service_flag – indicates whether or not the service block is present in the Short Term Key Message:

	TKM_FLAG_FALSE
	The SEK is not present, i.e. the optional service key layer is not used for the service.

	TKM_FLAG_TRUE
	The SEK is present, i.e. the optional service key layer is used for the service.


<program_flag> and <service_flag> SHALL NOT both be 0. All other combinations are allowed, indicating that either one or both of the key layers are present.

security_parameter_index – provides the link to the IPsec ESP header.
Upon reception of a protected IP packet, the terminal SHALL use the security parameter index (SPI) to identify (look up) the correct security association and thereby find the decryption and authentication keys to be used for the received IPsec ESP packet.

The SPI is associated with the current TEK. If the next traffic key flag is set to 1, the SPI associated with the “next TEK” is implicitely defined as SPI+1.
master_key_index_length – provides the length of the master_key_index field

This field gives the length of the master_key_index field in bytes.
master_key_index – provides the link to the SRTP header.
Upon reception of a protected RTP packet, the terminal SHALL use the master key index (MKI) to identify (look up) the correct security association and thereby find the decryption and authentication keys to be used for a received SRTP packet.

This field is a sequence of 8-bit values. The sequence consists of master_key_index_length bytes. The bytes are in the same order that they will be in an SRTP packet and SHALL be in SRTP [RFC3711] network byte-order when extracting the MKI value.

The MKI is associated with the current TEK. If the next traffic key flag is set to 1, the MKI associated with the “next TEK” is implicitely defined as MKI+1.

number_of_media_flows – specifies how many RTP media flows are protected by the traffic key.
For each of the media flows, the SRTP roll-over counter needs to be signaled.

synchronization_source – identifies an RTP media flow to which the associated roll-over counter applies.

rollover_counter – signals the current roll-over counter of the RTP media flow identified by synchronization source.

The roll-over counter is an extension of the sequence number contained in the SRTP packet. It can be different for each SRTP-protected media flow, even if the same traffic key message is used. Therefore, to allow terminals instant service access, the current value of the roll-over counter for each media flow is signalled in the Short Term Key Message.

Whenever the sequence number of one of the media flows rolls over, a new crypto period SHALL be started, with an incremented MKI, and the new ROC for the media flow in question. The network SHALL ensure that such a ROC-triggered change of the crypto period doesn’t violate the lower bound of crypto period durations.

A terminal that is already tuned to a particular channel SHALL locally keep track of the ROC values and increment them when the RTP sequence number wraps around.

key_indicator_length – indicates the length in bytes of the key_indicator.
key_indicator – value of the KeyIndicator used to identify the TEK transported in the STKM. This is used to identify the particular TEK needed to decrypt AUs (as indicated in the OMADRMAUheader).

encrypted_traffic_key_material_length – is the length in bytes of the encrypted traffic key material.

The length of the traffic key material depends on the encryption and authentication algorithm, and is obtained by adding the respective key sizes. Encryption MAY require the clear-text key material to be padded.

encrypted_traffic_key_material – is the key material currently used for encryption and optional authentication of the traffic, encrypted using AES-128-CBC, with fixed IV 0, and with 0 padding in the last block, if needed.

If <programme_flag> == TKM_FLAG_TRUE, the traffic key material is encrypted with the Programme Encryption Key (PEK).

If <programme_flag> == TKM_FLAG_FALSE and <service_flag> == TKM_FLAG_TRUE, the traffic key material is encrypted with the Service Encryption Key (SEK).

After decryption (and discarding any padding), the Traffic Encryption Key (TEK) and the Traffic Authentication Key (TAK) are obtained in a way that depends on the protocol used for traffic protection:

IPsec:
 If no traffic authentication is used, the TEK is identical to the decrypted traffic key material (16 bytes). If traffic authentication is used, TEK and Traffic Authentication Seed (TAS) are obtained by splitting the decrypted traffic key material into two parts, where the TEK is identical to the first 16 bytes, and the TAS is identical to the second 16 bytes. The TAK (20 bytes) is derived from the TAS, as described in Section 5.1.2.1.4.3.

SRTP:
 The master key is identical to the decrypted traffic key material. If no traffic authentication is used, the master key has a length of 16 bytes; if traffic authentication is used, 36 bytes. How the TEK and TAK are derived from the master key is defined by SRTP.
next_encrypted_traffic_key_material – is the encrypted key material used for encryption and optional authentication of the traffic after the current crypto period is over and the next crypto period starts.  The structure of this attribute is similar to encrypted_traffic_key_material attribute.
traffic_key_lifetime –is the lifetime in seconds of the Traffic Encryption Key, relative to the first occurrence of an SPI or MKI.

If <traffic_key_lifetime> is n, then the actual lifetime is 2n seconds, as presented in the following table:

Table 2: Traffic Key Lifetime

	value of traffic_key_lifetime attribute
	0
	1
	2
	3
	4
	5
	6
	7

	actual lifetime of traffic key material (seconds)
	1
	2
	4
	8
	16
	32
	64
	128


The actual duration of the crypto period SHALL be strictly shorter than the defined lifetime of the traffic key material. Typically, an SPI or MKI appears for the first time implicitly, when the “next” traffic key material is included in a STKM. Any safety margins to cope with network and transmission delays SHALL be added by the network. A typical value for the lifetime could be three times the crypto period.

The maximal value for the crypto period duration is in practice slightly shorter than the TEK lifetime, because the KSM will include the “current” and “next” traffic key material before a change of crypto period, to allow the devices to set up the security associations.

After the lifetime has expired, the security association containing the TEK can be safely deleted by the terminal. This may help managing the security association database in the terminal or enable other optimizations.

The maximum value for the TEK lifetime is defined mainly in order to have a strict upper bound for the effect of the “sneak post view” problem: the next traffic key material is distributed under the current PEK, and allows viewers to view a programme during the next crypto period. Should this possibility still be of a concern, the network MAY choose a shorter crypto period than the maximum value, or, during the crypto period where the current programme ends and a new programme starts, choose to distribute the current and the next traffic key material in separate STKMs, encrypted with their respective PEKs.

timestamp – Field containing a timestamp at the point of sending the key stream message. The timestamp SHALL be used as a reliable time of reception of the associated media stream for post-acquisition permissions. The device SHALL not use the timestamp as a reliable source for DRM time.

The format of the 40-bit mjdutc field is specified in Section 5.1.3.3. This 40-bit field contains the timestamp of the key stream message in Universal Time, Co-ordinated (UTC) and Modified Julian Date (MJD). This field is coded as 16 bits giving the 16 LSBs of MJD followed by 24 bits coded as 6 digits in 4-bit Binary Coded Decimal (BCD). As an example, 
93/10/13 12:45:00 is coded as "0xC079124500".

access_criteria_flag – indicates whether or not access criteria are defined for the program:

	TKM_FLAG_FALSE
	No access criteria are defined, implying that the terminal is allowed to access program without further restrictions (provided the necessary keys are available to the terminal).

	TKM_FLAG_TRUE
	Access criteria are defined, implying that the terminal is allowed to access the program only if the specified access criteria are met.


Access criteria cannot change during a program, i.e. as long a PEK is valid.
permissions_flag – indicates whether or not permissions category is defined for the programme:

	KSM_FLAG_FALSE
	No permissions category is defined.

	KSM_FLAG_TRUE
	Permissions category is defined.


number_of_access_criteria_descriptors – indicates the number of access criteria descriptors.
permissions_category – indicates the permissions category for the programme:

	0x00
	No permissions category, RO applies as such,

	0x01...0x3F
	Permissions_category is included in the post- acquisition permissions lookup.

	0x40...0xFF
	Reserved for future standardization.


If permissions_category is in the range 0x01...0x3F,
· In case of RO, the device SHALL use as service_CID for post-acquisition permissions lookup the text string service_CID = bsdaID + "#S" + serviceBaseCID + "@" + hex(service_CID_extension) + "_" + hex(permissions_category) and then apply the permissions specified in the RO for this asset. 

· In case of BCRO, the device SHALL look up the permissions specified in the BCRO for the asset that has a matching permissions_category field.

If permissions_category is in the (reserved for future standardization) range 0x40...0xFF, and the device does not support it, the device SHALL drop (i.e. ignore) all post-acquisition permissions (like play, redistribute etc.) indicated in the RO, or if the device cannot do such permissions dropping, allow real-time rendering of the streaming content only (i.e. refuse to record the content, or to redistribute it in real time). Permissions_category has no impact on a Programme RO. The permissions delivered in a Programme RO apply as such.

encrypted_PEK – is the Programme Encryption Key (PEK) used within the current STKM to decrypt the traffic key material, encrypted using AES-128-CBC with a fixed IV equal to 0.
 The PEK is encrypted with the SEK.
program_CID_extension – is the extension of the program_CID which allows to identify the program key material that has been delivered to the device within a LTKM.

Note that for BCRO, a binary, fixed-size version of the content ID (CID) is needed. This ID is called BCI in this specification.
The CID/BCI of the service key is constructed as:

program_CID = bsdaID + "#P" + serviceBaseCID + "@" + hex(program_CID_extension)

program_BCI = hash(bsdaID + "#P" + serviceBaseCID + "@") + program_CID_extension

The bsdaID and serviceBaseCID are string values and are expected to be part of the service guide. Upon receiption of a STKM, the terminal can assemble the program_CID/BCI and look up the PEK (wrapped inside a LTKM).

The hex() function is a hexadecimal presentation of the parameter containing hexadecimal characters 0-9 and a-f (in lowercase) with possible preceding zeros. As an example, for a 16 bit value 2748, hex() returns "0abc". Note that two characters are always generated for each byte.
The hash function for the construction of program_BCI is SHA1-64. It doesn’t depend on the contents of the STKM, and can thus be pre-computed.

If the permissions_category field is present and has a nonzero value, the Service_CID of the service is constructed as specified above (at description of the permissions_category field).
bsdaID is the globally co-ordinated ID of the broadcast service distribution/adaptation center.
program_MAC – is the HMAC-SHA-1-96 according to [RFC2104] and [RFC2404] calculated over all preceding fields of the Short Term Key Message.
  It is used to authenticate the relevant part of the STKM in case of pay-per-view, where a PEK from a LTKM is used to directly decrypt the traffic key material.

In case the terminal is accessing the STKM with a LTKM for a program, the terminal SHALL compute the program MAC, and drop the message if authentication fails. In this case, <program_MAC> MAY also be used to detect and drop duplicates (it can be expected that a particular STKM is repeated multiple times, in order to keep access times short for terminals that newly start receiving a broadcast transmission).

In case the terminal is accessing the STKM with a LTKM for a service, it will not be able to compute the program MAC, and there is no need for it to do so.

service_CID_extension – is the extension of the service_CID which allows to identify the service key material that has been delivered to the device within a LTKM.

Note that for BCRO, a binary, fixed-size version of the content ID (CID) is needed. This ID is called BCI in this specification.]

The CID/BCI of the service key is constructed as:

service_CID ::= bsdaID + "#S" + serviceBaseCID + "@" + ascii(service_CID_extension)

service_BCI ::= hash(bsdaID + "#S" + serviceBaseCID + "@") + service_CID_extension

The bsdaID and serviceBaseCID are string values and are expected to be part of the service guide. Upon receiption of a STKM, the terminal can assemble the service_CID/BCI and look up the SEK (wrapped inside a LTKM).

The hash function for the construction of service_BCI is SHA1-64. It doesn’t depend on the contents of the STKM, and can thus be pre-computed.

bsdaID is the globally co-ordinated ID of the broadcast service distribution center.
service_MAC – is the HMAC-SHA-1-96 according to [RFC2104] and [RFC2404] calculated over all preceding fields of the Short Term Key Message.  It is used to authenticate the STKM with SAK in case of subscription, where a SEK from a LTKM is used to decrypt the PEK and further decrypt the traffic key material.

In case the terminal is accessing the STKM with a LTKM for a service, the terminal SHALL compute the service MAC, and drop the message if authentication fails, i.e. if the computed MAC doesn’t correspond to <service_MAC>. In this case, <service_MAC> MAY also be used to detect and drop duplicates (it can be expected that a particular traffic key message is repeated multiple times, in order to keep access times short for terminals that newly start receiving a broadcast transmission).

In case the terminal is accessing the STKM with a LTKM for a program, it need not to compute the service MAC.

5.1.2.2.4.2. Key Stream Discovery

The access description to a particular service which is distributed as part of the Service Guide is assumed to contain a media description for each IP flow of the media service itself.

Based on the basic assumption that the service can’t be consumed (because the used IP addresses, codecs, and other “technical” parameters are not known) unless the access description is present in the terminal; the access description will also carry the static security-related parameters of the service or of a session of the service.

It SHALL be possible to buffer the access description in the terminal, in order to ensure quick service access without need for Service Guide acquisition.

Therefore, the access description can only contain parameters that are likely to change very infrequently for a particular service, so that it can be tolerated that in case of a change, the terminal performs Service Guide acquisition before accessing a service.

The following access information pertaining to the traffic key stream must be added to the access description of the service:
format_of_key_stream – defines the format of the key stream:

	0
	Short Term Key Messages as defined in this specification.

	all other values
	Reserved for future use.


port_of_key_stream – is the port number of the UDP stream carrying the STKM flow.

IP_address_of_key_stream – is the IP address on which the STKM flow is transported.
5.1.2.2.4.3. Authentication for STKMs for OMA DRM 2.0 Extensions
A STKM can contain two MAC fields: The program MAC and the service MAC. If only one MAC field would be used, the authentication key could only be renewed when both SEK and PEK change at the same time. Having two MAC fields and two authentication keys makes it possible to authenticate the message and check for its integrity while only having one key set. The Service Authentication Key (SAK) and the Programme Authentication Key (PAK) will be derived from the Service Authentication Seed and the Programme Authentication Seed respectively which are transmitted together with the encryption keys in the LTKMs (How this is carried in the BCRO and RO is explained in other sections). A RO for a service will contain Service Encryption and Authentication Keys (SEAK) and a RO for a program will contain Programme Encryption and Authentication Keys (PEAK). 

To obtain the SAS or PAS from the BCRO the SEAK/PEAK is decrypted with the Right Encryption Key (REK):
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The authentication key is generated from the authentication seed:
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where
CONSTANT_SAK = 0x020202020202020202020202020202 (120 bit)

CONSTANT_PAK = 0x010101010101010101010101010101 (120 bit)
Refer to 5.1.6.1 for details on the f-auth function.

The SAK or PAK is used in the MAC generation / verification of the STKM. The algorithm used to calculate the MAC field is HMAC-SHA1-96 according to [FIPS198] and [RFC2104], using authentication keys of 160 bit in both cases.
5.1.2.2.5 Content Layer
This subsection deals with the “Content Layer” in the 4-layer model for Service and Content Protection.

5.1.2.2.5.1. IPsec

IPsec fulfills both the criterion to be bearer-agnostic and to be universally usable for all types of IP-based services. The Broadcast System MAY use IPsec to protect Broadcast Services. Broadcast Terminals MAY support IPsec.

The IPsec implementation in the device SHALL be such that it does not interfere with the usage of IPsec for other applications than OMA BCAST. This implies that the SPI allocation and security association lookups SHALL be implemented in such a way that they interoperate with existing IPsec implementations.

An IPsec Security Association (SA) consists of a tuple of the following parameters:
Selectors (IP protocol version, source IP address, destination IP address, protocol, source port and destination port).
SPI

Destination IP address

Security protocol, security protocol mode and security protocol parameters

Algorithms and algorithm parameters

Keymaterial

The selectors can contain wildcards, ranges or pointvalues, but all the other parameters must be exactly defined. For transport mode all address selectors must be point values and the destination address selector must match the destination IP address of the SA. An IPsec SA SHALL be uniquely identified by a destination IP address and SPI pair.
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Figure 3 – IPsec Security Association Elements

Figure 3 shows the different objects and elements involved in instantiating IPsec security associations.The instantiation of security associations is performed by the Short Term Key Delivery Layer and is driven by Short Term Key Messages and Long Term Key Messages. Given a STKM, a Short Term Key Delivery Layer extracts the encrypted fields from that message. The Short Term Key Delivery Layer passes these and other relevant fields to the Long Term Key Delivery Layer. For all LTMK on the device, the Long Term Key Delivery Layer examines if one would be able to decrypt the fields in the STKM. If the Long Term Key Delivery Layer does find a suitable LTKM, then it decrypts these fields using the appropriate rights management system and LTKM. The decrypted fields are provided back to the Short Term Key Delivery Layer which based on the STKM and the decrypted fields instantiates a set of security associations.  If the Long Term Key Delivery Layer does not find a suitable LTKM, then the STKM message SHOULD be silently dropped.
Selectors

Selectors are provided by the key delivery protocol. The requirements for the selectors are that the IP addresses are point values and the destination IP address is equal to the destination address in the security association.

Encapsulation Protocol and Mode

If IPsec is used for encryption of broadcast services, the protocol and mode SHALL be ESP in Transport Mode, according to [RFC2401] and [RFC2406]. Other IPsec encapsulation protocols or modes SHALL NOT be used.

Encryption Algorithm

The encryption algorithm for IPsec ESP SHALL be AES-128-CBC with explicit IV in each IP packet, as defined in [RFC2451] and [RFC3602]. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.

Authentication Algorithm

The authentication algorithm for IPsec ESP SHALL be HMAC-SHA-1-96, as defined in [RFC2104] and [RFC2404]. Other authentication algorithms or truncations SHALL NOT be used.

Support for the authentication algorithm as specified above is MANDATORY for both the terminal and the broadcast system. If no authentication is desired, the NULL authentication algorithm SHALL be specified.  In this case, replay protection SHALL NOT be performed by the terminal.

Note there must be a secure way of notifying whether a security transform includes integrity protection. This should be handled as part of the mechanism for negotiating IPsec security parameters e.g. IKE.
SA Management

The Short Term Key Delivery Layer defines how often the TEKs are rekeyed. This sets the following requirements:

The TEK contained in the STKM SHALL be used as the key for the ESP encryption.

The TAK contained in the STKM SHALL be used as the key for the ESP message integrity code if authentication is used.

The IPsec implementation SHALL be able to manage security associations relating to the key stream messages separately from those managed manually or by any other protocol such as IKE. This implies the ability to identify whether an SA is relating to key stream messages.

The IPsec Security Policy (SP) SHALL be provided by the Service Guide. Security associations relating to STKMs SHALL be prioritized lower than those security associations that have a locally defined policy or a policy that is provided by a trustworthy party.

Security associations relating to STKMs are simplex and SHALL be applied only to inbound traffic on the recipient side.

An implementation SHALL be able to keep alive the security associations for at least two crypto periods of the key stream.

The rekeying of existing security associations by the Short Term Key Delivery Layer SHOULD be managed on a resource basis by the IPsec layer according to the following recommendations:

The IPsec implementation SHOULD be able to keep alive at least the two most recently instantiated IPsec security associations for a specified set of selectors.

The IPsec implementation SHOULD provide a least-recently-instantiated mechanism for destroying security associations as resources reserved for OMA BCAST IPsec security associations are exhausted.

The amount of security associations required to exhaust the resources such that the LRU is triggered SHOULD be 3 per SEK per set of IP selectors.
A receiver SHOULD be able to rekey any security association at least for every 20 received ESP packets without a significant loss in performance. This rekey consists of installing a new security association with a defined set of selectors, and possibly, eliminating an old security assocation with an equal set of selectors. Both security associations must in this case be managed by the Short Term Key Delivery Layer. 
· Note however, that it is not recommended in a broadcast situation to rekey existing security associations for every 20 seconds, as the amount of traffic one can place in 20 packets varies heavily with the maximum packet size. Also the impact on the receiver in terms of time is hard to estimate, as the timing between packets may be significantly altered in a broadcasting environment. Therefore one SHALL NOT rekey an IPsec SA more often than every two seconds in a broadcast situation.
5.1.2.2.5.2. SRTP

The Broadcast System MAY use SRTP to protect Broadcast Services. Broadcast Terminals MAY support SRTP.

An SRTP session is defined as a cryptographic context in the terminology of SRTP. A cryptographic context for SRTP when used to secure OMA BCAST consists of the following elements:

· Roll-over counter (ROC)

· Receiving sequence number

· Cipher and mode definition

· MAC method definition

· List of received packets

· MKI indicator bit

· Length of the MKI field

· Value of currently active MKI

· Array of secret master keys (MK)

· Array of counter of processed packets for each master key

· Length of encryption and authentication keys

· Master salt

· Context id

A cryptographic context is uniquely identified by its context id. The context id consists of the SSRC, destination network address and destination transport port number, as defined in [RFC3711]. 
Figure 4 shows a general case of key management for SRTP. Figure 5 shows a special case where the Short Term Key Delivery Layer is omitted and the necessary data is received from MKI to derive TEK (see [3GPP2 X.S0022] and [3GPP2 S.S0083]).
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Figure 4 – SRTP Cryptographic Context Management (General Case)
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Figure 5 – SRTP Cryptographic Context Management (No Short Term Key Delivery Layer)

Key Management

The OMA BCAST SRTP application SHALL use the MKI value for looking up decryption keys. This means that a cryptographic context SHALL have the MKI indicator bit set to 1. The MKI field SHALL not be longer than 72-bits. The <From, To> value method of key lookup SHALL NOT be used.

The Master Salt MAY be used.  The Master Salt SHALL NOT be longer than 112 bits. 

The TEK contained in the STKM MAY be used as the SRTP master key.

The key derivation rate SHALL be 0.
The Short Term Key Delivery Layer SHALL provide and update the cryptographic contexts to the SRTP implementation. Note that some fields are initialized and/or managed internally, such as the list of received packets used in replay protection, receiving sequence number, and the ROC. 

The ROC values between the sender and receiver SHALL be synchronized. If the SRTP module has lost synchronisation on the ROC (Roll-over counter) of the SRTP stream, it SHALL wait for the next ROC update. The 48-bit packet index value is included in the (implicit) IV for the AES-CTR encryption, and therefore the ROC is needed to encrypt/decrypt a packet.
Because the SRTP key-deriviation rate is not used and the <From,To> values are also not used, the SRTP crypto context will be rekeyed by the Short Term Key Delivery Layer.

Encryption Algorithm

The encryption algorithm for SRTP packets SHALL be AES-128-CTR, as defined in [RFC3711]. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.

Authentication Algorithm

The authentication algorithm for SRTP and SRTCP SHALL be HMAC-SHA-1-80, as defined in [RFC2104] and [RFC3711]. Other authentication algorithms or truncations SHALL NOT be used.

Support of the authentication algorithm for SRTP as specified above shall be OPTIONAL for both the terminal and the broadcast system.  If RTCP is used, support of the authentication algorithm for SRTCP as specified above is MANDATORY for both the terminal and the broadcast system.  If no authentication is desired, the NULL authentication algorithm SHALL be specified. In this case, also replay protection SHALL NOT be performed by the terminal.
Note that there must be a secure way of notifying whether a security transform includes integrity protection. This should be handled as part of the mechanism for negotiating SRTP security parameters e.g. MIKEY.
5.1.2.3 Key Distribution Protocols with OMA DRM 2.0 Extensions
5.1.2.3.1 Device Registration
Extensions to OMA DRM v2.0 for device registration, including Off-line Notification of Detailed Device Data, Off-line Notification of Short-Device Data, and Broadcast Registration appear in the OMA DRM v2.0 Extensions for Broadcast Support document [XBS DRM extensions-v1.0].
5.1.2.3.2 Off-line DRM registration

5.1.2.3.2.1. Offline RI Context Registration

OMA BCAST devices SHALL support off-line registration with Rights Issuers. Off-line registration MAY be done using the OMA DRM 2.0 procedures for unconnected devices, i.e., using a connected OMA DRM 2.0 device as an intermediary.

5.1.2.3.2.2. Pre-Provisioning of RI Context Information

OMA BCAST devices SHALL allow the pre-installation of RI Context Information. Pre-installation of RI Context information MAY be done using firmware download/installation, or device management procedures, or other mechanisms. The Rights Issuer Context Information MUST be generated, transmitted and installed securely. The generation of the RI Context Information MAY use information about that device (like for example Device ID, Supported Algorithms, Certificate Caching Capability Information, Device Certificate Chain, Trusted RI Authorities, Device Details) that has not been received directly from the device.

5.1.2.3.3 Transport of SEAK and PEAK in BCRO
The encryption keys and authentication keys (SEAK and PEAK) are transported in a BCRO by concatenating the encryption key and the authentication seed and then protecting the resulting field with AES-128-CBC. Depending of the addressing mode as described in Section 5.1.2.3, REK is a different key.
encrypted_service_encryption_authentication_key =  
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where SEK and SAS are both an AES key of 128 bits.

encrypted_programme_encryption_authentication_key = 
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where PEK and PAS are both AES keys of 128 bits.

5.1.2.4 Addressing (group of devices / unique device) with OMA DRM 2.0 Extension
The registration data supports four cases of addressing devices, as is explained in Figure 6 below.


[image: image14.wmf]Domain 

G

roup 

#

1

Domain 

G

roup 

#

2

Unique 

G

roup I

Subscriber 

G

roup

 1

Unique 

G

roup II

Subscriber 

G

roup

 2

Unique group 

addressing

Subscriber group 

addressing

Unique device 

addressing

Local domain 

addressing

All domains 

from one user

Join 

domain

Join 

domain

Dev

.

A

Dev

.

B

3

2

1

4


Figure 6 – The concept of addressing groups
A Unique Group contains all devices in a group, there can be more than one Unique Group. A Subscriber Group can be smaller than or as large as the Unique Group. Alternatively a device can be addressed via a (local) Domain Group. A device can be part of exactly one Unique Group and/or one Subscriber Group and/or several local Domain Groups. One or more Unique Groups form the population of devices. group sizes of 512 or 256 are supported and are acceptable group sizes when it should be needed to revoke the devices. Using larger group sizes is not supported as the eventual revocation of such groups concerns too many devices.
As shown in Figure 6:

· When addressing a unique group (example 1), one should use the Unique Group Key (UGK).
· When addressing more than one device but less that the max. number of devices in a unique group (example 2), one should use the Subscriber Group Key(s) (SGK).

· When addressing exactly one device (example 3), one should use the Unique Device Key (UDK).

· When addressing a local domain (example 4), one should use the Local Domain Key (LDK).
· 
· 
· 
The following sections describe the different addressing modes.

A device MUST support all four addressing modes if it supports OMA DRM 2.0 Extensions [XBS DRM extensions-v1.0]. The network operator can choose to send registration data with a keyset of UGK and/or SGK and/or UDK and/or LDK to the device at registration time.
In all cases the headend infrastructure builds a key used to encrypt the SEK or PEK and determines the access mask on the basis of the created key. For the Subscriber Group case the headend infrastructure must create the access mask based on the corresponding (zero message) SGKs. A “type” field inside the BCRO SHALL indicate which addressing case is covered.

5.1.2.4.1 Addressing a Unique Group
To address all devices part of a Unique Group, the (oversimplified) BCRO of Figure 7 is used.
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Figure 7 – (Oversimplified) Group BCRO

· The group address is delivered with the registration data and is used to filter the messages.
· The SEK or PEK is encrypted. In this case the Unique Group Key (UGK) is used as the REK.  The UGK used by the RI is identical to the key that was delivered with the registration data send to the device.
· All devices of the group can access the SEK or PEK.

5.1.2.4.2 Addressing a Subscriber Group
The Subscriber Group is a privileged subset of the unique group. Two methods are available to address the Subscriber Group, but either one can be used:
· The registration data contains a set of Subscriber Group Keys (SGK). By using zero message broadcast encryption (refer) a key can be constructed from the SGKs. The RI uses this key as the REK to encrypt the SEK or PEK and only the devices with the matching set of SGKs can construct this REK.

· It is also possible to deliver no SGKs with the registration data. As no SGK is available, it is not possible to built a key as explained above. In this case the unique device addressing mode with a Unique Device Key (UDK) as REK must be used. 
· As a remark, it is inefficient for large populations to use unique addressing instead of (subscriber) group addressing.
To address all devices in a Subscriber Group, the (oversimplified) BCRO of Figure 8 is used.
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Figure 8 – (Oversimplified) Subscriber Group BCRO

With both decribed methods, the group address is delivered with the registration data and is used to filter the messages.

· The group address is part of the unique_device_filter (UDF) address that is sent with the registration data and is used to filter the message.
· The Eurocrypt style bit access mask prescribes which group members are “entitled” to use the SEK and/or PEK, which means in this case indicates which group members of the Subscriber Group should try to calculate the broadcast key from the zero message broadcast keys in the device.
· The device should try to construct the key used to encrypt the SEK/PEK from the SGKs that were delivered to the device. The SGKs and the BCRO used in this process should belong to the same RI context.
· Any group member who tries to construct the key used to encrypt the SEK/PEK but which does not have the appropriate (zero message) SGKs is unable to do so.

5.1.2.4.3 Addressing a unique device
To address a unique device, the (oversimplified) BCRO of Figure 9 is used.
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Figure 9 – (Oversimplified) unique device BCRO

A unique device is a privileged set of the total group. 

· A unique device is addressed by a unique address, which is a group address plus a position / offset in the group. If the size of the group is 256 devices, the position in the group can be depicted with a byte, larger groups should use bigger position field. This address must match the unique_device_filter address that is sent with the registration data.
· The SEK and/or PEK is encrypted. In this case the Unique_Device_Key (UDK) is used as the REK.  The UDK used by the RI is identical to the key that is delivered with the registration data.
· Only the addressed unique device can access the SEK/PEK.


5.1.2.4.4 Addressing a local domain

To address a local domain, the (oversimplified) BCRO of Figure 10 is used.
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Figure 10 – (Oversimplified) local domain BCRO

A local domain is a privileged set of the total group. 

· The domain address is delivered with the registration data and/or via join domain response and is used to filter the messages. This address is the OMA DRM 2.0 domain ID.

· The SEK and/or PEK is encrypted. In this case the Local Domain Key (LDK) is used as the REK. The LDK used by the RI is identical to the key that is delivered with the registration data.
· All devices in a local domain group can access the SEK/PEK.

As a remark, local domain addressing is included into the specification as an additional addressing option that will "potentially save some bandwidth over unique device addressing, as devices of one user might be registered into the same local domain group.  The "savings" in bandwidth with local domain addressing are not as high as under subscriber group addressing. For completeness it is mentioned that the local domain addressing can also be used in conjunction with another mode, an option would be to use local domain addressing with a population of millions of devices to allow large groups to access low value content. In this non-standard use of domains the "savings" in bandwidth might be considerable compared to any other of the mentioned addressing modes. The trade-off is that a security incident can affect more devices.

5.1.2.4.5 Authentication of BCROs

BCROs contain one MAC field which is used to authenticate the message and to protect the integrity of the message.
The authentication key is generated from the Right Issuer Authentication Key (RIAK):
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where
CONSTANT_BCRO = 0x030303030303030303030303030303 (120 bit)

To obtain the RIAK the device needs to have been equipped with a valid keyset.  Refer to OMA DRM v2.0 Extensions for Broadcast Support document for details [XBS DRM extensions-v1.0].  Refer to 5.1.6.1 for details on the f-auth function.

The BAK is used in the MAC generation / verification of the BCRO. The algorithm used to calculate the MAC field is HMAC-SHA1-96 according to [FIPS198] and [RFC2104], using an authentication key of 160 bit.
5.1.3 Encryption and Data Formats
<text>

5.1.3.1 Service Encryption Protocols and Data Formats
5.1.3.1.1 Recording Service Protected Streams
Service protection, whether it is provided using the DRM PKI profile or the GBA USIM/RUIM profile, is an access-control mechanism only, i.e. once the SEK or PEK has been delivered to the user, access to a given broadcast stream is typically unrestricted.

However, certain broadcast content may have premium value and recording may be allowed only in protected form. This is achieved by using the protection_after_reception parameter of the STKM, as explained in Section 5.1.2.1.4.1. Both cases are explained below.

5.1.3.1.1.1. Recording in the clear

If recording in the clear is allowed, 
this SHALL be signalled in the Traffic Key Messages by setting the protection_after_reception to 0x03.
In this case, recording of content is possible in the clear, using appropriate file formats (provided by the BDS specifications, from other standards bodies or using proprietary formats). For BCAST, the existing DCF or PDCF file formats MAY be used for recording in the clear [DRMCF-v2.0].

5.1.3.1.1.2. Recording in protected form only
If recording in protected form only is allowed, 
this SHALL be signalled by setting protection_after_reception to 0x00, 0x01 or 0x02. In all cases recording MUST be protected against access in the clear. This MAY be done by encrypting the content and protecting the decryption key(s) against access in the clear. This MAY be done using other means to protect content against access in the clear.

Access to the recorded content depends on the value of the protection_after_reception parameter. See section 5.1.2.1.4.1.

For broadcast streams encrypted at the content level, recording in encrypted format MAY be achieved by recording the encrypted AUs in the PDCF file format together with the TEK stream as explained in [XBS DRM extensions-v1.0].

Note that recording of encrypted broadcast streams is possible without having the appropriate service protection rights (i.e. SEK or PEK). These can be acquired at a later stage using the information stored in the Short Term Key Message Stream. This allows automatic recording of programmes based on user profiles, for example, or pricing models based on the time at which rights are acquired for service protection, i.e. the value of recorded content reduces as time goes by.

Recommendations for dealing with changes in rights are given in [XBS DRM extensions-v1.0].

5.1.3.2 Content Encryption Protocols and Data Formats
5.1.3.2.1 Content Protection for Broadcast Files

Content protection for files SHALL follow OMA DRM 2.0 specification [DRMCF-v2.0].
 For audio or video content the PDCF format SHALL be used as it is the most appropriate file format for such protected content.

5.1.3.2.2 Content Protection for RTP Audio Video Streams

This section presents a mechanism that allows Content protection to be achieved for RTP audio video streams. This defines a solution for content encryption at Layer 4 as defined in the 4-layer model for Service and Content Protection in the OMA BAC BCAST architecture document (AD). It is assumed that TEKs are changed on a regular basis.

This section provides technical specification to allow content protection to be applied to RTP streams.

5.1.3.2.2.1. Encryption of Audio Video samples
For content protection of files, OMA DRM 2.0 specification SHALL be used.  Protected content SHALL be stored using the DCF file format [DRMCF-v2.0]. If the PDCF file format is used instead, the protected file MAY be stored using this file format. Both file formats are defined in OMA DRM 2.0. [DRMCF-v2.0].

For content protection of RTP streams, content that is part of a real-time delivery service MAY be protected as specified in OMA DRM 2.0 [DRMCF-v2.0] for PDCF and this specification, i.e. by encrypting elementary audio video samples called Access Units (AUs). Individual AUs are encrypted using AES-128-CTR mode using an EncryptionKey and an Initialisation Vector (IV). Each encrypted AU has an OMADRMAUHeader defined in OMA DRM V2.0 that specifies the EncryptionKeyID and the IV. The EncryptionKeyID identifies the EncryptionKey used to encrypt a particular AU. The broadcast terminal SHALL support this specification.

For live RTP streaming, the EncryptionKey changes and corresponds to the Traffic Encryption Keys (TEKs) as defined in Layer 3 of the 4-Layer model. The link between encrypted AUs and TEKs is obtained via the KeyID present in the TEK messages and in the OMADRMAUHeaders before each encrypted AU.  Note that the OMADRMAUHeader allows null-encryption.

5.1.3.2.2.2. RTP Transport of Encrypted AUs

Encrypted Access Units and associated OMADRMAUHeaders can be packetised for RTP streaming according to different RFCs and RTP payload formats. The appropriate RTP transport format will be chosen depending on the underlying BDS (e.g. 3GPP MBMS, 3GPP2 BCMCS, DVB-H).

Figure 11 shows an example of an RTP packet containing an OMADRMAUHeader and associated Access Unit.


[image: image20]
Figure 11 – Example of RTP packet containing OMADRMAUHeader and Access Unit
Figure 12 shows an example of an RTP packet containing two Access Units and associated OMADRMAUHeaders.


[image: image21]
Figure 12 – Example of RTP packet containing two Access Units and associated OMADRMAUHeaders
5.1.3.2.2.3. SDP Signaling

The following notation SHALL be used to indicate that audio / video streams are encrypted at the content level (content protection) using OMA DRM broadcast extensions.

TBD (This needs to be specified for service protection as well – still to TBD -, the addition here will simply add a definition so that the encryption is identified as being applied to content)
Note: the Traffic Key Messages can also be used for this purposes, the relevant addition should be here.

5.1.3.2.2.4. Recording of streamed content using OMA PDCF file format

The permissions associated with broadcast RTP streams, defined in the OMA DRM v2.0 Extensions for Broadcast Support document,are sent in ROs.

The RTP transport layer is removed so as to recover whole Access Units and associated OMADRMAUHeaders, allowing these to be recorded.

Depending on the type of right granted, the following may be possible:
Recording in the clear

If recording is allowed in the clear, unencrypted AUs are made available for storage in an appropriate file format, such as PDCF as defined in OMA DRM 2.0 [XBS DRM extensions-v1.0].  Other similar formats such as ISO or 3GPP can be used.

Recording encrypted content

If recording is allowed in the encrypted form then the full benefits of DRM can be obtained.

When recording content from a real-time delivery service, the file MAY be created according to a modified version of OMA DRM PDCF 2.0 that allows usage of multiple encryption keys for content encryption in a single file [XBS DRM extensions-v1.0]. This is achieved by using the Access Unit header OMADRMAUHeader, which signals AU encryption and provides storage for the Key Indicator and IV. The Key Indicator identifies the TEK key used to encrypt Access Unit and the IV is used for the Counter mode of AES.

5.1.3.3 Conversion between time and date conventions
(This text has been copied from [ETSI EN 300 468 V1.6.1])

The types of conversion which may be required are summarized in Figure 13.
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Figure 13 – Conversion routes between Modified Julian Date (MJD) and Co-ordinated Universal Time (UTC)

The conversion between MJD + UTC and the "local" MJD + local time is simply a matter of adding or subtracting the local offset. This process may, of course, involve a "carry" or "borrow" from the UTC affecting the MJD. The other five conversion routes shown on the diagram are detailed in the formulas below.
Symbols used:

	D
	Day of month from 1 to 31

	Int
	Integer part, ignoring remainder

	K, L ,M', W, Y'
	Intermediate variables

	M
	Month from January (= 1) to December (= 12)

	MJD
	Modified Julian Date

	MN
	Week number according to ISO 2015 [21]

	mod 7
	Remainder (0-6) after dividing integer by 7

	UTC
	Universal Time, Co-ordinated

	WD
	Day of week from Monday (= 1) to Sunday (= 7)

	WY
	"Week number" Year from 1900

	X
	Multiplication

	Y
	Year from 1900 (e.g. for 2003, Y = 103)


To find Y, M, D from MJD

Y' = int [ (MJD - 15 078,2) / 365,25 ]

M' = int { [ MJD - 14 956,1 - int (Y' × 365,25) ] / 30,6001 }

D = MJD - 14 956 - int (Y' × 365,25) - int (M' × 30,6001 )

If M' = 14 or M' = 15, then K = 1; else K = 0

Y = Y' + K

M = M' - 1 - K × 12

To find MJD from Y, M, D

If M = 1 or M = 2, then L = 1; else L = 0

MJD = 14 956 + D + int [ (Y - L) × 365,25] + int [ (M + 1 + L × 12) × 30,6001 ]

To find WD from MJD

WD = [ (MJD + 2) mod 7 ] + 1

To find MJD from WY, WN, WD

MJD = 15 012 + WD + 7 × { WN + int [ (WY × 1 461 / 28) + 0,41] }

To find WY, WN from MJD

W = int [ (MJD / 7) - 2 144,64 ]

WY = int [ (W × 28 / 1 461) - 0,0079]

WN = W - int [ (WY × 1 461 / 28) + 0,41]

EXAMPLE: MJD = 45 218 W = 4 315

Y = (19)82 WY = (19)82

M = 9 (September) N = 36

D = 6 WD = 1 (Monday)

NOTE: These formulas are applicable between the inclusive dates 1900 March 1 to 2100 February 28.

5.1.3.3.1 Local Time Offset

This 16-bit field contains the current offset time from UTC in the range between –12 hours and +13 hours at the area which is indicated by the combination of country_code and country_region_id in advance. These 16 bits are coded as 4 digits in 4-bit BCD in the order hour tens, hour, minute tens, and minutes.

The positive or negative offset from the UTC is indicated with the 1 bit local_time_offset_polarity. If this bit is set to “0” the polarity is positive and the local time is advanced to UTC. (Usually east direction from Greenwich). If this bit is set to “1” the polarity is negative and the local time is behind UTC. Please note that the local_time_offset_polarity is represented by the first bit of the first nibble representing the hour tens field. The first nibble of the local_time_offset is therefore encoded as follows:

Table 3: Local Time Offset Coding

	local_time_offset_polarity
	offset hour tens
	first nibble

	0 (i.e. “+”)
	0
	0000

	0 (i.e. “+”)
	1
	0001

	1 (i.e. “-”)
	0
	1000

	1 (i.e. “-”)
	1
	1001


5.1.4 Rights and Subscription Management

5.1.4.1 Definition of Broadcast Domains
There are two possible types of broadcast domains.  In one type, all terminals that subscribe to a service or a service bundle share a common group key.  Service encryption keys (SEK) or Program encryption keys (PEK) then would be encrypted using this common group key.  We call this type of broadcast domains a service domain.  Terminals in a service domain can share content and services with any other terminal in the same service domain, subject to permissions specified by content or service providers.  The advantage of service domains is that communicating changes in SEK consumes very little bandwidth.  Another possible type of broadcast domains is a collection of terminals that are defined, limited, and managed by an authorizing entity, such as a rights issuer.  We call this type of broadcast domains a device domain.  Terminals in a device domain share a common domain key, which is used to encrypt SEK or PEK.  Terminals in a device domain can share content and services only with other terminals in the same device domain, subject to permissions specified by content or service providers.

For device domains, three use cases need to be addressed.  In the first use case, content obtained from a broadcast service is stored in some terminal Y.  When a terminal joins a device domain that Y belongs to, Y transfers the stored content the terminal.  For this use case, it seems that Y needs to use the domain key to transfer encryption keys along with the encrypted content to the terminal joining the device domain.  In the second use case, an unconnected device joins a device domain that contains a connected device.  The unconnected device then uses the connected device to register with the broadcast service distribution function.  Device domain join/leave operations over the broadcast channel then need to be defined.  In the third use case, multiple terminals in the device domain access broadcast content since all terminals know the domain key, and, hence, know the SEK or PEK.

For service domain, domain join/leave operations similar to the ones defined for device domain can be used.  One issue, however, is that these operations were defined for domains with small size.  Therefore, the operations would need to be extended to service domains of large size.

To address service and content protection when domains exist, it seems that the current 4- layer key hierarchy model discussed in the OMA BCAST AD does not need to be changed substantially.  The definition of Layer 1 can be extended to include terminal registration and domain management.
A service domain is a mechanism to implement subscriber group management.  (Details TBD.)  Another mechanism is broadcast encryption.
5.1.4.2 Usage Metering

Extensions to OMA DRM v2.0 for usage metering appear in the OMA DRM v2.0 Extensions for Broadcast Support document.

5.1.5 Binding Protocols
<text>

5.1.6 Security Mechanisms
5.1.6.1 General authentication mechanism

The function F-auth consists of several steps:

1. Denote by PRF{key}(text) the AES-XCBC-MAC-PRF with output blocksize of 128 bits as defined by IPsec WG in IETF. Please refer to [RFC3566] for the AES-XCBC-MAC-PRF based key generation function and to [RFC3664] for the requirement NOT to truncate the generated key material.
2. Apply the generated input key according to ideas of IKEv2 to generate authentication key. Define a key generator function f-kg{key}(constant). Keying material will always be derived as the output of the negotiated PRF algorithm.. PRF+ describes the function that outputs a pseudo-random stream of n blocks based on the inputs to a PRF as follows:
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where AS is the appropriate authentication seed (be it TAS, PAS, SAS or RIAK) and CONSTANT is the appropriate constant as described in preceding sections. The amount of blocks to derive is defined by the amount of key material needed, i.e. n is the amount of needed key bits divided by 128 and rounded up.

This means that if 160 bits were needed then PRF*() would be computed as:
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3. The 160 bit authentication key is taken from the generated key material as follows:
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The generated authentication key is applied as described in preceding sections.

5.2 Interfacing to other OMA BCAST Functions

5.2.1 Protection Signalling in SDP
5.2.1.1 Description
SDP information is used to specify streaming sessions according to [RFC2327].
 Additional information is required to identify parameters relative to key management: key streams, KMS versions, key stream types etc. These are defined below and SHALL be used to describe encrypted streams and key streams.
 Note that in the case of MBMS such information can be signalled in the MBMS security description as per [3GPP TS 26.346].
The following SDP entry format SHALL be used for the field names and field values defined in the tables below:

a=<field name>=<field value>

where:

· a= identifies media description lines,

· <field name> (ignoring <>) is the one of the field names defined below and

· <field value> (ignoring <>) is the "value" of the <field name> as defined below.

The table below defines the <field values> to be used to signal protection information.

Table 4: Protection Signalling in SDP

	Field name
	Type
	Purpose

	kmstype
	String
	Identifies the Key Management system (KMS) used

	kmsversion
	Decimal x.y
	Identifies the KMS version x.y

	kmsprovider
	String
	Identifies the kmsprovider i.e. the name of the provider using the key stream

	keystreamtype
	String
	Indicates the type of keystream e.g. STKM or LTKM

	streamid
	Decimal (integer)
	Unique non-zero integer identifying a particular stream. Numbers are limited to a particular SDP session i.e. no global numbering is required.

Used to indicate which stream is protected by which.

	encryptedstreamid
	String
	Used for keystreams to indicate which streams are protected. If a keystream protects more than one stream, multiple streamids can be inserted, separated by a space.

	mode
	String
	Identifies the codec


The tables below shows the corresponding <field values> for the <field names>:

Table 5: kmstype values

	Value (String)
	Semantics

	oma-bcast-drm-pki
	OMA DRM PKI KMS using ROAP and Broadcast Extensions. These are defined in [DRMDRM-v2.0] and [XBS DRM extensions-v1.0].

	oma-bcast-gba-mbms
	OMA SKI KMS using GBA 3GPP MBMS adaptations. These are defined in [BDS Adaptation MBMS-v1.0].

	oma-bcast-gba-bcmcs
	OMA SKI KMS using GBA 3GPP2 BCMCS adaptations. These are defined in [BDS Adaptation BCMCS-v1.0].

	oma-bcast-prov-bcmcs
	OMA SKI KMS using provisioned 3GPP2 BCMCS adaptations. These are defined in [BDS Adaptation BCMCS-v1.0].


Table 6: kmsversion values

	Value (Decimal x.y)
	Semantics

	1.0
	Current version in this specification is 1.0


Table 7: kmsprovider values

	Value (String)
	Semantics

	<provider name>



	<provider name> is the name of the provider selling access to the SDP stream using the specified key stream, e.g. Pay4TV, DiscountBcast, MajorMediaGroup.


Table 8: kmsstreamtype values

	Value (String)
	Semantics

	stkm
	Short Term Key Messages corresponding to Layer 3 in the BCAST 4-layer model, used to transport TEKs

	ltkm
	Long Term Key Messages corresponding to Layer 2 in the BCAST 4-layer model, used to transport SEKs/PEKs


Table 9: streamid values

	Value (Decimal)
	Semantics

	1, 2, 3, etc.
	Each stream declared in the SDP will be uniquely numbered. Only non-zero positive integers are acceptable. While it is recommended that streams are numbered in increasing order, this is NOT mandatory. Duplicate streamids SHALL be ignored, i.e. only the first one SHALL be used.


Table 10: encryptedstreamid values

	Value (String)
	Semantics

	<x>

<x><space><y>

<x><space><y><space><z>
	<x>, <y>, <z> are positive non-zero integers corresponding to streamids.

If more than one streamid is used, spaces are used as separators (<space>).

The order is unimportant, repeated streamids are ignored.


Table 11: mode values

	mode Value
	Semantics

	<codec mime-type>
	<codec mime-type> without <> indicates the codec.


Encryption signalling for streams

While the above parameters give details on what streams are encrypted using the encryptedstreamid parameter for declared keystreams, the actual data streams (audio, video, etc.) streams SHALL also be indicated as being encrypted by using the following notation:

enc-generic

The actual codec is indicated using:

a=mode:<codec mime-type>

where <codec mime-type> identifies the type of stream e.g. h.264,mpeg-4, etc.

NOTE: do we need to register the enc-generic notation? Or is it particular to OMA BCAST spec?
5.2.1.2 SDP Entry Examples
This section provides several examples illustrating how the parameters defined above are signalled in an SDP file. Note that these are simplified example i.e. lots of parameters are missing, but these have been omitted for clarity.

Example 1:
 This example shows a video and audio stream protected by both Long Term and Short Term Key Message streams using DRM PKI.

m=video 49169 RTP/AVP 96

// video stream & protocol

i=video
c=IN IP6 FF15:0:0:0:0:0:81:1BC

// stream address

a=rtpmap:96 enc-generic


// encrypted codec

a=fmtp:96 <rtp_param>


// rtp parameters
a=streamid:1


// stream identifier

a=mode:<codec mime-type>

// video codec

m=audio 49170 RTP/AVP 97

// audio stream & protocol

i=audio
c=IN IP6 FF15:0:0:0:0:0:81:1BC

// stream address

a=rtpmap:97 enc-generic


// encrypted codec

a=fmtp:97 <rtp_param>


// rtp parameters
a=streamid:2


// stream identifier

a=mode:<codec mime-type>

// video codec

m=application 49171 UDP


// keystream port no.

i=short term key messages

c=IN IP6 FF15:0:0:0:0:0:81:1BC

// stream address

a=streamid:3

a=kmstype:oma-bcast-drm-pki

// key management system
a=kmsversion:1.0


// key management system version

a=keystreamtype:stkm


// keystream type

a=encryptedstreamid:1 2


// encrypted streamids
m=keystream 49172


// keystream port
i=long term key messages

c=IN FF15:0:0:0:0:0:81:1BC

// stream address

a=streamid:4
a=kmstype:oma-bcast-drm-pki

// key management system

a=kmsversion:1.0


// KMS version

a=keystreamtype:ltkm


// keystreamtype

a=encryptedstreamid:3


// encrypted streamids
Example 2: This example shows a video and audio stream protected by Short Term Key Message streams using GBA MBMS.

m=video 49169 RTP/AVP 96

// video stream & protocol

i=video
c=IN IP4 224.2.1.1


// stream address

a=rtpmap:96 enc-generic


// encrypted codec

a=fmtp:96 <rtp_param>


// rtp parameters
a=streamid:1


// stream identifier

a=mode:<codec mime-type>

// video codec

m=audio 49170 RTP/AVP 97

// audio stream & protocol

i=audio
c=IN IP4 224.2.1.1


// stream address

a=rtpmap:97 enc-generic


// encrypted codec

a=fmtp:97 <rtp_param>


// rtp parameters
a=streamid:2


// stream identifier

a=mode:<codec mime-type>

// audio codec
m=application 49171 UDP


// keystream port no.

i=short term key messages

c=IN IP4 224.2.1.1


// stream address
a=streamid:3

a=kmstype:oma-bcast-gba-mbms

// key management system
a=kmsversion:1.0


// KMS version

a=keystreamtype:stkm


// keystream type

a=encryptedstreamid:1 2


// encrypted streamids
Example 3:
 This example shows two audio streams, each protected by a different key stream

m=audio 49170 RTP/AVP 96

// audio stream & protocol

i=audio_english
c=IN IP4 224.2.1.1


// stream address

a=rtpmap:96 enc-generic


// encrypted codec

a=fmtp:96 <rtp_param>


// rtp parameters
a=streamid:1


// stream identifier

a=mode:<codec mime-type>

// audio codec
m=audio 49170 RTP/AVP 97

// audio stream & protocol

i=audio_spanish
c=IN IP4 224.2.1.1


// stream address

a=rtpmap:97 enc-generic


// encrypted codec

a=fmtp:97 <rtp_param>


// rtp parameters
a=streamid:2


// stream identifier

a=mode:<codec mime-type>

// audio codec

m=application 49171 UDP


// keystream port no.

i=short term key messages

c=IN IP4 224.2.1.1


// stream address
a=streamid:3

a=kmstype:oma-bcast-gba-mbms

// key management system
a=kmsversion:1.0


// KMS version

a=keystreamtype:stkm


// keystream type

a=encryptedstreamid:1


// encrypted streamid

m=application 49171 UDP


// keystream port no.

i=short term key messages

c=IN IP4 224.2.1.1


// stream address
a=streamid:4

a=kmstype:oma-bcast-gba-mbms

// key management system
a=kmsversion:1.0


// KMS version

a=keystreamtype:stkm


// keystream type

a=encryptedstreamid:2


// encrypted streamid
Example 4:
 This example shows how two separate providers can use different key streams to give access to the same video stream (audio stream left out for brevity)

m=video 49169 RTP/AVP 96

// video stream & protocol

i=video
c=IN IP4 224.2.1.1


// stream address

a=rtpmap:96 enc-generic


// encrypted codec

a=fmtp:96 <rtp_param>


// rtp parameters
a=streamid:1


// stream identifier

a=mode:<codec mime-type>

// video codec

m=application 49171 UDP


// keystream port no.

i=short term key messages

c=IN IP4 224.2.1.1


// stream address
a=streamid:2

a=kmstype:oma-bcast-gba-mbms

// key management system
a=kmsversion:1.0


// KMS version

a=kmsprovider:supertv


// KMS provider

a=keystreamtype:stkm


// keystream type

a=encryptedstreamid:1


// encrypted streamids

m=application 49190 UDP


// keystream port no.

i=short term key messages

c=IN IP4 224.2.1.1


// stream address
a=streamid:3

a=kmstype:oma-bcast-gba-mbms

// key management system
a=kmsversion:1.0


// KMS version

a=kmsprovider:bargaintv


// KMS provider

a=keystreamtype:stkm


// keystream type

a=encryptedstreamid:1


// encrypted streamids
5.3 Interfacing to underlying broadcast distribution systems
<text>

5.3.1 BCMCS

<text>

5.3.2 MBMS

<text>
5.3.3 DVB-H

<text>
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	5.1.2.1.3.3;

5.1.2.1.4;

5.1.2.1.5.1;

5.1.2.1.5.2;

5.1.3.2
	* Inserted approved CRs:  OMA-BCAST-2005-0216R03; OMA-BCAST-2005-0217R01; OMA-BCAST-2005-0219; OMA-BCAST-2005-0220R02
* Change MKI field size, in 5.1.2.1.5.2, from 32 bits to 72 bits as per BCAST-169R01
* TS document now includes hyper-links references in the history table.

	OMA-TS-BCAST_SvcCntProtection-V1_0-20050623-D
	23 June 2005
	Error! Reference source not found.;

5.1.1.4;
5.1.2.1;

5.1.2.1.1;

5.1.2.1.2;

5.1.2.1.3.1;

5.1.2.1.5.2;

5.1.2.3;
2.1
	* Inserted approved CRs:  OMA-BCAST-2005-0122R02; OMA-BCAST-2005-0218R02; OMA-BCAST-2005-0221R02; OMA-BCAST-2005-0248R02; OMA-BCAST-2005-0264R01
* Added text in Normative Reference section

	OMA-TS-BCAST_SvcCntProtection-V1_0-20050630-D
	30 June 2005
	5.1.2.1.5.2
	* Inserted approved CR:  OMA-BCAST-2005-0267R01

* Added reference to OMA-BCAST-2005-0264R01 in Draft History section

* Added text in Normative Reference section

	OMA-TS-BCAST_SvcCntProtection-V1_0-20050706-D
	06 July 2005
	; 

5.1.1.2.1
	* Moved Error! Reference source not found. from Section 5.1.1.2.1 to Section , as requested by email from David Castleford on 04 July 2005.
* Deleted Section 5.1.1.2.1 because it becomes empty.

	OMA-TS-BCAST_SvcCntProtection-V1_0-20050815-D
	15 August 2005
	5.1.2.1.3.3; 5.1.2.2.3; 
2.1; 

3.4; 

5.1.2.1.4.1; 

5.1.2.1.4.3; 

5.1.2.3.5; 

5.1.3.3; 

5.1.6.1
	* Changed name from “Key Management Layer” to “Authentication Layer” as per resolution to BAC BCAST Action Item 041.

* Changed name from “Rights Management Layer” to “Long Term Key Delivery Layer” as per resolution to BAC BCAST Action Item 041.

* Changed name from “Key Delivery Layer” to “Short Term Key Delivery Layer” as per resolution to BAC BCAST Action Item 041.

* Changed name from “Service Encryption Layer” to “Content Layer” as per resolution to BAC BCAST Action Item 041.

* Changed name from “key stream layer” to “Short Term Key Delivery Layer” assuming that “key stream layer” is same as “Key Delivery Layer”.

* Inserted approved CR:  OMA-BCAST-2005-0231
* Inserted approved CR:  OMA-BCAST-2005-0232

* Added text in Normative References section

	OMA-TS-BCAST_SvcCntProtection-V1_0-20050829-D
	29 August 2005
	Error! Reference source not found.; 
5.1.2.1.3.1; 

5.1.2.1.3.2; 

5.1.2.1.4.1; 

5.1.2.1.5.1; 

5.1.2.1.5.2; 

3.2
	* Where appropriate, changed term from “rights object” to “long-term key message” as per resolution to BAC BCAST Action Item 055.
* Inserted approved CR:  OMA-BCAST-2005-0371

* Inserted approved CR:  OMA-DLDRM-2005-0268R01

* Inserted approved CR:  OMA-BCAST-2005-0348R03

* Inserted approved CR:  OMA-BCAST-2005-0346R02

	OMA-TS-BCAST_SvcCntProtection-V1_0-20050930-D
	30 September 2005
	5.1.2.1.4.1; 

Error! Reference source not found.; 
	* Inserted approved CR:  OMA-BCAST-2005-0430R02

* Inserted approved CR:  OMA-BCAST-2005-0438R01

* Inserted approved CR:  OMA-BCAST-2005-0459R01

	OMA-TS-BCAST_SvcCntProtection-V1_0-20051020-D
	20 October 2005
	5.1.2.1.4.1; 

2.1; 5.1.1; 

5.2; 5.1.3.1; 
	* Inserted approved CR:  OMA-BCAST-2005-0512R01

* Inserted approved CR:  OMA-BCAST-2005-0558
* Inserted approved CR:  OMA-BCAST-2005-0431R01

* Inserted approved CR:  OMA-BCAST-2005-0465R02


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

The following is a model of a set of SCR tables.  DELETE THIS COMMENT

B.1 SCR for Clients
	Item
	Function
	Reference
	Status
	Requirement

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


B.2 SCR for Servers
	Item
	Function
	Reference
	Status
	Requirement

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Appendix C. Service and Content Protection for Applications
If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

<text>

C.1 Subscription Applications
<text>
C.2  Pay-Per-View Applications

<text>

C.3 Free Pre-View Applications

<text>
C.4 Controlled Recording and Editing

The following figure shows the framework for controlled recording and editing selected portions of broadcast content.
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Figure 14 – Framework for Controlled Recording and Editing
The method described in Figure 14 is as follows:

4. The client terminal MUST receive broadcast traffic.

5. DRM objects associated with the service application are sent to terminals.  While receiving the broadcast traffic, a user of a terminal MAY want to record a part of the broadcast traffic.  In this case, the terminal MUST execute Step 3.

6. If the rules in the digital rights management (DRM) associated with the broadcast permit recording parts of the traffic, or if the broadcast traffic is not protected, then the broadcast MAY be recorded.  The recorded content SHOULD be protected unless marked as copy freely.  In addition, if the terminal records parts of the broadcast, the terminal MAY execute Step 4 or Step 5. 

7. Depending on the rules of the DRM, the terminal MAY generate reports, perhaps for charging purposes.  In addition, depending on the rules of the DRM, the terminal MAY contact the Broadcast Application Service provider via the interaction channel to provide the documentation or to obtain additional service or content rights objects.  In addition, the terminal MAY execute Step 5.

8. Depending on the rules of the DRM objects associated with the broadcast, or depending on the rules associated with the additional rights objects, a user of the terminal MAY edit the recorded portion of the broadcast.  Examples of editing operations include adding overlay information and titles, splicing, reordering, and adding effects.
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� In principle, any device that has the service or programme key should be allowed to play back these recordings. However, present OMA DRM specifications require that an OMA DRM V2 agent has the appropriate Rights Objects for being allowed to play back (P)DCF files. The constraint “which are made by the device itself” can be relaxed once play back of (P)DCF files when having  just a service or programme key has been standardised.





�In the equation, modified DEK to REK


�In the equation, modified DEK to REK


�Has been modified to include LTKM instead of RO and STKM instead of traffic key.


�Has been modified to include LTKM instead of RO.


�In the equation, modified DEK to REK


�In the equation, modified DEK to REK


�Changed content key to SEK/PEK


�Changed content key to SEK/PEK


�Changed content key to SEK/PEK


�Changed content key to SEK/PEK
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