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1 Reason for Change

(Note: I am using the terms here as they appear in OMA-TS-BCAST_SvcCntProtection-V1_0-20051123-D, not the newer, agreed terms)

The access_criteria_descriptors in the key_stream_message() in section 5.1.2.2.4.1 Traffic Key Messag (TKM) can only be present when programme keys are present in the key_stream_message, i.e. when programme_flag equals TKM_FLAG_TRUE.

The only access_criteria_descriptor specified so far is the parental rating. This means that no parental rating can be included in the key_stream_message() when an operator does not want to use programmes and programme keys. Yet it can be beneficial for a provider to have the ability to set a parental rating for his service or parts thereof.

E.g. operators that are carrying digital turnaround channels (i.e. re-transmission of already encoded services) usually sell these as part of a subscription product. Although events, which are part of a service, aren’t explicitly scheduled, this doesn’t imply that they aren’t maturity rated. Take e.g. a late night scary movie.

This CR proposes a solution, so that access_criteria_descriptors and therefore parental rating can be used also for services without programmes.

The proposed solution involves:

· moving the access_criteria_flag outside the programme_flag loop,

· moving the access_criteria_descriptor loop outside the programme_flag loop.

2 Impact on Backward Compatibility

This version is incompatible with the previous version. However, this is a standard under development, so this has no impact.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Members are asked to approve the CR.

6 Detailed Change Proposal

5.1.2.2.4.1. Traffic Key Message (TKM)

Each TKM SHALL be encapsulated in exactly 1 UDP packet.

In order to keep access times low for devices that start accessing a service, a TKM SHALL be transmitted periodically.
The TKM SHALL be transported over the same network stack as the media streams that are protected with the traffic keys contained in the TKM.  The TKM stream MAY be transported in an own session, e.g., an RTP session.

	Key_Stream_Message_Description
	Length
	Type

	key_stream_message() {
	
	

	
selectors_and_flags {
	
	

	

protocol_version
	4
	uimsbf

	
	
	

	

protection_after_reception
	2
	uimsbf

	

reserved_for_future_use
	1
	bslbf

	

access_criteria_flag
	1
	uimsbf

	

traffic_protection_protocol
	3
	uimsbf

	

traffic_authentication_flag
	1
	uimsbf

	

next_traffic_key_flag
	1
	uimsbf

	

timestamp_flag
	1
	uimsbf

	

programme_flag
	1
	uimsbf

	

service_flag
	1
	uimsbf

	
}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_IPSEC) {
	
	

	

security_parameter_index
	32
	uimsbf

	
}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_SRTP) {
	
	

	        master_key_index_length
	8
	uimsbf

	

master_key_index
	8*length
	uimsbf

	

number_of_media_flows
	8
	uimsbf

	

for (i = 0; i < number_of_media_flows; i++) {
	
	

	


synchronization_source
	32
	uimsbf

	


rollover_counter
	32
	uimsbf

	

}
	
	

	
}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_AUENCRYP) {
	
	

	

key_indicator_length
	8
	uimsbf

	

key_indicator
	<8*key_indicator_length>
	bit string

	

if (next_traffic_key_flag == TKM_FLAG_TRUE) {
	
	

	


key_indicator
	<8*key_indicator_length>
	bit string

	

}
	
	

	
if (traffic_protection_protocol == TKM_ALGO_DCF) {
	
	

	

key_identifier_length
	8
	uimsbf

	

key_identifer
	<8*key_identifier_length>
	bit string

	

}
	
	

	
	
	

	
}
	
	

	
encrypted_traffic_key_material_length
	8
	uimsbf

	
encrypted_traffic_key_material
	8*length
	bslbf

	
if (next_traffic_key_flag == TKM_FLAG_TRUE) {
	
	

	

next_encrypted_traffic_key_material
	8*length
	bslbf

	
}
	
	

	
reserved_for_future_use
	4
	bslbf

	
traffic_key_lifetime
	4
	uimsbf

	
if (timestamp_flag == TKM_FLAG_TRUE) {
	
	

	


Timestamp
	40
	mjdutc

	
}
	
	

	
if (access_criteria_flag == TKM_FLAG_TRUE) {
	
	

	

reserved_for_future_use
	8
	bslbf

	

number_of_access_criteria_descriptors
	8
	uimsbf

	

access_criteria_descriptor_loop() {
	
	

	


access_criteria_descriptor()
	
	

	

}
	
	

	
}
	
	

	
if (programme_flag == TKM_FLAG_TRUE) {
	
	

	

programme_selectors_and_flags {
	
	

	


reserved_for_future_use
	7
	bslbf

	
	
	

	


permissions_flag
	1
	uimsbf

	

}
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	

if (permissions_flag == TKM_FLAG_TRUE) {
	
	

	


permissions_category
	8
	uimsbf

	

}
	
	

	

if (service_flag == TKM_FLAG_TRUE) {
	
	

	


encrypted_PEK
	128
	bslbf

	

}
	
	

	

programme_CID_extension
	32
	uimsbf

	

programme_MAC
	96
	bslbf

	
}
	
	

	
if (service_flag == TKM_FLAG_TRUE) {
	
	

	

service_CID_extension
	32
	uimsbf

	

service_MAC
	96
	bslbf

	
}
	
	

	}
	
	


Descriptors for access_criteria_descriptor_loop
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