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1 Reason for Change

Currently, we have defined the Terminal Provisioning function as the way to deliver DM messages through either broadcast channel or interaction channel. During the Terminal Provisioning the DM messages should be delivered based on the extended trust relationship between the provisioning server and the terminals. This trusted relationship is more important when broadcasting DM messages because the threat caused by the rogue provisioning server could impact the broadcasting service on a large scale. The authentication of OMA-DM which is based on the two-way one-to-one protocol will not be used when delivering DM messages over broadcast channel. This CR proposes a method to authenticate the DM messages received over the broadcast channel and the provisioning server. That is, before getting DM messages in terminals, we propose to add additional steps to check if the server provisioning DM parameters is able to be trusted or not, etc. On the other hand, the function for Service Protection and Content Protection in BCAST scope can also support the secure delivery of DM messages. 
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This CR is presented to BCAST for agreement.

6 Detailed Change Proposal

5.2 Terminal Provisioning

[…]
5.2.1 Declaring the existence and access to Terminal Provisioning

There are two ways to declare the existence and the access to Terminal Provisioning with Service Guide: Terminal Provisioning declared as a Service; and; Terminal Provisioning declared as an Access of a Service. The terminal SHALL support both of these ways of declaring the Terminal Provisioning within the Service Guide. The following sections specify both of these ways.
The terminals MAY also be bootstrapped with the Terminal Provisioning server information to access the Terminal Provisioning either over TP-5 or TP-7.
5.2.1.1 Declaring Terminal Provisioning as a Service within Service Guide

When the Terminal Provisioning is declared as a service, the following applies:

· There SHALL be at least one Service fragment with the value of attribute “type” equals “[TBD]” ([TBD] – Terminal Provisioning services).

· There SHALL be at least one Access fragment that specifies the access to the above-mentioned Service:

· In case Terminal Provisioning over TP-5 is declared, the AccessType SHALL contain “BroadcastTransmission” element, which defines the access to the BCAST File Distribution session.

· In case Terminal Provisioning over TP-7 is declared, the AccessType SHALL contain “InteractiveTransmissionScheme” element, which defines the access to the respective OMA DM server.

· There MAY be one or more Content fragments that specify the Terminal Provisioning messages as files, as defined in section 5.2.1.

5.2.1.2 Declaring Terminal Provisioning as an Access of a Service within Service Guide

When the Terminal Provisioning is declared as an access of a service, the following applies:

· There SHALL be at least one Service fragment that defines a service of arbitrary type.

· There SHALL be at least one Access fragment associated with the above-mentioned Service. The Access fragment SHALL have “ApplicationSpec” element present with value “application/vnd.syncml.dm+wbxml”. Further:

· In case Terminal Provisioning over TP-5 is declared, the AccessType SHALL contain “BroadcastTransmission” element, which defines the access to the BCAST File Distribution session.

· In case Terminal Provisioning over TP-7 is declared, the AccessType SHALL contain “InteractiveTransmissionScheme” element, which defines the access to the respective OMA DM server.
· There MAY be one or more Content fragments that specify the Terminal Provisioning messages as files, as defined in section 5.2.1.

5.2.1.3 Declaring Terminal Provisioning through Bootstrap
5.2.1.4 The Terminal Provisioning server information or account for such as the Session Description, Authentication, and/or Connectivity MAY be bootstrapped as specified in [OMA DM]. In case Terminal Provisioning over TP-5, the following management objects for the server account SHALL be supported.
5.2.1.5 [TBD]
5.2.2    Carrying OMA DM messages within OMA File Distribution

Over interface TP-5, OMA DM provisioning messages SHALL be delivered as files using the BCAST File Distribution [BCAST FSD].
A file containing the OMA DM provisioning message SHALL be of following type: 

· application/vnd.syncml.dm+wbxml
This is the WBXML encoded OMA DM message [OMA DM].

The type of the file SHALL be declared using the internal mechanism of the BCAST File Distribution 

· When the file parameters are signalled in the Service Guide, either the “Content-Type” attribute of FileDescription element, or, the “Content-Type” attribute of File element SHALL be used with value “application/vnd.syncml.dm+wbxml”. 

· When the file parameters are signalled in-band, the “Content-Type” attribute in the FDT SHALL be used with value “application/vnd.syncml.dm+wbxml”
The OMA DM provisioning messages that are carried within BCAST File Distribution function SHALL be formatted and handled similarly as specified in OMA DM Bootstrap profile [OMA DM]. Depending on the purpose, this message SHALL be delivered to the targeted terminals.
When the broadcast channel is not protected by the Service and Content Protection Function, the OMA DM provisioning messages that are carried over TP-5 SHALL be authenticated by the Signature of the provisioning server. The Signature SHOULD be sent along with the corresponding OMA DM provisioning message. 
The optional compression SHALL be performed by BCAST File Distribution and apply to the delivered file as a whole. In that case the optional compression SHALL be declared using the internal mechanism of the BCAST File Distribution.  This is signalled by setting the value of “Content-Encoding” to “application/gzip”.

5.2.3 Carrying OMA DM messages through Interaction Channel

5.2.4 Over interface TP-7, DM provisioning messages SHALL be delivered using DM mechanism. The details would be followed of OMA DM procedure.
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