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1 Reason for Change

Current BCAST specification offers the possibility to share protected streams between operators. Current 3GPP MBMS release 6 specifications [3GPP TS 33.246] does not provide such feature, and this CR provides indications to handle such functionality considering an MBMS bearer sharing access with MBMS terminals on one side, and with access limited to BCAST terminals on the other side.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

This has to be taken into account in all related documents, specifically smartcard profile key management adaptation documents.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that OMA BCAST agrees the proposed changes and updates the BCAST Service and Content Protection accordingly.

6 Detailed Change Proposal

6.4.2 SRTP

The Broadcast System MAY use SRTP to protect Broadcast Services. Broadcast Terminals MAY support SRTP.

An SRTP session is defined as a cryptographic context in the terminology of SRTP. A cryptographic context for SRTP when used to secure OMA BCAST consists of the following elements:

· roll-over counter (ROC)

· receiving sequence number

· cipher and mode definition

· MAC method definition

· list of received packets

· MKI indicator bit

· length of the MKI field

· value of currently active MKI

· array of secret master keys (MK)

· array of counter of processed packets for each master key

· length of encryption and authentication keys

· master salt

· context id

A cryptographic context is uniquely identified by its context id. The context id consists of the SSRC, destination network address and destination transport port number, as defined in [RFC3711]. 
Figure 1 shows a general case of key management for SRTP. Figure 5 shows a special case that the Short Term Key Delivery Layer is omitted, where the necessary data is received from MKI to derive TEK (see [3GPP2 X.S0022] and [3GPP2 S.S0083]). 
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Figure 1 – SRTP Cryptographic Context Management (General Case)
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Figure 2 – SRTP Cryptographic Context Management (No Short Term Key Delivery Layer)

Key Management

The OMA BCAST SRTP application SHALL use the MKI value for looking up decryption keys. This means that a cryptographic context SHALL have the MKI indicator bit set to 1. The MKI field SHALL not be longer than 72-bits. The <From, To> value method of key lookup SHALL NOT be used.

The Master Salt MAY be used.  The Master Salt SHALL NOT be longer than 112 bits. 

The traffic encryption key (TEK) contained in the traffic key message MAY be used as the SRTP master key.

The key derivation rate SHALL be 0. 

The Short Term Key Delivery Layer SHALL provide and update the cryptographic contexts to the SRTP implementation. Note that some fields are initialized and/or managed internally, such as the list of received packets used in replay protection, receiving sequence number, and the ROC. 

The ROC values between the sender and receiver SHALL be synchronized. If the SRTP module has lost synchronisation on the ROC (Roll-over counter) of the SRTP stream, it SHALL wait for the next ROC update. The 48-bit packet index value is included in the (implicit) IV for the AES-CM encryption, and therefore the ROC is needed to encrypt/decrypt a packet.
Because the SRTP key-deriviation rate is not used and the <From,To> values are also not used, the SRTP crypto context will be rekeyed by the Short Term Key Delivery Layer.

Encryption Algorithm

The encryption algorithm for SRTP packets SHALL be AES-128-CM, as defined in [RFC3711]. Other encryption algorithms or key sizes or chaining modes SHALL NOT be used.

Authentication Algorithm

The authentication algorithm for SRTP and SRTCP SHALL be HMAC-SHA-1-80, as defined in [RFC2104] and [RFC3711]. Other authentication algorithms or truncations SHALL NOT be used.

Support of the authentication algorithm for SRTP as specified above shall be OPTIONAL for both the terminal and the broadcast system.  If RTCP is used, support of the authentication algorithm for SRTCP as specified above is MANDATORY for both the terminal and the broadcast system.  If no authentication is desired, the NULL authentication algorithm SHALL be specified. In this case, also replay protection SHALL NOT be performed by the terminal.

Note that there must be a secure way of notifying whether a security transform includes integrity protection. This should be handled as part of the mechanism for negotiating SRTP security parameters e.g. MIKEY.
Some specific points of the implementation need to be specified to be able to share protected stream(s) between operators. Section 6.4.3 introduces how to be able to share a media stream among operators that implement different key management mechanisms, section 6.4.3.1 with respect to 3GPP-MBMS bearer features using SRTP, and section 6.4.3.2 considering access limited to BCAST terminals.
6.4.3 Sharing protected media streams 
Two solutions have to be considered:
· Section 6.4.3.1: it introduces a solution that is compatible with the 3GPP MBMS key management specification. The way in which key identifiers are used by the SRTP implementation is based on the MBMS specification (cf. SRTP). The major advantage of this solution is:

· It is possible to share a protected media stream between an operator using MBMS and an Operator using another broadcast bearer with either the Smartcard or DRM profile.
The major disadvantages of this solution is: 
· The requirement for all Operators, regardless of the profile that they are using, which are sharing the same protected stream to use the same SEK ID. Using the same SEK ID further necessitates that the update frequency of the SEK and SEK ID must also be coordinated.
· Section 6.4.3.2: it introduces a solution aimed at BCAST terminals only; the management and use of key identifiers for the protected media stream is based on the BCAST specification. It simplifies the way in which the TEK identifier is constructed allowing any protocol can be used for the content encryption layer. The solution is not compatible with the 3GPP MBMS key management solution. The major advantage of this solution is:

· There is no need for Operators to synchronise key identifiers or key update periods above the TEK layer
The major disadvantages are:  
· SRTP implementations need to be able to differentiate between the MBMS (cf. section 6.4.3.1) and non MBMS (cf. section 6.4.3.2) compatible protected media streams.


· It is not possible to share a protected media stream between an operator using MBMS bearer and an Operator using another broadcast bearer.
The two solutions are possible, and signalling information within the STKM might be necessary.
6.4.3.1  Sharing 3GPP-MBMS compatible SRTP protected media streams
This subsection describes how a number of Operators can share the same SRTP protected stream(s) while maintaining compatibility with the 3GPP MBMS specifications. This solution allows MBMS only terminals to share the same protected media stream as BCAST terminals
. 
The use of SRTP is mandatory with respect to 3GPP MBMS [TS 3GPP 33.246].
The Master Key Identifier (MKI) value introduced by SRTP protocol cf. [RFC 3711] enables the retrieval of the correct MTK in order to decrypt the protected media stream. The MKI SHALL be used as defined in [RFC 3711]

The value of MKI SHALL be unique to enable access to the corresponding shared protected stream among different operators. 
The MKI is formatted as follows where MSK is the MBMS Service Key and MTK is the MBMS traffic key:
MKI = (MSK ID || MTK ID)

MSK ID and MTK ID are carried by the MIKEY short term key message extension payload, where:
· MSK identifier consists in the Key domain ID and the MSK ID. 
· Key domain ID = MCC || MNC

· MSK ID: is split into 2 sub parameters: the key group part and the key number part. 
· Key group part: enables to group keys within a group, so that redundant MSKs are deleted. The key group part enables the terminal to know which MSK has to be updated upon reception of a new MSK.
· Key number part: to distinguish MSKs that have the same key domain ID and Key group part.

· MTK ID: used to distinguish MTKs that have the same MSK ID and Key domain ID. This parameter is increased for each MTK update. 
· The MTK ID is reset every time the MSK is updated.
Considering several operators sharing the same SRTP protected stream distributed by a single content provider, the MKI value MUST be shared.
Following the MKI definition in [TS 3GPP 33.246], requiring the MKI to be shared between Operators has an impact on the management of MSK and MTK ID values used by the 3GPP MBMS variant of the Smartcard Profile. There is also a resulting impact on the  update periods of the MSK and MTK IDs and key material. The following rules apply to the MKI parameters definition:
· MSK ID 
· Key group part:  
If the UE receives a MSK with the same key domain ID and the same key group part, then the actual MSK SHALL be discarded and replaced by the new MSK. 
The MSK key group part value MUST be configured to be the same by the participating operators. Then the terminal will be able to distinguish the MSKs of the different protected streams based on the key group part of the MSK ID parameter.
Sharing a single key group part value between operators does not enable to share several protected streams as the MSKs updates may overlap. It is necessary to use a dedicated key group value for each protected stream.
· Key number part:

The key number part MUST also be synchronised among operators.
· MTK ID is synchronised implicitly as it increments for each MTK update.
Operators must generate the same traffic key material.  As the MKI value for a shared protected media stream has to be both unique and shared, Operators must synchronise the MSK and MTK IDs, implying a synchronisation regarding the frequency of the update of MSKs and MTKs
.
In summary: 

· Operators must use the same MKI for the shared SRTP stream as it is used to identify the traffic key (MTK) that is used to decrypt the broadcasted protected media content
· The MKI must be constructed as follows: MKI = (MSK ID || MTK ID)

· Operators must share the same traffic key material (MTK)
· Operators don't have to share the same service key material (MSK)
· Operators must synchronise the update of MSK key material, and MTK key material. Indeed the update of the MSK key material implies a reset of the MTK ID, cf. section 6.3.3.1 [TS 3GPP 33.246].
However, it should be noted that Operators implementing the 3GPP MBMS variant of the Smartcard Profile can define their own key validity period as the key validity period of a given MSK can be updated without updating the MSK key material, cf. section 6.5.3 [TS 3GPP 33.246]. 
The following can then be considered:
1. A subscriber  from Operator A has access to media streams 1, 2 and 3, using MSK_Id=MSK_ID, key material =  MSK1,and has a key validity period = 1 week. MSK1 is transmitted by Operator A.
2. A subscriber from Operator B has access to media streams 1, 2 and 4, using MSK_Id=MSK_ID, key material =  MSK2 and has a key validity period = 1 month. MSK2 is transmitted by Operator B.
The value of the MSK_ID is shared, but key material is different and can be mapped to customized key validity period according to the definition of the service offering for a given operator. 

It is possible to adapt the key validity period of an MSK depending on the properties of the service/program of the Operator's offering, without implying necessarily an update of the MSK key material. The delivery of a new MSK key material implies necessarily a new value for the MSK ID.

Media streams 1 and 2 are shared between Operators A and B, media streams 3 and 4 are not shared. The Operators can define their own service offering, composed with shared media streams and non shared media streams, as the key material is not shared among operators.
Operators A and B have to update the MSK key material, which can be different for each Operator, at the same time and must use the same identifier (MSK_ID) for the new MSKs. Different key validity periods for the MSKs can be configured, and updated at any time and by each Operator independently..
With the above solution, different use cases are possible, depending on the number of content providers and on the key management systems implemented by the Operators.
6.4.3.1.1 A single SRTP protected media stream shared by three operators using the MBMS variant of the Smartcard Profile

The first use case deals with sharing a single protected SRTP stream between three operators implementing the MBMS variant of the Smartcard Profile for key management. Figure 14 outlines this use case.


Figure 14 – Sharing a single SRTP protected media stream between three operators implementing the 3GPP MBMS variant of the Smartcard Profile for key management
Figure 14 illustrates how a single broadcast content distributed by the Content Provider is shared between Operators A, B and C, all of whom implement the Smartcard Profile.
Operators A, B and C generate their own MSK key material, MSK_A, MSK_B and MSK_C respectively, which are all different. The frequency of the update of MSK_A, MSK_B and MSK_C is synchronised amongst Operators. The identifiers of MSKs are synchronised between the operators so that the same MSK_ID (WXYZ) and MTK ID (123) are used. The common MTK is broadcast on the broadcast bearer.
The content provider can then broadcast the content encrypted with this common MTK. Upon reception the terminal retrieves the MTK based on the MKI, generated from the MSK ID and the MTK ID:
 MKI = WXYZ||123. 
Each terminal can use the MKI value to retrieve the MTK required to decrypt the shared protected media stream.
6.4.3.1.2 Two SRTP protected media streams, provided by two different content providers and shared by three operators using the MBMS variant of the Smartcard Profile

The second use case illustrates how two SRTP protected media streams, provided by different content providers, can be shared between three Operators implementing the MBMS variant of the Smartcard Profile. Figure 15 outlines this use case.











Figure 15 – Sharing two SRTP protected media streams between three operators implementing the MBMS variant of the Smartcard Profile for key management
Figure 15 illustrates how two SRTP protected streams provided by content provider 1 and content provider 2 can be shared between three operators: A and B for content broadcast by content provider 1 and A,B and C for content broadcast by content provider 2. Operators A, B and C all implement the MBMS variant of the Smartcard profile for key management.
Operators A, B and C generate their own MSKs; MSK_A1/MSK_A2, MSK_B1/MSK_B2 and MSK_C2 respectively for the protected content of content provider 1 and 2.  The key materials for MSK_A1/MSK_A2, MSK_B1/MSK_B2 and MSK_C2 are all different.
The MSK IDs have been coordinated between operators so that the same MSK_ID = "WXYZ" for stream 1 and "STUV" for stream 2 is used. The frequency of the update of MSK_A1/MSK_A2, MSK_B1/MSK_B2 and MSK_C2 is synchronised among Operators. Furthermore, a common MTK MUST be used, e.g. set to "123 "for stream 1 and "456" for stream 2. The common MTKs (MTK1 and MTK2) are broadcast on the broadcast bearer.
The content providers can then broadcast the content encrypted with the corresponding MTK: MTK1 for protected stream 1 and MTK2 for stream 2. Upon reception the terminal retrieves the MTK based on the MKI, generated from MSK ID and MTK ID: 
MKI 1 = WXYZ||123 for the stream 1
MKI 2 = STUV||456 for the stream 2
Each terminal can use the MKI value to retrieve the MTK required to decrypt the shared protected media stream.
6.4.3.1.3 A single SRTP protected stream shared by operators using DRM profile, MBMS smartcard profile and BCMCS smartcard profile
Figure 16 – sharing a single SRTP protected stream between several Operators, using the Smartcard profile (MBMS and BCMCS) and the DRM Profile for key management
This third use case illustrates how a single SRTP protected stream can be shared between Operators implementing the Smartcard profile, both the MBMS and BCMCS variants, and the DRM Profile for key management. Figure 16 illustrates this use case.

For key management Operators A implements the DRM Profile, Operator B implments MBMS variant of the Smartcard Profile and C implements the BCMCS variant of the Smartcard profile. Synchronisation is necessary to allow a unique value of the key identifier to be used for the traffic key material retrieval used by the terminal.
Operators A, B and C generate their own service keys. A common traffic key is considered independently of the key management profile implemented by the operator. The MKI that allows the traffic key material to be retrieved on the terminal side SHALL be unique and common between operators. 
The value of the MKI " WXYZ || 123" has to be synchronised between:

· the Operator implementing OMA DRM key management for the key indicator parameter identifying the TEK.
· the Operator implementing the 3GPP MBMS key management for the MSK ID and the MTK ID values.
· the Operators implementing the 3GPP2 BCMCS key management for the BCMCS flow ID and the BAK ID.
The content provider can then broadcast the content encrypted with a given (common) traffic key. 
Upon reception the terminal retrieves the traffic key based on the MKI set equal to WXYZ||123. Each terminal independently of the operator they have subscribed to can retrieve the MTK to decrypt the protected stream using key management specific mechanisms.
6.4.3.2  Sharing protected media streams where content is aimed only at BCAST terminals 

Compared with section 6.4.3.1, this section outlines how to handle the sharing protected stream(s) between different operators none of which are using MBMS service protection. 
A shared key identifier value enables the retrieval of the correct TEK which is used to decrypt the protected media stream. This necessitates that:

· The value of the key identifier SHALL be unique to enable access to the corresponding shared protected stream among different operators. 

· Operators SHALL synchronise the value of the key identifier.
· Operators SHALL use the same TEK key materials
If access is limited to BCAST terminals, the BCAST key identifier SHALL be used to identify the correct TEK.




Figure 17 – sharing a single protected media stream between several operators using Smartcard profile (MBMS and BCMCS) and the DRM Profiel for key management, where there is no requirement to also share the protected stream with MBMS only terminals
Figure 17 illustrates how a single broadcast content distributed by the Content Provider is shared between three operators A, B and C. Operators A, B and C implement either the DRM profile or the Smartcard profile.

The TEK key material and the corresponding BCAST key identifier must be shared among operators.Operators A, B and C generate and use their own key material, e.g. SEK/PEKs, to protect the shared TEKs. Each Operator constructs and broadcasts their own Layer 3 messages to their subscribers i.e. TEKs encrypted with SEKs/PEKs + BCAST key identifier + BCAST parameters. There is no need to synchronise any key material or key identifiers above the TEK level.  
The content provider can then broadcast the content encrypted with this common TEK and an agreed encryption algorithm, e.g. SRTP or IPsec. Upon reception the terminal retrieves the TEK based on the BCAST key identifier:

BCAST Key identifier = 12345678
Each BCAST terminal can then retrieve the TEK needed to decrypt the shared protected stream from the key stream messages provided by their operator.
The following can then be considered:

1. A subscriber  from Operator A has access to media streams 1, 2 and 3, using 
· SEK_Id= SEK _IDA, key material =  SEK A,and has a key validity period = 1 week. SEK A is transmitted by Operator A.
· TEK_Id= TEK _ID, key material =  TEK, and has a key validity period = TEK _period, transmitted with broadcasted content.
2. A subscriber from Operator B has access to media streams 1, 2 and 4, using 
· SEK _Id= SEK _IDB, key material =  SEK B,and has a key validity period = 1 month. SEK B is transmitted by Operator B.
· TEK _Id= TEK _ID, key material = TEK, and has a key validity period = TEK_period, transmitted with broadcasted content.
The value of the SEK_ID is not shared and is specific to each operator.  The frequency of the update of SEK is up to each operator.
On the other side the value for TEK_ID and TEK key materials have to be synchronised and coordinated for all operators.
IN SUMMARY
For the Smartcard Profile (3GPP-MBMS implementation), when the broadcast media is protected using SRTP, this means a deviation from the MBMS specifications [TS 3GPP 33.246].  As described in section 6.4.3.1, when SRTP is used in MBMS the MKI value is constructed as follows:

MKI = (MSK ID || MTK ID)
When following the scheme described in this section, 6.4.3.2, the MKI value is constructed using only the MTK ID:
MKI = (MTK ID)
Restructuring the way that the MKI is formatted by omitting the MSK ID removes the need for Operators to synchronise the MSK ID and MSK update period as described in section 6.4.3.1. The deviation from the MBMS specification means that it is not possible for a media stream protected in the manner described in this section to also be shared by MBMS only terminals. 
It will also be necessary for terminals implementing the MBMS variant of the Smartcard Profile to recognise whether the MKI in the SRTP stream they are trying to decrypt is constructed in the way described in 6.4.3.1 or 6.4.3.2 in order to find the required traffic key.  
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� It is noted that the MBMS terminals and BCAST terminals are likely to be receiving the media stream over different bearers in which caseds their would be no bandwidth efficiency savings but there are still potentially valid use cases, e.g. an Operator chooses to broadcast protected media over MBMS or another bearer dependent location to dual mode terminals   


� The constraint related to the synchronisation of the identifiers, and the frequency of the update of the keys is heavy, but it was the best alternative to suit 3GPP specifications as the key identifier is related to MSK and MTK IDs and as the update of the MSK key material, and then of the MSK ID implies a reset of the MTK ID.








�Is this not also true for card profile and DRM profile?


�It is a good point and indeed this applies for both profiles.
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