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1 Reason for Change

This CR explains how a Service can be accessed using MBMS to provide key material for the smartcard profile.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Please approve the CR.
6 Detailed Change Proposal

Note: numbering reflects proposed changes in CR 664
5.1.2.1.1 Description of Service Access for Smartcard Profile using MBMS for Key Acquisition

The ESG provided by OMA BCAST provides information regarding available services and allows a user to select desired services. For example, information regarding available services is delivered via the Service fragments, which contain the ServiceBaseCID. This parameter uniquely identifies a service. The Access fragments contain information on how to access a particular service. It contains information such as the bearer, the RightsIssuerURI and a reference to the relevant Session Description. This can point to an actual SDP file specified as a MBMS User Service Description (MBMS USD) in the 3GPP specification.

The Access fragment also clearly identifies the type of protection offered (service protection or content protection or both) and the supported key management systems, e.g. the DRM profile or the smartcard profile. In the case of the smartcard profile using GBA two possible entry points exist:

· via the MBMS USD (section 5.1.2.1.1.1) or 
· via the combination of RightsIssuerURI and Service Protection Description file (section 5.1.2.1.1.2).

5.1.2.1.1.1. MBMS USD used as entry point

If the MBMS USD is used, it contains the relevant MBMS service information that can be used by the UE to register to a MBMS User Service as defined in [TS 33.246]. For convenience these steps are summarised below. During the MBMS announcement procedure, the UE receives the full domain name of the BM-SC/NAF from which it can deduce the IP address to which the registration messages and MSK request procedures are to be sent.
The UE sends a registration request for the MBMS User Service using the HTTP POST message to the BM-SC Key Request function. The following information shall be included in the HTTP message.

-
Indication that the UE requests to register to the MBMS User Service;

-
MBMS User Service ID.

In this situation the RightsIssuerURI contained in the Access fragment and the ServiceBaseCID contained in the Service fragment are to be ignored as the relevant parameters are provided in the MBMS USD fragments. This is summarised in the table below.
Table A: Parameters used when using MBMS USD
	Parameter
	Value / Description

	Session Description Reference Type
	MBMS USD.

	RightsIssuerURI
	Not used / ignored.
MBMS USD contains a Service Protection Description.

	ServiceBaseCID
	Not used / ignored.
Provided in the Service Protection Description.


5.1.2.1.1.2. Session Description used as entry point

In this scenario the Session Description provided with the Access fragment contains both an SDP and an MBMS Service Protection Description auxiliary fragment.

The SDP file provides information on the data and key streams. This would typically be the case for a non-MBMS bearer used to deliver the data, with the MBMS network providing Service Keys. The TEK delivery could be done in-band with the data. Depending on the bearer, this could be an MBMS or non-MBMS network.
The information on service protection SHALL be identified by RightsIssuerURI and SHALL be formatted as an MBMS Service Protection Description (([3GPP TS 26.346] section 11.3).

The Service Protection Description SHALL be delivered as an AuxiliaryDescription fragment inside the Session Description along-side the Access fragment. For each instance of a Key Management System in an Access fragment, the RightsIssuerURI SHALL identify and match one of the Session Description Reference URIs provided in the same Access fragment.
The relevant parameters are summarised in the table below.

Table A+1: Parameters used when using Session Description
	Parameter
	Value / Description

	Session Description Reference Type
	SDP.

	RightsIssuerURI
	Used to reference an MBMS Service Protection Description carried along with the Access fragment.

	ServiceBaseCID
	Not used / ignored. 

Provided in the Service Protection Description referenced by RightsIssuerURI.


5.1.2.1.1.3. GBA Bootstrapping Procedure

To be able to initiate an MBMS User Service Registration, the UE must share a secret key with the BM-SC / NAF of BCAST service. Following [TS 33.246] 2 cases would be possible:

· The UE has already run the GBA bootstrap procedure for another service. As a result, the UE has already derived the shared secret key with the NAF (assuming that the key lifetime is still valid). The BCAST service NAF has then to request the Ks_NAF to the BSF of the operator.

· The UE has not yet run the GBA bootstrap procedure or the key lifetime has expired and the key is no longer valid. In this case, the UE has to initiate a GBA procedure to be able to derive the shared secret key with the NAF. The BCAST service NAF has then to request the Ks_NAF to the BSF of the operator.

5.1.2.1.1.4. MBMS User Service Registration

Once the relevant information has been obtained regarding the required service, an MBMS User Service Registration may be required, as explained in Section 6.3.2 of [TS 33.246].
The UE sends a registration request for the MBMS User Service using the HTTP POST message to the BM-SC Key Request function. The registration request message SHALL be formatted in accordance with section 11.4.1 of [TS 26.346] and SHALL therefore include the following information:
-
Indication that the UE requests to register to the MBMS User Service;

-
MBMS User Service ID.

The authentication of the messages is ensured via HTTP DIGEST (cf. RFC 2617). The BM-SC has to control whether the UE is allowed to receive the keys of the service specified in the request. If allowed the request is acknowledged using an HTTP 200 OK message.
In case of successful registration, the UE relevant MSKs can be delivered to the UE.
5.1.2.1.1.5. MBMS MSK Request Procedure
Once registration to a given MBMS User Service has been completed or once the key lifetime has expired and the key is no longer valid, the required MBMS Service Key can be requested as described in Section 6.3.2.2 MSK request procedures of [TS 33.246]. This occurs when:

· The UE has just registered to an MBMS User Service, and needs to initiate the MSK.
· Request of MSK(s) when the UE has missed a key update procedure e.g. due to being out of coverage.

· BM-SC solicited pull procedure.

The MSK Request message SHALL be formatted in accordance to section 11.6.1 of [3GPP TS 26.346]
The authentication of the messages is ensured via HTTP DIGEST (cf. RFC 2617).
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